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B UH®OPMAIIUMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX IAHHBIX
O0o03HaYeHUs ¥ COKPAILEHUS

APM - aBTOMaTH3UpOBaHHOE paboyee MECTO

BU - BugoBas undopmanus

BTCC - BcnoMoratesibHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
NCTIn - nadopManinoHHasi cHCTeMa MEPCOHATBHBIX JaHHBIX

K3 - koHTpOnMpyemas 30Ha

MD - mexceTeBOoM dKpaH

H/IB - HenexiapupoBaHHBIE BO3MOKHOCTH

HCJI - HecaHKIIMOHUPOBAaHHBIN JOCTYII

OBI1/Ix - obecnieuenne 6€30MacCHOCTH MEPCOHANBHBIX TaHHBIX OC
- OllepallMOHHAasl CUCTEMA

I1/TH - nepcoHanbHbIE JaHHBIE

I[IMB - nporpamMmMHO-MaTeMaTHYECKOE BO3JICUCTBUE

1O - nporpammHOe obecriedeHue

[IDMUH - no604HbIE 3IEKTPOMAarHUTHBIE H3ITy9YE€HUS 1 HAaBOJIKU
PU - peueBas unpopmarus

CBT - cpenctBo BbIUUCIUTEIIBHON TEXHUKH

C3U - cpencTBo 3amuThl HHOOPMAITHH

CIIU - creranorpagpuyeckoe npeodpazoBaHue HHGOpMaIUH
COVIINA - cnenuanbHble 3J€KTPOHHBIE YCTPOMCTBA NepexBaTa nHpopMaluu
TKYWU - rexandeckuii kanan yreuku uHpopmarun TCOU

- TEXHUYECKHE CPeACcTBa 00pabOTKH MH(POPMAITUH
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YBII/IH - yrpo3sl 6€30MaCHOCTH MEPCOHATBHBIX TAHHBIX

1. TepMUHBI U OIIpeAEICHUS

B HAaCTOAIECM NOKYMCHTC UCIIOJIB3YIOTCA CICAYIOINEC TCPMUHBI U UX OIIPCACIICHUA:

— ABTOMaTHU3MpOBAaHHAsI CHCTEMA - CHCTEMA, COCTOSIAs U3 IEPCOHANIA U KOMIUIEKCA CPEJICTB
aBTOMaTHU3allMU €T0 JIATENbHOCTH, peaau3youas HHPOPMAILIMOHHYIO TEXHOJIOIHIO BbIITOJIHEHHMS
YCTaHOBIICHHBIX ()yHKITHHA.

- AyTeHTI/I(I)I/IKaI_[I/IH OTIIPABUTCIIA JaHHBIX - ITIOATBCPIKIACHUEC TOT'O, UTO OTIIPABUTCIIb MMOJTYUYCHHBIX
JaHHBIX COOTBCTCTBYCT 3asBJICHHOMY.

— be3onacHOCTb NEPCOHAIBHBIX JAHHBIX - COCTOSIHUE 3ALIMIEHHOCTU IEPCOHANIBHBIX JAHHBIX,
XapaKTepu3yeMoe CIOCOOHOCTBIO MOJIb30BATENEH, TEXHUUECKUX CPEACTB U MH(POPMAITMOHHBIX
TEXHOJIOTHH 00ecneunTh KOH(PUACHIIUAIBHOCTD, LEIOCTHOCTD U JIOCTYITHOCTh MEPCOHATBHBIX
JAHHBIX NPU UX 00paboTKe B MHPOPMAILIMOHHBIX CUCTEMaX NEPCOHAIBHBIX JaHHbBIX.

— brokupoBaHHe MEPCOHANBHBIX IAHHBIX - BPEMEHHOE MpeKpalieHne coopa, CuCTeMaTU3alliH,
HAKOIUICHUS, UCIIOJIb30BaHUS, PaCIIPOCTPAHEHHUS IEPCOHATBHBIX JAHHBIX, B TOM YHCIIE UX
nepenayu.

— Bupyc (koMIIbIOTepHBIH, MPOTPaMMHBIN) - HCTIOJHSAEMBINA TPOTPAMMHBIN KO HIITH
HUHTEPIPETHPYEMBbIA HAOOP MHCTPYKIIMIA, 00Ta1al0IINi CBOMCTBAMH HECAaHKIIMOHUPOBAHHOTO
pacrpocTpaneHus u camoBocrpounsBeienrs. Co3aaHHbie 1yOIuKaThl KOMIIBIOTEPHOTO BUPYyCa HE

BCETJIa COBIA/IAI0T C OPUTHHAIOM, HO COXPAHSIOT CIIOCOOHOCTD K JaJbHEHIIIEMY
PacIpoCTpaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

— Bpenonocnas nporpamma - nporpamma, npeaHazHadeHHas AJisl OCYIIECTBICHUS
HECAaHKIMOHUPOBAHHOTO JOCTyNA U (MJIM) BO3ACHCTBHSI Ha EPCOHANIBHBIE IaHHbIE WJIH PECYPCHI
MH(POPMALIMOHHON CUCTEMBI TEPCOHATBHBIX JaHHBIX.

— BcnomoraTtenabHbple TEXHUYECKHUE CPEACTBA U CUCTEMBI - TEXHUYECKHUE CPEICTBA U CUCTEMBI, HE
MpeHa3HauYeHHbIE I iepenadyn, 00paboTKU 1 XpaHEHUS MEPCOHATIBHBIX JTaHHBIX,
yCTaHABJIMBAEMbI€ COBMECTHO C TEXHUYECKUMH CPEICTBAMH U CUCTEMaMU, IpeIHa3HAY€HHBIMU
11 00pabOTKM IEPCOHANBHBIX JTAHHBIX, MII B IIOMEIIECHHUSX, B KOTOPBIX YCTAaHOBJICHBI
MH(pOpPMalLIMOHHbIE CUCTEMbI IEPCOHANIBHBIX IaHHBIX.

— JlocTyn B onepanmoHHyI0 cpey KOMIbloTepa (MHPOPMALMOHHON CUCTEMBI TEPCOHATBHBIX
JAHHBIX ) - TOJY4YeHHE BO3MOXKHOCTH 3aIlyCKa Ha BBHIMOJHEHUE MITATHBIX KOMaH, QYHKIIHH,
MIPOLIEAYP ONEPAIIOHHON cUCTEeMBbI (YHUUYTOXKEHHSI, KOMPOBAHUS, IEPEMEIICHUS U T.11.),

UCIOJIHAEMBIX (DalIOB MPUKIIAIHBIX IPOTPaMM.

— JlocTyn k nH(OpMaIIUY - BO3SMOXKHOCTh MOJTy4YeHHUsI HH(OPMAIIUU U €€ UCIIOJIb30BAHUS. ~
3aKnalouHOe YCTPOHUCTBO - JIEMEHT CPEACTBAa CheMa HHPOPMAITUH, CKPBITHO BHEAPSEMBIi
(3aKJ1aIbIBa€MbIil WJIM BHOCUMBIN) B MECTa BO3MOYKHOTO CheMa HH(popMaIuu (B TOM YUCIIC B
OrpakJeHUE, KOHCTPYKIIMIO, 000PYA0BaHUE, IIPEIMEThI HHTEpbEpa, TPAHCIIOPTHBIC CPEICTBA, a
TaK)Ke B TEXHUYECKHE CPEACTBA U CUCTEMBI 00pabOTKH MHPOPMAITUH).



3anmmaemas uapopmanus - HHGopMaIus, BISAIOMIAACA IPEAMETOM COOCTBEHHOCTHU U
MOJIE)KAIAs 3aIUTE B COOTBETCTBUHU C TPEOOBAHMSMHU IIPABOBBIX JTOKYMEHTOB WU

TpeOOBaHUSAMH, YCTaHABIMBAEMbIMU COOCTBEHHUKOM HH(OPMALIHH.
WNnentudukanus - mpucBoeHue CyObeKTaM U 00bEKTaM JOCTYyIa HaeHTU(DUKATOpA U (HIIH)
CpaBHEHHE MPEIbABISIEMOr0 UACHTH(PHUKATOPA C IEPEYHEM ITPUCBOCHHBIX UACHTU(UKATOPOB.

WHuopMaTUBHBINA CUTHAI - 3JIEKTPUYECKHUE CUTHAJIBI, aKyCTUYECKUE, SJIEKTPOMAarHUTHBIE U JPyTUe
¢busnveckne moJs, 1o napaMeTpaM KOTOPBIX MOXKET ObITh pacKpbiTa KOH(QUACHINAIbHAS
nH(popMalus (IepcoHalIbHbIE JaHHbIE), 0OpabaTbiBaeMasi B UHGOPMALlMOHHON CUCTEME
NEePCOHATIBHBIX JAHHBIX.

WNudopmanronHas cucteMa nepcoHalIbHBIX JaHHBIX - 9TO HH(POPMAIMOHHAS CUCTEMA,
MIPECTABIISIONIAs COOOW COBOKYITHOCTh NEPCOHAIBHBIX JAHHBIX, COJIEpKAIIUXCs B 0a3e JaHHBIX, a
TaKk)ke UHPOPMALIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPEICTB, MO3BOJISIFOIIMX OCYILECTBIATh
00paboTKy TaKMX NMEPCOHAIBHBIX JAHHBIX C UCIOJIB30BAHUEM CPE/ICTB aBTOMATH3alUU WU 0e3
HCII0JIb30BAaHUs TAKUX CPECTB.

WHudopmanoHHbIe TEXHOJIOTHH - TIPOLIECCHI, METO/IbI TOUCKA, cOOpa, XpaHeHHs, 00pabOTKH,
MIPEIOCTABIICHNUS, PACTIPOCTPAaHEHHS HH(POPMAIIMU B CTIOCOOBI OCYIIIECTBICHHUS TAKHUX MPOLIECCOB U

METOJOB.

HcTounuk yrpo3sl 6€30macHOCTH HH(POpPMAIMK - CYOBEKT AOCTYIIA, MaTepUAIbHbIN 00BEKT WU
(du3HUYecKoe SBICHHUE, ABJSIONINECS MPUINHON BOSHUKHOBEHUS YTPO3bI OC30MIACHOCTH

nH(pOpPMAIINH.

KonTponupyemast 30Ha - 3T0 IPOCTPAHCTBO, B KOTOPOM HCKJIIOYEHO HEKOHTPOJIUPYEMOE
npeObIBaHUE COTPYTHUKOB U TIOCETUTENEH OnepaTopa U NOCTOPOHHUX TPAHCIIOPTHBIX,
TEXHUUYECKHUX M MHBIX MaTE€PUATILHBIX CPEJICTB.

KoHduneHanbsHOCTh epCOHANBHBIX JAHHBIX - 00s13aTeIbHOE I COOIIOICHHSI OIIEpaTOpOM UIIH
MHBIM TOJIYYHBIIMM JOCTYI K IIEPCOHANBHBIM JJAHHBIM JIMIIOM TpeOOBaHKE HE JIOMyCKaTh UX
pacmpocTpaneHus 6e3 coriacus CyOBbeKTa IepCOHATBHBIX JTaHHBIX WM HATHYUS HHOTO 3aKOHHOTO
OCHOBaHUSI.

MeskceTeBO# 3KpaH - JJIOKaIbHOE (0JHOKOMIIOHEHTHOE) MIIN (PYHKIHMOHAIBHO-paCcTIpeIeICHHOE
porpamMMHoe (IIpOrpaMMHO-aINapaTHOE) CPEACTBO (KOMIUIEKC), peallu3yrolee KOHTPOJIb 3a
uHpopMalueH, nocTynamoueil B HHGOPMALMOHHYIO CUCTEMY IIEPCOHAIbHBIX JaHHBIX U (UJIH)
BBIXOJIA1IEH U3 MHPOPMALIMOHHONW CUCTEMBI.

HapymmTens 6e30macHOCTH IEPCOHANBHBIX TAHHBIX - (PHU3UYECKOE JIHUII0, CIYYaiiHO WIIN
IIpeIHaMEPEHHO COBEpIIAOIIee AEHCTBUS, CIEICTBUEM KOTOPBIX SBIIAETCA HapyLICHNE

0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKEe TEXHUYECKUMU CPEICTBAMHU B
MH(GOPMALIMOHHBIX CHUCTEMaX MEePCOHATBHBIX TAHHBIX.

HenexnapupoBaHHbIe BO3SMOXHOCTH - (DYHKIIMOHAEHBIE BO3MOKHOCTH CPEZCTB BEIUMCIUTEIIEHON
TEXHUKH, HE ONMCAHHBIC MM HE COOTBETCTBYIOIIHE OMMCAHHBIM B JOKYMEHTAIUH, TIPH
UCTIOJIb30BaHUH KOTOPBIX BO3MOXKHO HapylIeHUE KOHPHUICHINATBHOCTH, TOCTYITHOCTH HIIH
LIEJIOCTHOCTU 00pabaTbiBaeMoil nHpopMaLuu.

HecankunonnpoBaHHbINA AOCTYN (HECAHKIIMOHUPOBAHHBIE IEUCTBUSA) - IOCTYI K MH(GOPMaLIUU WIH
neicTBus ¢ uHopMalnen, OcyIIecTBIsIEMbIE C HAPYIIEHUEM YCTaHOBIICHHBIX MpaB U (HJIN)



MpaBWJI JOCTyNa K HHPOPMAIH WU TEUCTBUI ¢ HEl C MPUMEHEHUEM IITATHBIX CPEICTB
MH(GOPMAIIMOHHON CUCTEMBI WIIA CPEJICTB, AHAIOTUYHBIX UM IO CBOUM (DYHKIIMOHATTLHOMY
MpeIHa3HAUYCHHUIO U TEXHUUYECKUM XapaKTePUCTUKAM.

Hocurens nadgopmanum - puznyueckoe JIMIO Wi MaTepHAIbHBIN 00BEKT, B TOM YHciie (PHU3HUecKoe
1oJie, B KOTOpOM HH(OpMAIHs HAXOAUT CBOE OTPAKEHHE B BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHUUYECKHUX PELICHUH U MPOIECCOB, KOJMUECTBEHHBIX XaPaKTEPUCTUK (PU3NUECKUX BEIUYUH.
O06paboTka nepcoHaNbHBIX JaHHBIX - JEHCTBUS (ONepaIiy) C MePCOHATLHBIMHU JaHHBIMU, BKITIOYast
cOop, cucTeMaTU3AIINIO, HAKOIUICHUE, XpaHEHUE, YTOUHEHHE (OOHOBJICHUE, N3MEHEHHUE),
WCIIOIB30BaHUE, pacIpocTpaHeHue (B TOM YUCe Tiepenayy), 00e31nanBaHue, OJJOKUPOBaHUE,
YHUUTOKEHUE TIEPCOHANIBHBIX JaHHbIX.

Omneparop - rocyJapCTBEHHBIN OpraH, MyHUIUIAIBHBINA OpraH, OPUANYEeCKOe WIH (U3HIECKOe
JIUI0, OPTaHU3YIOIIKE U (UITH) OCYIIECTBIAIOIINE 00pabOTKy MEPCOHATBHBIX IaHHBIX, a TAKKE

OTIPEIETIIONINE 1IETTU U CoJepKaHre 00pabOTKH MePCOHATBHBIX TaHHBIX.

[TepexBat (MHGOpPMAIMK) - HEITPABOMEPHOE MOTyYeHHEe HH(OPMAITUU C UCTIOJIB30BAaHUEM
TEXHUUYECKOI'0 CPEJICTBA, OCYILECTBIISIIOIIET0 OOHAPYKEHUE, IPUEM U 00pabOTKy MHPOPMATUBHBIX
CUT'HAJIOB.

[TepconanpHbIe JaHHBIC - TI00as HHPOPMAIIKS, OTHOCSIIASICS K ONMPEICICHHOMY UITH
ompeeNsieMOMYy Ha OCHOBAaHUHU Takou WHMopmaluu Gu3ndeckomMy JMiy (CyOBEKTY MepCcoOHaTbHBIX
JAaHHBIX ), B TOM YHCIIe ero haMuus, uMs, OTIECTBO, 1aTa U MECTO POXKIIECHUS, aJipec, CEMEHOe,

COLMaJIbHOE, UMYIIIECTBEHHOE TOJIOKEHUE, 00pa3oBaHue, mpodeccus, 10X0/bl, Apyras
nH(popmManus.

[ToGouHbIE 37IEKTPOMAarHUTHBIE U3TYUYEHHS U HABOJKH - SJIEKTPOMArHUTHbIE U3ITyUEHUs
TEXHUUYECKHUX CPEJCTB 00pabOTKH 3aIIuiaeMoi nH(GOpMalliy, BO3HUKAIOIIUE KaK TOO0YHOE
SIBJICHUE U BBI3BAHHBIE JIEKTPUUECKUMU CUTHAIAMHU, IEUCTBYIOIMMHU B UX AJIEKTPUUYECKUX U
MarHUTHBIX LEMAX, a TAKKE JEKTPOMAarHUTHbIE HABOAKHU 3TUX CUTHAJIOB HA TOKOIIPOBOASIINE
JIMHUM, KOHCTPYKLIUU U LIETIH TUTaHUSL.

[Tonb3oBarens MHPOPMAIIMOHHON CUCTEMBI TEPCOHATBHBIX JAHHBIX - JIUIIO0, YYaCTBYIOIIEE B
(GYHKIMOHUPOBAHUH HUH(OPMAIIMOHHON CHCTEMBI IEPCOHAIBHBIX JaHHBIX WM UCIIONB3YIOIIee

pe3ynbTatThl ee (HYHKIIMOHUPOBAHHS.
[IpaBuia pasrpaHMdeHys JOCTyIA - COBOKYITHOCTb IIPAaBWJI, PETJIAMEHTUPYIOLIUX IIpaBa JOCTYIa
CyOBEKTOB JIOCTyNa K 00bEKTaM JI0CTyTIA.

[IporpammHas 3akiazika - CKpbITHO BHECEHHBIH B IpOrpaMMHOe obecrieueHne (pyHKIIMOHATbHBIN
00BEKT, KOTOPBIH MPH ONIPEIETICHHBIX YCIOBHIX CIIOCOOEH 00eCIeUnTh HECAaHKIIHOHUPOBAHHOE
IporpaMMHoe Bo3jelcTBre. [IporpaMmmHast 3akiiaika MOXKeET ObITh peain30BaHa B BUJIE
BPEAOHOCHOM IPOrPaMMBbl WJIM POTPaMMHOI0 KOAA.

[IporpamMMHOe (IporpaMMHO-MaTEMaTHYECKOE ) BO3AEHCTBUE - HECAHKLIMOHUPOBAHHOE
BO3/I€CTBUE HA PECYpPChl aBTOMATU3MPOBAaHHONW MH(MOPMALIMOHHONW CUCTEMBI, OCYILECTBIIIEMOE C

HCMOJIb30BAHUEM BPEIOHOCHBIX MPOrPaMM.
Pecypc nabopmMaIimoHHON CUCTEMBI - HMEHOBAHHBINM 3JIEMEHT CUCTEMHOT0, TPUKJIIAIHOTO WIIH

anmapatHoro odecrneueHus: GyHKIIMOHUPOBAHUS HH(OPMAIIMOHHON CUCTEMBI.



CpeﬂCTBa BBIYHCINTEILHON TEXHUKH - COBOKYITHOCTb NPOTpaMMHBIX U TCXHUYCCKUX 3JICMCHTOB
CHCTEM O6pa6OTKI/I JaHHBbIX, CIIOCOOHBIX (bYHKHI/IOHI/IPOBaTI) CaMOCTOATCIIbHO UJIM B COCTAaBEC

JIPYTUX CUCTEM.

Cy0nekT noctyna (CyOBeKT) - JIMIO WIIH MPOIECce, ACHCTBUS KOTOPOTO PEriiaMeHTHPYIOTCS
MpaBUJIaMU Pa3rpaHUYCHUS JOCTYTIA.

TexHnueckne CpeacTBa PIH(bOpMaHHOHHOfI CUCTEMBI NICPCOHAJIBHBIX JAHHBIX - CPEACTBA
BBEIUHCIIMTETEHON TCXHUKU, I/IH(l)OpMaI_[I/IOHHO-BI)I'-II/ICJ'II/ITCJ'II)HI)IG KOMINJICKCBI U CETH, CPEACTBA U
CHCTEMBI IIepe/iadH, IpreMa 1 00pabOTKH MTepCOHATIBHBIX JaHHBIX (CPEICTBA U CUCTEMBI
3BYKO3aIMCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOM3BEACHNUS, IEPETOBOPHBIE U TEICBU3MOHHBIE
YCTpOﬁCTBa, CpeaACTBa U3roTOBJICHUA, TUPAKUPOBAHUA JOKYMCHTOB U APYT'UC TCXHUYCCKUC
cpencTBa 00padOTKU pedeBoi, rpaduIecKoil, BUaIeo- 1 OyKBeHHO-IIU(PPOBOH HHPOpMAIIUH),
IpOTrpaMMHEBIE CPECTBa (ONIEPallMOHHBIE CUCTEMBI, CHCTEMBI YIIPaBJIeHUs 0a3aMM JaHHBIX H T.II.),
Cpe/CTBa 3alIUTHl HH(OPMALIUH.

TexHanuecknii KaHan yTeukd HHPOPMAIIUH - COBOKYITHOCTh HOCUTENS HH(popMaIun (CpeacTna
00paboTkn), pusnyeckort cpeapl pacpocTpaHeHus] HHOOPMATHBHOTO CUTHAJIA U CPECTB,
KOTOPBIMH JJOOBIBAETCS 3allUIaeMasi HH(POPMAIIHsL.

VYrpo3sl 6€300aCHOCTH EPCOHANBHBIX JTAHHBIX - COBOKYITHOCTb YCJIOBUH U ()aKTOPOB, CO31AIOLINX
OIACHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHCJI€ CIY4ailHOr0, JOCTyIA K ePCOHATILHBIM
JTaHHBIM, PE3YJIBTaTOM KOTOPOTO MOXKET CTaTh YHUUYTOKECHUE, U3MEHEHHUE, OJIOKMPOBAHNE,

KOIMUPOBAHUE, PACTIPOCTPAHEHUE TIEPCOHATBHBIX JAHHBIX, @ TAK)KE WHBIX HECAHKITMOHHUPOBAHHBIX
neicTBUi pu ux o0paboTke B MHPOPMAIIMOHHON crCcTeMe MEPCOHANIBHBIX JaHHbIX.

YHUYTOXECHNE NEPCOHAJIBHBIX TAHHBIX - HCﬁCTBHH, B PE3YJIbTATC KOTOPBIX HCBO3MOXKHO
BOCCTAaHOBUTH COACPIKAHUC ICPCOHAJIIBHBIX JaHHBIX B HH(l)OpMaHI/IOHHOﬁ CHUCTCMC MICPCOHATTBHBIX
JaHHBIX WX B PE3YJIBTATC KOTOPBIX YHUUTOXKAOTCA MAaTCPHUAJIBHBIC HOCUTCIIU IIEPCOHATIBHBIX
JaHHBbIX.

VYTeuka (3amuiiaemMoi) “HGOpPMAIIMH 110 TEXHUYECKUM KaHallaM - HEKOHTPOJIUPYyEMOoe
pacnpocTpaHeHrue HHPOpMAIMK OT HOCUTES 3alluiiaeMoi HHPOpMaIuU yepe3 GU3NIECKYI0

Cpemy 0 TEXHHYECKOTO CPEICTBA, OCYIIECTRIISIONIECTO IepexBaT HHPOpMAIUH.
y?[?uBI/IMOCTI) - HCKaia CJ'Ia6OCTI), KOTOPYIO MOXXHO HUCIIOJIb30BaATh IJIA HapymeHI/m CHUCTCMBI NJIN
cojieprKaleicst B el nH(opmaIuu.

[enocTHOCTH MHPOPMALIUY - COCTOSTHUE MH(OPMAITNH, IPU KOTOPOM OTCYTCTBYET JII000€ ee
M3MEHEHHE MO0 N3MEHEHHE OCYIECTBISAETCS TOJIBKO MPEeTHAMEPEHHO CYyOBEKTaMH, HMEIOLIUMHU

Ha HETo MpPaBo.

2. O01me MOJI0KEHNS

Hacrosmas «Monens yrpo3 6€30nacHOCTH NMEPCOHATBHBIX JaHHBIX MTPU KX 00pabOTKe B
MH(OPMALIMOHHBIX CHUCTEMaXx MEePCOHAIbHBIX TaHHBIX" (Hasee - Mozenb yrpo3) COIepKuT
CUCTEeMAaTU3UPOBAHHBIN MIEPEUEHb YIPO3 OE30MACHOCTH MEPCOHATIBHBIX TAHHBIX MPU UX 00paboTKe B

MH(POPMAIIMOHHBIX CHCTEMaX NEPCOHAIBHBIX JaHHBIX. DTH YIPO3bl 00yCIOBICHBI MPEeIHAMEPEHHBIMU

WJIN HECTIPCAHAMCPCHHBIMUA I[GflCTBPIHMPI (1)I/I3I/I‘~I€CKI/IX JIUII, I[CﬁCTBPI?IMI/I 33py6€)KHI)IX CHGHCJ’IY)K6 U1

opraHusanuii (B TOM YUCII€ TEPPOPUCTHUECKHX ), & TAKKE KPUMHUHAIBHBIX TPYIIIUPOBOK, CO3AAI0IINX



ycnoBus (PEANOCHUIKH) AJIs HapylLIeHHs: 6€30MacHOCTH NepcoHanbHbIX AaHHbIX (I1/1H), koTopoe
BEJICT K ylepOy U3HEHHO Ba)KHBIX HHTEPECOB JINYHOCTHU, OOILIECTBA U TOCYAApPCTBA.

Monenb yrpo3 CoAepKHUT eAUHbIE UCXOHBIC TaHHBIE 110 YIpo3aM 0e30MacHOCTH MEePCOHAIBHBIX
JIAaHHBIX, 00pabaTeiBaeMbIX B HH(OPMAIIMOHHBIX CUCTeMax nepcoHanbHbIX JaHHbIX (UCIIAR),
CBSI3aHHBIM:

— c nepexBaToM (cbeMoM) [1/IH Mo TeXHHYeCKUM KaHalaM ¢ LUENbI0 UX KOMUPOBAHUS WIIN
HEMPAaBOMEPHOTO PACIIPOCTPAHCHHUS;

~ C HECAHKIMOHUPOBAaHHBIM, B TOM 4YHUCJIE CilydaiHbIM, foctynioMm B MCIIJIH ¢ nenbto n3MeHeHusl,
KOIIMPOBAHUs, HEITPAaBOMEPHOT0 pacnpocTpaneHus [1J[H ninm necTpyKTUBHBIX BO3IEHCTBHM HA
anemenTsl MCIT/IH u o6pabaTsiBaembix B HEX [1/[H ¢ ncnonp30BaHneM MporpaMMHBIX U
[IPOrpaMMHO-AMNIAPATHBIX CPEJCTB C LENIbI0 YHUUTOKEHUs WK OokupoBanus [1/{H. Moxaens
YIpo3 SIBISAETCS METOAMYECKUM JOKYMEHTOM U IIPEIHA3HAaYeHa ISl TOCYJapCTBEHHBIX U
MYHHIMINAIBHBIX OPTaHOB, FOPUINYECKUX U (MIK) PU3NUECKUX JIHILL (HaJiee - ONepaTopoB),
OpPraHU3yIOIIUX ¥ (WIH) OCYHIECTBISIOMUX 00padoTky I1/IH, a Takke onpeaeNsromuX ey u
conepxanue oopadbotku I1/1H, 3aka3unkoB u pazpadorunkoB UCII/Ix u ux noxcuctem. C

npuMeHeHrneM MoJien yrpo3 pelaroTcs ClieyIolne 3a1aun:

— paspaboTka 4acTHBIX Mojieneit yrpo3 6e3omacHoctu [1/]H B koHkpeTHbIX MCII/IH ¢ yueTom ux
Ha3HAYEHUS, YCIOBHIA U OCOOCHHOCTEH (D)YHKIIMOHUPOBAHUS;

— ananu3 3ammmennoctd UCIIJIx ot yrpo3 6e3onacHoctr [1/]H B X0/1€ OpraHu3aIiuy 1 BBIMOTHEHUS
pabot no obecneyenuro 6e3onacHoctu [1]1H;

— paspabotka cuctemsbl 3amuThl [1J1H, oOecneunBaromeid HeUTpaTM3aluio MPEIoIaraeMbIX yrpo3 ¢
MCIIOJIb30BaHUEM METOJIOB M CIIOCO00B 3amuThl [1/1H, MpeycCMOTPEHHBIX JIJIS1 COOTBETCTBYIOIIETO
kinacca UCII/H;

~ TpOBEAECHHE MEPOIPUATHI, HAIIPABJICHHBIX Ha MPEAOTBPAIICHUE HECAHKLIIMOHUPOBAHHOIO JOCTyTa
K [1/11 v (wnu) nepenayu Ux JuiaM, He UMEIOLUM MpaBa JOCTyNa K Takol HHGOpMaIuy;

— HeNOIyIIeHHE BO3elcTBHA Ha TexHrmdeckue cpenctsa MCII/IH, B pe3yapTaTe KOTOPOTO MOXKET
OBITh HAPYIIEHO UX (QYHKIIMOHUPOBAHUE;

— KOHTPOIb 00eCIeYeHH s YPOBHS 3aIUIIIEHHOCTH MIEPCOHATBHBIX TAHHBIX.

B Mognenu yrpo3 gano o6o6uienHoe onucanue MCII/IH kak 00bEKTOB 3aIUThHI, BO3MOXHBIX
HMCTOYHUKOB YIpO3bl Oe30macHoCcTH NiepcoHaNbHbIX AJaHHbIX (Y BII/IH), OCHOBHBIX KIIacCOB
ysizsumocteil ICIT/IH, BO3MOKHBIX BUIOB 1€CTPYKTUBHBIX Bo3/elcTBui Ha [1/1H, a Takke OCHOBHBIX
croco00B UX pean3alliu.

VYrpo3ssr 6e3omacuoctu I1/1H, o6padareiBaembix B UCII/IH, conepxariuecs: B HacTosmieit Moaenu
yIpO3, MOTYT YTOUHATHCA U JOTOJHATHCS [10 MEPE BBISIBJICHUS HOBBIX UCTOYHUKOB YTPO3, PA3BUTHS
croco6oB u cpencts peanuzanuu Y BI1n B UCTT/IH.

3. KJ'IaCCI/I(bI/IKaI_II/IH YIpo3 0€30I1aCHOCTH INEPCOHAIBHBIX NAHHBIX

CocraB u cogepxanue YBII/[H onpenenseTcss COBOKYIMHOCTBIO YCIOBUH U (PAKTOPOB, CO3AAIOIINX

ONACHOCTh HECAHKIMOHUPOBAHHOT'0, B TOM YHUCJIE CIIy4aitHOro, focTymna K I1/IH.



COBOKYITHOCTh TaKUX yCJIOBHH U (pakTopoB dopmupyercs ¢ yueroM xapaktepuctuk UCIT/IH, cBoMCTB
cpensl (MyTH) pacupocTpaHeHus] HH()OPMATHBHBIX CUTHAJIOB, COJIEPIKAIINX 3aAIIUIAEMYIO
nHPOPMAIIHIO, M BOBMOKHOCTEH HCTOYHHKOB yTPO3bI.

K xapakrepuctukam UCII/{H, oOycioBnuBaronum Bo3HukHOBeHUE Y BI1J[H, MOXHO OTHECTH
Kareroputo u oobeM oopadarsiBaeMbix B MCII/IH nepcoHanbHbIX JaHHBIX, cTpykTypy UCII/H,
Hanuuue nogkiaroueHuii MCII/IH k ceTsiM cB3H 001IEro MoJIb30BaHus U (UJIH) CETIM
MEXTyHAPOIHOTO HH()OPMAIIMOHHOTO 0OMEHa, XapaKTEPUCTUKH MOICUCTEMbI Oe3omacHocTH [1/]H,
oOpabateiBaembix B UCII/IH, pesxumbl 00paOOTKH EPCOHATIBHBIX TAHHBIX, PEXUMBI pa3rpaHUYEHUs
npas poctyna noas3zosareneid CII/IH, MecToHaX0KIeHUE U YCIIOBUS PA3MEILEHUS TEXHUYECKUX
cpeacts UCII/In.

HNudopmannonnsie cucteMsl [1/IH npeacTaBisioT co0oil COBOKYMHOCTh HH(POPMAIIMOHHBIX U

MIPOrPaMMHO-AIIAPATHBIX AJIEMEHTOB, a TAKXKe WHPOPMAIIMOHHBIX TEXHOJIOTHIA, TIPUMEHSICMBIX TIPU
obpabotke [1/1H.

OcnoBHbIMU d1eMeHTamMu UCIT/IH saBastoTCs:

— TepcoHalIbHbIE JaHHBIE, COJEpIKaIHecs B 0a3ax JaHHBIX, KAK COBOKYITHOCTh HH(OpMAIIUU U €€
Hocurenei, ucnosb3yeMbix B UCII/IH;

— uH(pOpMaIMOHHBIC TEXHOJIOTHH, PUMEHseMBbIe pu 00padoTke [1/1H;

— TeXHHYECKHE CPEJCTBa, ocyllecTBIstone o0padotky I1/IH (cpencTBa BEIUMCINTEIBHON TEXHUKH,
MH(POPMAIIMOHHO-BBIYHCIIUTENbHBIE KOMIUIEKCH U CETH, CPEJICTBA M CUCTEMBI IIEpeaayn, mpruemMa u
oOpabotku I1/IH, cpencTBa U cucTeMBbl 3BYKO3aMICH, 3BYKOYCHIICHUS, 3ByKOBOCIIPOU3BEACHHUSI,
IIEPETOBOPHBIE U TEJIIEBU3MOHHBIE YCTPOICTBA, CPELCTBA N3TOTOBIEHUS, THPA)KUPOBAHUS
JOKYMEHTOB H JpyTrue TEXHHYECKHE CpeCcTBa 00pabOTKU peueBoi, rpadudeckoi, BUIeO- U

OykBeHHO-1I(poBOM nHPpopManmH) (Hanee - Texauaeckue cpeacrsa MCIIn);

~ IporpaMMHbIE Cpe/ICTBa (ONepallMOHHbIE CUCTEMBbI, CUCTEMBI yIpaBiIeHus 0a3aMu JaHHbBIX U T.I1.);
— CpeICTBa 3alIMThl HHPOpMaIHH;

BCIIOMOraTelibHble TexHuueckue cpenctBa u cucreMsl (BTCC) - TexHrueckue cpecTBa U CUCTEMBL, UX
KOMMYHHKAIUH, HE IpelHa3HaueHHbIe i1 00paboTku I1J{H, HO pa3meleHHbIe B TOMEIICHUSIX (J1ajee
- CIIy’KeOHBIC TTOMEIIEHUs ), B KOTOphIX pacnosioxkeHbl UCIT/IH, nX TeXHUYECKUE CpeIcTBa
(paznuuHOro poja TenedoHHbIE CPEACTBA U CUCTEMBI, CPEJCTBA BEIUUCINTEILHOW TEXHUKH, CPEICTBA
U CUCTEMBI IIEpejaul JaHHBIX B CUCTEME PAJUOCBS3H, CPEACTBA U CUCTEMBI OXPAHHOM U MOKapHOI
CUTHAJIM3AaLluU, CPEACTBA U CUCTEMBI ONOBEIICHNS U CUTHAJIM3ALlUU, KOHTPOJIbHO-U3MEPUTENIbHAS
annaparypa, Cpe/icTBa U CUCTEMbI KOHAULMOHUPOBAHUS, CPEACTBA U CUCTEMBI IPOBOIHOM
PasuoOTPaHCIILIMOHHOMN CETH U ITpUeMa MPOrpaMM paJvoOBEIaHus U TEEBUACHUS, CPEJICTBA
AJIEKTPOHHON OPITEXHUKHU, CPE/ICTBA U CUCTEMBI AJIEKTPOYACO(PUKALIUH).

CaoiicTBa cpefibl (ITyTH) paclpocTpaHeHUus WH(OPMATUBHBIX CUTHAJIOB, COIEPKAIINX 3aIIUIIAeMYIO
“H(pOpMaINIO, XapaKTepU3YIOTCs BUIOM (PU3NUYECKON Cpeibl, B KOTOpO# pacupoctpanstores [1/[x, u
ONPEAEISIOTCS MIPU OLEHKE BO3MOKHOCTH peann3anuu Y bIT/(H.

Bo3mosxknoctr uctounukoB Y BIT/[H 00ycI0BIEHBI COBOKYITHOCTHIO CITOCOOOB
HECAaHKIIMOHUPOBAHHOIO U (1K) cirydaiiHoro nocryna K I1/[H, B pe3yapTaTe KOTOPOro BO3MOXHO
HapyIeHHe KOHPUICHIHAILHOCTH (KOITMPOBAaHNE, HEITPABOMEPHOE PACIIPOCTPAHEHHE ), TIETIOCTHOCTH
(YHHUYTOXKEHHE, U3MEHEHNE) U JocTynHOoCTH (OokupoBanue) [1/1H.



VYrpo3sa 6e3onacHoctH [1/1H peanu3yercs B pe3yibTaTte 00pa3oBaHus KaHaia peanusauuu Y bI1JIxH
MEX/1y UICTOYHUKOM YIpo3bl U HocutTeneM (uctouHukom) I1/1H, 94To co3maet ycioBus A HapylIeHUs

6e3onacHocTu [1/[H (HeCaHKIIMOHUPOBAHHBIN WM CITy4allHBIN TOCTY).

OCHOBHBIMU 3JIeMeHTaMu KaHana peannzanuu Y BI1/IH sBistoTcs:

uctoyHuk YBII/IH - cyObekT, MaTepuanbHbIi 00BEKT WK (U3UYECKOE SIBICHHE, CO3/IAI0IIIe
YbBII/lH;

cpena (myTh) pactipoctpanenus [1JH nam Bo3aelcTBHiA, B KOTOPOU (pU3WYECKOe T0JIe, CUTHA,
JAHHBIE WJIA TPOTrPaMMBbI MOTYT PacIpOCTPAHATHCS U BO3JAEHCTBOBAThH HA 3aIIMIIAEMbIE CBOMCTBA
(KoH(UIEHIIUATTBHOCTH, IIEJIOCTHOCTh, 1O0CTYNMHOCTD) [1/1H;

Hocurens [1JIH - pusndeckoe IUI0 WM MaTepUANIbHBIA 00BEKT, B TOM 4Hciie GU3NYECKOE MOJIE, B

kotopoMm [1/IH HaXOAAT CBOE OTpakeHUE B BUEC CUMBOJIOB, 00Pa30B, CHTHAJIOB, TEXHUYECKHIX

peH_ICHI/Iﬁ U IIPOHECCOB, KOTMYCCTBCHHBIX XaPAKTCPHUCTHK CI)I/ISI/I‘IGCKI/IX BCJINYHH.

Hocurenn HﬂH MOTYT COLCPIKATDH I/IH(I)OpMaL[I/IIO, NpEACTAaBJICHHYIO B CIICAYIOIIUX BUAAX:

aKyctuueckas (peuenast) uadopmarus (PH), conepxarasicst HEMOCPEICTBEHHO B TPOU3HOCUMOM
peun nonb3oatesss UCITIn npu ocymectBaennu uM GyHkimu rojgocosoro Beoja [1/Jn 8 UCIIAn
60 BocnpousBoauMast akyctuueckumu cpeacrsamu UCIIIH (ecnu Takue QyHKIMN
MpeAyCMOTPEHBI TeXHOIOTHEH 00paboTku [1/IH), a Takke comeprkamiascsi B 3JI€KTPOMArHUTHBIX
MOJIAX U DJIEKTPUUYECKUX CUTHAJIAaX, KOTOPhIE BOSHUKAIOT 3a CUET MIPeoOpa3oBaHUi aKyCTUYECKOM
uHpOpMaIINH;

BuaoBas nHpopmanus (BU), npencrasinenHas B BUie TEKCTa U U300paKeHUH pa3INnUHbBIX
YCTPOHCTB 0TOOpakeHUsI HHPOPMALIMU CPEJICTB BHIYUCIUTEIBHON TEXHUKH,
MH(OPMaIIMOHHOBBIYUCIUTENBHBIX KOMIUIEKCOB, TEXHUYECKUX CPEACTB 00paboTKU rpaduyeckoil,
BUJIE0- U OyKBEeHHO-IIUPpoBOMt nHDopmanmu, Bxoasmux B coctaB UCII/IH;

nHpopmanus, oopadateiBaeMas (upkynupytomas) B UCIIIH, B BUAE dJIEKTPUUECKUX,
AJIEKTPOMAarHUTHBIX, ONTUYECKUX CUTHAJIOB;

uHpopmanus, oopadbareiBaemast B ICI1/[H, npencraBienHas B Buae OuT, 6aiT, hailiioB u qpyrux

JIOTUYECKUX CTPYKTYD.

B nemnsx dpopmupoBanus cucrematuzupoannoro nepeuns Y BII/In npu ux o6padotke B UCIIH u
pa3paboTKe Ha UX OCHOBE YAaCTHBIX MOJeJNeH MpUMEHUTENbHO K KoHKpeTHOMY Buay UCITx

yTPpO3bl KIIACCUUIUPYIOTCS B COOTBETCTBUH CO CJICTYIOIIMMHU IPU3HAKAMU: — IO BUY

3anumaemoit ot YBII/IH unpopmaruu, cogepxamieit [1/1H;

110 BUJIaM BO3MO>KHBIX UCTOYHUKOB Y BIT/IH;

no tunty UCII/IH, Ha koTOphIe HanpasieHa peanusamus Y BI1/IH;

o crnoco0y peanuzanuu Y BI1/1H;

10 BHJTy HAPYIIAeMOTO CBOKMCTBA MH(POPMAIIH (BHTy HECAHKIITMOHUPOBAHHBIX JICHCTBHIA,

ocymecTBisieMbIx ¢ [1/[H); — 1o ucnonbp3yemMon yA3BUMOCTH; — IO 0OBEKTY BO3/ICHCTBUSI.

ITo Bunam BO3MOKHBIX UCTOYHUKOB Y BII/IH BBIIEIAOTCS CIIENYIOIIUE KIIACChI yIPO3:



yTpO3bl, CBA3aHHBIE C IIPEIHAMEPEHHBIMU WM HENPEJHAMEPEHHBIMU JEHCTBUAMMU JIML, UMEIOIINX
noctyn k MCIT/Ix, Bkimtouast nonwszoBateneit UCII/IH, peanu3yromux yrpo3sl HEIOCPEICTBEHHO B
NCTI/IH (BHYTpeHHUI HApYLIUTEND);

yIpo3bl, CBA3aHHbBIE C IPEAHAMEPEHHBIMU WIIK HENPETHAMEPEHHBIMU JIEUCTBUSMU JIUL, HE
nveromux goctymna k UCI/H, peanu3yrommx yrpo3bl U3 BHEITHUX CETECH CBSA3HM 0OIIETo
MOJIb30BAHUS U (WJIN) CeTel MEXTyHapOJHOrO HH(POPMAIMOHHOTO 0OMeHa (BHEILIHHMA
HapyLIUTEND).

KpOMe TOT0, YIpO3bl MOTYT BO3BHHUKATDH B PC3YJIbTATC BHCAPCHUSA aAlITIAPATHBIX 3aKJIAJOK U

BPEIOHOCHBIX IPOrPAMM.

[To Tunmy UCII/IH, Ha KoTOpBIE HanpaieHa peanuzauus Y BII/IH, BeIaEASIOTCA ClEAYIOMIME KIacChl

yrpo3:

yrpo3bl 6e3onacHocTH [1]1H, o6pabaTeiBaembix B UCIT/IH Ha 6a3e aBTOHOMHOTO

aBTOMATHU3MPOBaHHOTO pabodero mecta (APM);

yrpo3ssl 6ezonacuoctu [1/1H, o6padateiBaembix B UCII/IH Ha 6a3e APM, NOJKIFOYEHHOTO K CETH

00111ero MoJIb30BaHMsl (K CETH MEXKTYHAPOTHOTO HH(OPMAITMOHHOTO OOMEHA);

yrpo3bl 6e3omnacHoctu [1/1H, oOpadaTtsiBaembix B UCII/IH Ha 6a3e 1oKaIbHBIX HH(OPMAIIHOHHBIX
cucTeM 0e3 MOAKIIOUEHHUS K CETH OOIIETO0 MOJIb30BaHMs (K CETH MEXTYHAPOIHOTO

nH(OPMAIIMOHHOTO 0OMEHa);

yrpo3sl 6e3onacHocTH [1/1H, o6pabaTeiBaembix B UCII/IH Ha 6a3e TOKaIbHBIX HHPOPMAITMOHHBIX
CUCTEM C MOJIKIIFOUEHUEM K CETH OOIIEro MOIb30BaHUS (K CETH MEXIYHAPOIHOTO

nH(popManoHHOTO 0OMEHA);

yrpo3bl 6e3onacHocTH [1]1H, o6pabaTeiBaembix B UCII[IH Ha 6a3e pacnpeaeieHHbIX
MH(OPMALIMOHHBIX CUCTEM 0€3 MOJKIIOYEHHS K CETH OOLIETO MOIb30BaHus (K CeTH

MEXyHapOAHOT0 HH()OPMAIIMOHHOTO OOMEHa);

yrpo3bl 6e3omacHoctu [1/1H, oOpadaTtsiBaembix B UCIT/IH Ha 6aze pacmpeneeHHbIX
MH(POPMALIMOHHBIX CHCTEM C MOJKIOYEHUEM K CETH OOIIEro Mojib30BaHus (K ceTu

MEX1yHapOIHOr0 HH()OPMALIMOHHOIO 0OMEHA).

[To crioco6am peanuzaruu Y BI1JIH BbIIENSIOTCS CIEIYIONINE KIACCHI yTPO3:

yrpo3sl, cBa3anHble ¢ HCJI k I1/1H (B TOoM uncie yrpo3bl BHEIPEHUS BPEJOHOCHBIX POTrpamMmm); —
yrpo3bl yreuku [1JIH o TexHuYecKM KaHaiaM yTedKd HH(OPMAIMK; — YTPO3bl CHIELUATbHBIX

Bozaeiicteuit Ha UCIT/IH.

ITo Buy HECAHKITMOHUPOBAHHBIX JICHCTBUH, OocyIiecTBIsIeMbIX ¢ [1/[H, BEIACISIOTCS Cleaytomme

KJIACChI YIPO3:

yIpo3bl, IPUBOJSIINE K HAPYLIEHUIO KOHPUAeHnnaabHocTu [1J{H (konupoBaHuto win
HECAHKIIMOHUPOBAHHOMY PACTIPOCTPAHEHUIO), IPU PEATU3AINHA KOTOPBIX HE OCYIIECTBIISICTCS

HETIOCPCACTBCHHOT' O BO3JCHUCTBUSA Ha COACPIKAHUC I/IH(I)OpMaI_II/II/I;



—  YIpoO3bl, IPUBOASIINE K HECAHKIIUOHUPOBAHHOMY, B TOM YHCJIE CIIy4aiiHOMY, BO3JICHCTBUIO Ha
coJiep>kaHue nHGOpMaIuK, B pe3yJIbTaTe KOTOPOro ocyIiecTsisiercss uaMenenue [1/{x mwim ux

YHUYTOXKEHUE;

—  yIpo3bl, IPUBOJALIME K HECAHKIIMOHUPOBAHHOMY, B TOM YHUCJIE CIIy4allHOMY, BO3/IEHCTBHIO Ha
MporpaMMHBIE WIH porpaMMHoO-anmnapaTabsie anemenTsl UCI/IH, B pe3ynbTaTte KOTOporo
ocymectBisiercs 0inokupoBanue [1]1H.

ITo ucnonb3yemMoi ys13BUMOCTH BBIIEIISIFOTCS CJIEYIOIINE KIIACChl YTPO3:

— yIpO3bl, peaju3yeMble C UCIOJb30BaHUEM YA3BUMOCTU cucTeMHOro [10; — yrpo3sl, peanusyemslie ¢
HCIIOJB30BAaHUEM YS3BUMOCTH TipukiagHoro [10;

— yIpo3bl, BO3HUKAIOUIUE B PE3YJIbTATE UCIOIb30BAHUS YA3BUMOCTH, BbI3BAHHON Haimuurem B AC
arrmapaTHOM 3aKIaJKy;

~ yIpO3bl, peau3yeMbl€ C UCIIOJIb30BAHUEM YA3BUMOCTEN TPOTOKOJIOB CETEBOT0 B3aUMOJICUCTBUS U
KaHaJIOB MepejauM JIaHHbIX;

—  yIpO3bl, BO3HUKAIOIIUE B PE3YJIHTATE UCTIONB30BAHUS YSI3BUMOCTH, BEI3BAHHON HEJIOCTATKAMU
opranuzanuu T3U ot HC/J;

—  YI'pO3bl, peaqn3yeMble ¢ UCIIOIb30BAHUEM YSA3BUMOCTEH, 00YCIOBIMBAIOIINX HATUYNE
TEXHUYECKHUX KaHAIOB yTeUKH HH(POPMAIINH;

— yIpO3bl, pealiu3yeMble C UCI0JIb30BaHUEM ysa3BuMocteid C31.

[To 00BEKTY BO3/ICMCTBUS BBIICIISIOTCS CJIEIYIONINE KIIACChI YTPO3:

— yrpo3bl 6e3onacHoctH [1/]H, oOpabaTeiBacMbix Ha APM;

— yrpo3sl 6e3onacHoctu [1/1H, 06pabaTbiBaeMBbIX B BBIICICHHBIX CPEICTBAX 00pabOTKU (IPUHTEPAX,
BBIHECEHHBIX MOHUTOPAX, BUCONPOCKTOPAX, CPEACTBAX 3BYKOBOCIIPOM3BEICHUS H T.I1.);

— yrpo3sl 6e3omacHocTH [1/]H, mepenaBaemMbIX IO CETSAM CBSI3H;

—  Yrpo3bl NPUKIATHBIM IPOrpaMMaM, ¢ MOMOIIBI0 KOTOPBIX 00pabaTeiBatoTest [1/]H; — yrpo3bl
cuctemHomy 10, obecnieunBaromiemy ¢pyuxiuonuposanue UCIT/IH.

Peanuzanus ognont u3 YBII/IH nepeuncieHHbIX KIaCCOB WM UX COBOKYITHOCTH MOKET IPUBECTH K

CJICAYIOIINM THUITAM TOCIEACTBUM 11 cyObekToB [1/1H:

— 3HAYUTEJbHBIM HEraTHUBHBIM MOCIEACTBUSIM JUIsl cyObekToB [1/1H; — HEeraTUBHBIM MOCIEACTBUIM
st cyosektoB [1]1H;

~ HE3HAYMTEJIbHBIM HEraTUBHBIM MOCIEACTBUAM AJis cyObekToB [1/1H.

VYrpo3s! yreuku [IJIH o TeXHUYECKUM KaHaiaM OJHO3HAYHO OMMCBIBAIOTCS XapaKTEPUCTUKAMU
MCTOYHMKA HH(POPMALIUH, cpeibl (ITyTH) PaclpoCTpaHEHHs U MPUEMHHUKA HH(POPMATUBHOTO CUTHAIA,
TO €CThb ONPEAEISIOTCA XapaKTEPUCTUKAMUA TEXHUYECKOT0 KaHaya yTeuku 11/1H.

Yrpo3sl, cBsi3aHHbIE ¢ HecaHKIMOHUpoBaHHBIM toctyniom (HCJI) (manee - yrpozst HC/I 8 UCIIH),
MPEACTABISIOTCS B BUAE COBOKYITHOCTH 000OIIEHHBIX KJIACCOB BO3MOKHBIX UCTOUHUKOB yrpo3 HC/I,
ySI3BUMOCTEHN TIporpaMmMHOro u anmapataoro ooecneuenust MCII/IH, cnoco6oB peanuzaiuu yrpos,
00BEKTOB BO3ACHCTBUS (HOCUTENEH 3ammuIaeMoil HHPopMaIuu, TMPEKTOPUEB, KATaIOTOB, (ailyioB C



[111 unu camux [1/[H) 1 BO3MOXKHBIX 1€CTPYKTUBHBIX JeHCTBUI. Takoe mpeacTaBiIeHne OMMCHIBAETCS
cnenytomiei popmanuzoBaHHOM 3amuchlo: yrpo3a HC/l: = <uCTOYHUK yrpo3br>, <ysI3BUMOCTb
MIPOTPaAaMMHOTO HJTH aIMapaTHOr0 00eCTIeYeHUs™>, <CIOC00 pearn3anui yrpo3br>, <OObeKT
BO3JEHUCTBUSA>, <HECAHKIIMOHUPOBAHHBIN JOCTYI>.

4. YI‘DO3BI YTCUYKH I/IHd)ODMaLII/II/I 10 TCXHUYCCKUM KaHaJlaM

OCHOBHBIMU 3JIEMEHTAaMH ONHCAHUS YIpo3 yTeuku HHpopmanuu o texandecknm kanainam (TKY )
SBIISIFOTCS: UCTOYHMK YTPO3bl, cpejia (1yTh) pacpoCTpaHEeHUs] MHYOPMATUBHOTO CUI'HAJIa U HOCUTEIIb
3amumaeMon HHGopMarum.

HcTouHnkaMu yrpo3 yTeukd HHPOPMALUK 110 TEXHUYECKUM KaHalaM sIBJSIIOTCS (PU3NYecKHe JIMLa, He
umetommue pocryna k MCII/IH, a Taxoke 3apyOexHble CrelciTy>k0bl WM OpraHu3aluy (B TOM 4HCIe
KOHKYPHPYIOIINE WIH TEPPOPUCTUUECKHUE ), KPUMUHAIIBHBIE TPYIIITMPOBKH, OCYLIECTBIISIOIINE
nepexsar (cbeM) HH(OPMAIMK C HCIIOIBF30BAHUEM TEXHHUYECKUX CPEACTB €€ PETUCTPAINH, IpuemMa
win gororpapupoBaHus.

Cpena pacnpoctpaneHusi ”HOOPMATUBHOTO CUTHAA - 3TO (pu3nMyecKas cpesia, o KOTopon
MH(OPMATUBHBIN CUTHAJI MOKET PACIIPOCTPAHSITHCS U IPUHUMATHCS (PETUCTPUPOBATHCS )
npueMHuKoM. Cpeia pacipoCTpaHeHUs] MOXKET OBITh KaK OJHOPOIHON (HampuMep, TOJIBKO
BO3yILIHOM), TAK ¥ HEOAHOPOJHOM 3a CUET NIEPEX0/1a CUTHAJIA U3 OJTHOM Cpefibl B APYTYIO (HAaIpumep,
B pe3yJbTaTe aKyCTOAIEKTPUUECKHUX MIIH BUOPOAKYCTHUECKUX TTPEOOpa30BaHuUd).

Hocurenewm I[11n siBnsiercs nonb3oBatens UCII/H, ocymecTrisitomuii ronocoBoit BBog I1/[H B

NCIIH, akyctuueckas cuctema UCIIIH, BocipousBoasmas [1/1H, a Takxke TEXHUYECKUE CPEICTBA
NCTIa n BTCC, co3naroniuie pu3udeckue moiist, B KOTOPBIX HH()OpPMAIIHSI HAXOIUT CBOE OTPAKCHHE
B BHJIE€ CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKHUX PEIICHUHA U MPOIIECCOB, KOJIMYECTBEHHBIX
XapaKTEPUCTUK (PU3NICCKUX BEITUIHH.

ITpu o6padotke [1/1n B UCII/IH 3a cueT peanu3anuu TEXHUIECKUX KaHAJIOB YTeUKH HH(POpMauu

BO3MOXXHO BO3HUKHOBeHHE creayomux YBII/Ix: — yrpo3 yTeuku akyctuueckoi (pedeBoi)

uHpOpMaIHH;

—  yrpo3 yTeukd BUJI0BOW MH(POPMALINY;

— Yrpo3 yTeukH HH(OpMALUU [0 KaHaJlaM NOOOYHBIX 3JIEKTPOMATHUTHBIX U3JIyYEHUN U HABOJOK
(IISMUH).

4.1. Yrpo3bl YTEUKH aKyCTHYECKOM (DCHCBOﬁ) I/IH(bODMaI_II/II/I

Bo3HuKHOBEHUE yrpo3 yTeUKH aKyCTHUECKOM (peueBoit) nHpopMalmu, coaepxamiencs
HENOCPEICTBEHHO B Tpon3HocuMoi peun nons3oBatens MCI/InH, npu o6padotke [11n B UCI1/IH,
o0ycnorieHo HanuureM GyHkuuii rosocooro BBoaa [1J{n B UCIIIx win QyHKIIMNA BOCTIPOU3BEICHUS
[T1n akyctnueckumu cpeacrsamu MCITIH.

[lepexBat akycTHuecKO# (peueBoil) HHPOPMALMK B JaHHBIX CIy4asiX BO3MOKEH C UCIIOJIb30BAHUEM
annaparypbl, peTUCTPUPYIOILEH akycTHYeCKHe (B BO3lyXe) U BUOpOAKyCTUUYECKHE (B YIPYTUX Cpeax)
BOJIHBI, & TAKXKE JIEKTPOMArHUTHHIE (B TOM YHCIIE ONITUYECKUE) U3ITyUEHUs U DJIEKTPUUYECKHUe
CHUTHAJIbI, MOJTyTUPOBaHHbIE HH(POPMATUBHBIM aKyCTUYECKUM CUTHAJIOM, BO3HUKAIOIINE 32 CUET
npeobpa3oBanuii B TexHu4deckux cpeactBax oopadorku [1/1n, BTCC u cTpouTenbHBIX KOHCTPYKLHUSIX
U MH)KCHEPHO-TEXHUYECKUX KOMMYHHUKALUAX 110 BO3IEHCTBUEM aKyCTHUECKHUX BOIH. Kpome atoro,
nepexBaT akyCTU4YecKoi (peueBoil) HH(pOpMaIui BO3MOKEH C UCIIOIb30BAHUEM CIICIIMATIBHBIX
AJIEKTPOHHBIX YCTPOUCTB CheéMa peueBOil HHPOPMALIMH, BHEJPEHHBIX B TEXHUUECKHE CPEICTBA
o6pabotku [1/1n, BTCC u nomemnenus nim NOAKIIOUEHHBIX K KaHAIaM CBSI3U. YTPO3bl O€30M1aCHOCTH



IT/IH, cBsi3aHHBIE C IEPEXBATOM aKyCTHUECKONW MH(POPMALIMHU C UCTIOIb30BAHUEM CIIEIIMATIBHBIX
9JIEKTPOHHBIX YCTPOUCTB CheMa peueBoil nHpopManuu

("3aKIaOYHBIX YCTPOUCTB'"), ONPEICIISIIOTCS B COOTBETCTBUU C HOPMATUBHBIMU JOKYMEHTAMHU

denepanbHOl CiTy)KObI Oe30macHoCTH Poccuiickoit denepaliuu B yCTAaHOBICHHOM €10 MTOPSIIKE.

[lepexBat akycTHyeckol (peueBoil) HHPOPMAIIUN MOKET BECTUCH:

— CTalMOHAPHOU amnmapaTypoid, pa3MeIIaeMoi B OIH3IICKAIINX CTPOCHUSX (3MaHUIX) C
HEKOHTPOJIUPYEMBIM MPeObIBAHUEM ITOCTOPOHHUX JIHII;

~ TOpPTaTMBHOM BO3MMOM ammaparypoi, pa3MelaeMoil B TPaHCIIOPTHBIX CPENICTBAX,
OCYILECTBIIAIOLIMX JABHKEHHUE BOJIM3HU CITYKEOHBIX MOMEILEHUHN WM IPU UX TApKOBKE PSJIOM C

9TUMU IIOMELICHUAMU;

— TMOPTaTHBHOM HOCHMOM anmapaTypou - (PM3NYECKHUMH JIMLAMH IIPH UX HEKOHTPOJIUPYEMOM
peObIBaHUM B CITYKEOHBIX MOMELIEHUAX UM B HEMIOCPECTBEHHOM OJIN30CTH OT HUX;

~ aBTOHOMHOHM aBTOMAaTHYECKOH amnmnaparypoil, CKpbITHO YCTaHaBIMBAEMOM (pU3MUECKUMHU JTULAMHU
HEMOCPEJCTBEHHO B CIIY)KEOHBIX TOMELIECHHUSIX WM B HEMIOCPECTBEHHON OJIN30CTH OT HUX.

4.2. Yrpo3sl YTEYKH BUIOBON MHGOPMAIIAHT

Yrpo3sl yTeuky BUI0BOM HHGOPMAITH peaau3yroTcs 3a c4et npocmotpa [1/1x ¢ moMorisio
ONTUYECKUX (ONTUKOINEKTPOHHBIX) CPEACTB C IKPAHOB AUCILIEEB U APYTUX CPENCTB OTOOPAKEHUS
CPEICTB BBIYUCIUTEIBHON TEXHUKH, HHPOPMALIMOHHO-BBIYHCIUTENBHBIX KOMIUIEKCOB, TEXHUYECKUX
cpenctB 00paboTku rpaduueckoil, Buaeo- 1 OyKBeHHO-IIU(PPOBO HH(POPMAIIUH, BXOAIIUX B COCTAB

UCTI/In.

Kpowme storo, mpocmoTp (peructpartusi) [1[H BO3MOXKEH ¢ UCTIOIB30BAHUEM CTICITHATBHBIX
ANEKTPOHHBIX YCTPONCTB ChbeMa, BHEAPEHHBIX B CIIY>KEOHBIX TOMEIIEHUSIX UIH CKPBITHO
HCTOJIb3YEMBbIX (PM3MUECKUMU JIMIIAMHU TIPU MTOCEIIEHUU UMH CITY>KEOHBIX MTOMEIICHUH. YTPO3bl
6e3onacHocTH [1/]H, cBsI3aHHBIE ¢ UX IEPEXBATOM IIPU UCIIOIb30BAHUU CIIELUATbHBIX
AJICKTPOHHBIX YCTPOMCTB CheMa BUIOBOW HH(POpMAIHMH (BHI€03aKIAI0K), ONIPEACIISIOTCS B
COOTBETCTBUH C HOPMATUBHBIM JOKyMeHTamMu DeepanbHOi ciryk0bl 6e3onacHocTu Poccuiickoit
®denepaliv B YCTAaHOBJIEHHOM €10 MOPSJIKE.

Heo6xoauMbIM ycoBHEM OCYIIECTBICHUs IpocMoTpa (peructpanuu) I1/1H sBisercs Hanuuue
MPsIMON BUJUMOCTH MEXy CPEACTBOM HaOtoieHus: U HocuTeseM [1/1H.

ITepexsat I1JIH MOXKET BECTHUCH:
—  CTallMOHAPHOM ammapaTypou, pa3MeniaeMoi B OJU3IIeKAITUX CTPOCHUAX (3MaHMIX) C
HEKOHTPOJUPYEMBIM MpeObIBAHNEM MTOCTOPOHHUX JIHII;

~ IOPTAaTHBHOW BO3MMOM amnmaparypou, pa3MelaeMon B TPAaHCIIOPTHBIX CPEACTBAX,
OCYILECTBIISIOLINX JABUKEHHUE BOJIM3HU CITY>KEOHBIX MOMEIEHUH WM IPU UX TAapKOBKE PSJIOM C

O9TUMH IIOMCUICHUSIMH,

~ TOPTaTMBHOM HOCHMOII anmapaTypoi - PU3NYeCKUMHU JINLAMU TPU UX HEKOHTPOIUPYEMOM
npeObIBaHUH B CITY>KEOHBIX MOMEIICHHUSX HIIM B HEMOCPEACTBEHHOM Omu3octu oT HuX. [lepexpar

(mpocmotp) IT/IH MOXKET OCYLIECTBIATHCSA TOCTOPOHHUMMU JIMLAMU ITyTEM UX



HCMOCPCACTBCHHOT' O Ha6J'IIO)IeHI/I$I B CJ'Iy>I(€6HBIX IIOMCIICHUAX 0o ¢ pacCTOAHUA HpHMOﬁ BUIHUMOCTHU

n3-3a npeaenos MCII/IH ¢ ucnonb3oBaHuEM ONTUYECKUX (ONITUKOAIEKTPOHHBIX) CPEJICTB.

4.3. Yrpo3sl yTeuKH HHPOPMAIIMH 10 KaHAJIaM MIOOOYHBIX DJIIEKTPOMATHUTHBIX

U3JIYYEHUI U HABOJOK

BosnuknoBenue yrpo3ssl [1/11 no kananam IISMUH Bo3mMokHO 32 cueT nepexBaTa TEXHUYECKUMH
CpeIICTBaMHU MOOOYHBIX (HE CBA3aHHBIX C MPSAMBIM (DYHKIIMOHATLHBIM 3HaUeHUEM d1ieMeHToB UCIT/IH)
MH(POPMATHUBHBIX JIEKTPOMATHUTHBIX TIOJIEH U AJICKTPUUECKUX CUTHAJIOB, BOZHUKAIOIINX MPU
obpabotke I1]] rexanueckumu cpencreamu UCITH.

['enepamus nadopmanmm, conepsxameit [1/1a n mupkynupyromieit B rexanueckux cpeactsax UCII/IxH B
BU/JIE DJIEKTPUUECKIX HH(GOPMATUBHBIX CUTHAJIOB, 00paboTKa U nepeaya yKa3aHHBIX CUTHAJIOB B
INeKTpudecKux nemnsax rexuuueckux cpencts UCIIAn conpoBoxaaeTcss HOOOUYHBIMU
ANEKTPOMArHUTHBIMH U3ITy9eHUSMHU, KOTOPBIE MOTYT PAaCIPOCTPAHSITHLCS 32 TIPEEIIbI CITyKeOHBIX
MOMEIIECHUH B 3aBUCUMOCTH OT MOITHOCTH u3inydeHuit u pazmepon UCIT/In.

Peructpamus [I9MUH ocymecTBisieTcs ¢ 1enbio iepexBaTa HHGOPMAIUH, IIUPKYIUPYIOIICH B
TEXHUYECKUX cpecTBax, oopadaTeiBaromux [1/]H (B cpeacTBax BEIUMCIUTEILHON TEXHUKH,
MH(POPMAIIMOHHO-BBIYMCIIUTEIBHBIX KOMITJICKCAX U CETSAX, CPEACTBAX U CUCTEMax Nepeayn, mpuemMa u
o6pabotku [1/]H, B TOM 4Hciie B CPeICTBAX M CUCTEMAaX 3BYKO3AIUCH, 3BYKOYCHIICHHS,
3BYKOBOCITPOU3BEICHHUS, IEPETOBOPHBIX U TEJIEBU3UOHHBIX YCTPOMCTBAX, CPEACTBAX U3TOTOBJICHMUSI,
TUPAKUPOBAHUS JOKYMEHTOB M IPYTMX TEXHUYECKUX CPEACTBAX 00pabOTKHU pedeBoi, TpadudecKoi,
BUJI€O- U OYKBEHHO-IIU(PPOBON HHPOpMALUH).

Jna peructpauuu [IDMUH ucnone3yercs annapaTypa B COCTaBE paJUONPUEMHBIX YCTPOICTB U
OKOHEYHBIX YCTPOWCTB BOCCTAHOBJICHUSI HHPOPMALINH.

Kpowme storo, nepexsatr [IDMIMH Bo3M0OKEH C UCIIOIB30BAHUEM AJIEKTPOHHBIX YCTPONCTB MEpexBaTa
nHpOpMAIINY, TTOAKIIOYCHHBIX K KaHAJIaM CBSI3U MJIM TEXHUYECKHM cpeacTBaM oopadoTku [1/1H.

Peructpanus [ID9MUH moxeTr BeCTHCh ¢ HCIIOIB30BAHUEM alNapaTypsl CIEAYIOMIMX BUIOB:

— CTalMOHAPHOU ammapaTypoi, pa3MeIIaeMoi B OIH3IICKAIINX CTPOCHUSX (3MaHUIX) C
HEKOHTPOJIUPYEMBIM MpeObIBAHNEM TOCTOPOHHUX JIHIL;

~ MOPTATUBHOM BO3UMOM anmaparypsl, pa3MelaeMoi B TPAHCIOPTHBIX CPEACTBAX,
OCYIIECTBISIONINX JIBHKEHHE BOIU3U CIIY>KEOHBIX TTOMELIECHUI UITH TPU X MAPKOBKE PSIOM C
STUMU TTOMENICHUSIMU;

— TOPTaTMBHOM HOCHMOU ammapaTypoi - pU3nYecKHUMH JINIIaMH B HETIOCPEJCTBEHHON OJIM30CTH OT
NCTIH;

— aBTOHOMHOW aBTOMAaTHYECKOH anmapaTypoid, CKPhITHO YCTaHABINBaeMON (GU3NYECKUMU JIUIIAMU B
HenocpeacTBeHHoi 6muzoctu ot UCII/H.

Kanans! yreuku uHpopmannu, 00yclIOBIEHHbIE HABOJIKAMHU, 00pa3yIOTCs 32 CYET COSTUHUTEIBHBIX
muaui Texandeckux cpenacts UCIAn u BTCC u mocTOpoHHHUX MTPOBOIHUKOB (B TOM YHUCIIE HeTIeH
AJEKTPONUTAHUS U 3a3€MJICHU).

HaBoaxu 351eKTpoMarHuTHBIX U3ilydeHui Texunueckux cpeacts MCIIJIH BO3HUKAIOT pU U3TyYEHUH
anemeHTaMu TexHudeckux cpeacts MCII/IH nHpopMaTUBHBIX CUTHAIOB IIPU HAJIMYUU €EMKOCTHOH,
WHIYKTUBHOW WJIM TaJIbBAHUYECKOU CBA3EH COCIMHUTENBHBIX JUHUIN TexHuyeckux cpeacts UCIIH,



muHuit BTCC u nocTopoHHUX NMTPOBOIHUKOB. B pe3ynbTare Ha ciydaiiHbeix anTeHHax (uensx BTCC
WM IOCTOPOHHUX MPOBOJHHUKAX) HABOAUTCS MH()OPMATUBHBIM CUTHAI.

[IpoxoxxaeHre nHPOPMATUBHBIX CUTHAJIOB B LEMH JIEKTPOITUTAHUS BO3MOXKHO MPU HAJTMUUHN
€MKOCTHOW, MHYKTUBHOM WJIM TaJIbBAHMYECKOM CBSA3HM UCTOYHHUKA HH(POPMATUBHBIX CUTHAJIOB B
coctaBe TexHnueckux cpeacts MCIIJIH u neneit nutanus.

[Tpoxoxaenne nHGHOPMATUBHBIX CUTHANIOB B LIETIH 3a3€MJICHHUS 00YCIIOBICHO HAIMYMEM €MKOCTHOM,
HHI[yKTHBHOfI W TaIbBAaHUYECKOU CBSI3U UCTOYHUKA I/IH(bOpMaTI/IBHLIX CUI'HAaJIOB B COCTaBEC
anmapatypsl TCIIU u ueneii 3a3emieHus.

s creMa HHPOpPMAIUH ¢ TPOBOAHBIX TUHUA MOTYT HCIIOIH30BATHCS:

— CpeICTBa ChbeMa CUTHAJIOB, COJICPIKANINX 3aMIUIIIAeMyI0 HH(OPMAIIHIO, C TIETIEH TEXHUYECKUX
cpeacts UCITIn u BTCC, nunuii CBSI3U U epeaadu TaHHBIX, BBIXOASAIIUX 32 MPEIEIbI
CIIyKeOHBIX OMEIEHUH (3KBUBAJIEHTHI CETH, TOKOBBIE TPAaHC(HOPMATOPBL, TPOOHUKH);

— CpeAcTBa CheMa HaBeJICHHBIX MH(POPMATHBHBIX CUTHAJIOB C IIETIEH JICKTPOITUTAHHUS,

— CpeICTBa CheMa HaBEJCHHBIX MH()OPMATUBHBIX CUTHAJIOB C IITUH 3a3eMJICHUS;

— CpeAcTBa CheMa HaBEJCHHBIX HH()OPMATUBHBIX CUTHAJIOB C MIPOBOASIINX WHKEHEPHBIX
KOMMYHHKAIUH.

J1J1s BOTOKOHHO-ONITHYECKOM CUCTEMBI Mepejau JaHHBIX YTPO30H yTeuKd HHPOPMALIUH SIBIISETCS
yTeUYKa ONTHYECKOTO U3ITYUYECHHUs, COIePIKAIIero 3alniaeMyro HHopMaIui, ¢ 60KOBOI MOBEPXHOCTH
ONTHYECKOr0 BOJIOKHA.

[TosiBNeHre HOBBIX KAaHAJIOB CBSI3M - COTOBOU CBSI3U, TIEHUIKUHTOBBIX COOOIICHHH, CITyTHUKOBBIX U
OECITPOBOIHBIX CeTel TepeIaun JaHHBIX - IPUBEJIO K PA3BUTHIO CIICIIMAIM3UPOBAHHBIX CHCTEM U
CPEICTB KOHTPOJIS M TiepexBaTa HH(PpOopMaIlii, OpUCHTUPOBAHHBIX HA UCIIOJIb3YEMbIE B HUX

I/IH(i)OpMaHI/IOHHBIe TEXHOJIOIT'MH, B TOM YUCJIC CPCACTB:

— epexBara Heﬁﬂ)KHHFOBBIX COO6H.[€HI/II71 H COTOBOI CBs3H,

— HnepexBara I/IH(l)OpMaIII/II/I B KaHaJlax Mepeaadyn AaHHBIX BBIYUCIINTCIbHBIX ceTel.

5. ¥Yrpo3bl HECAHKIIMOHUPOBAHHOTO IOCTYIIA K I/IH(bODMaI_[I/II/I B

I/IHd)ODM&HHOHHOfI CHUCTEMCE IICPCOHAJIbHBIX TAaHHBIX

VYrpo3sr HCJI B UCIIJIH ¢ npuMeHeHneEM pOorpaMMHBIX U IIPOrPaMMHO-aNapaTHbIX CPEACTB
peanu3yroTcs PU OCYIIECTBICHUHA HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4alHOT0, 10CTyIa, B
pe3ynbTare KOTOPOro OCYLIECTBIISIETCS HapyllIeHne KOHPUACHIINAIbHOCTU (KOMMPOBaHUE,
HECaHKIIMOHHUPOBAHHOE PACIIPOCTPAHEHHE), LIEJIOCTHOCTU (YHHUUTOXKEHNUE, U3MEHEHHUE) U IOCTYITHOCTH
(6moxupoBanue) I1/1H, u BKIItOUatoT B ceos:

—  yrpo3bl H0CTyMa (MPOHUKHOBEHHMSI) B OTICPAIMOHHYIO CPEly KOMITBIOTEpa C UCIIOJIb30BaHUEM
IITaTHOT'O IPOTrPaMMHOT0 oOecrieueHust (CpeCTB ONEePAllMOHHON CUCTEMbI MM MTPUKIIAIHBIX
porpaMm 001Iero MPUMEHEHHS);

—  YIpo3bl CO3/IaHHUS HEIITATHBIX PEKUMOB PAOOTHI MPOTPAMMHBIX (IIPOrPaMMHO-AMIAPATHHIX )
CpCACTB 3a CHCT NPCAHAMCPCHHBIX U3MCHEHUU CJIy)Ke6HBIX JaHHBIX, MTHOPUPOBAHUA

MPETYCMOTPEHHBIX B ITATHBIX YCIIOBUSAX OTPAaHUYCHHI HA COCTAB U XapaKTEPUCTUKA
oOpabaTbeiBacMO¥ HHGOPMAIIMH, UCKAXEHHS (MOIU(DUKAIINN) CAMUX TaHHBIX U T.IL.;

—  Yrpo3bl BHEAPEHUS BPEIOHOCHBIX IIPOrpamMM (IIpOrpaMMHO-MaTEMaTHUECKOTIO BO3AECHCTBHSA).



Kpome 310ro, Bo3M0oKHbI KOMOMHUPOBAaHHBIE YI'PO3bl, PEACTABISIONINE CO00M coueTaHne YKa3aHHBIX
yrpo3. Hanpumep, 3a cuet BHEpEHUsI BPEIOHOCHBIX IPOrpaMM MOTYT co3faBaThes ycnoBus st HCJ
B OIIEPALMOHHYIO Cpelly KOMIIBIOTEpPA, B TOM YHCIIE yTeM (JOPMHUPOBAHUS HETPATUIIMOHHBIX
MH(OPMaLIMOHHBIX KaHAJIOB JOCTYTIA.

Yrpo3sl focTymna (MpoHUKHOBEHUs) B onieparionnyto cpeay MCII/IH ¢ ucnonp3oBaHueM MITaTHOTO
MIPOrpaMMHOT0 0OECIIeUeHHUs Pa3AeAI0TCsA Ha YITPO3bl HETIOCPEICTBEHHOTO U YAAJIEHHOIO JOCTYTA.
VYTrpo3bl HENOCPEACTBEHHOTO 1OCTYNA OCYILIECTBIISIIOTCS C UCIIOJIB30BAHUEM MTPOTPAMMHBIX U
MPOrpaMMHO-AMMapaTHBIX CPEACTB BBOJA/BBIBOIA KOMIIBIOTEPA. YTPO3BI yAAJECHHOTO JOCTYyTa
peanu3yroTCs C UCIOJIb30BAHUEM IIPOTOKOJIOB CETEBOI0 B3aUMOJCHCTBHUS.

O1u yrpo3ssl peanusytorcs otHocutenbHo UCII/IH kak Ha 6a3e aBTOMaTU3MPOBAaHHOTIO paboyvero
MeCTa, He BKIIFOUYEHHOTO B CETH CBSI3HM OOIIETO MOJb30BaHUs, TaK U MpuMeHuTenpHO kKo Bcem UCIT/IH,
VMMEIOIIUM TIOJKITIOYEHHE K CETSM CBS3H OOIIETro MOJIb30BaHUS U CETSIM MEKIYHAPOIHOTO
MH(POPMAIIMOHHOTO 0OMEHa.

Onucanue yrpo3 AocTymna (IpOHUKHOBEHHS) B OTIEPALIMOHHYIO Cpely KOMIbIoTepa (opMaIbHO MOKET
OBITH TIpecTaBiIeHO cieayronmm oopaszom: yrpo3za HCJI B UCIIx: = <UCTOYHUK yrpO3br>,
<yszBumocTb UCIIJIH>, <crocob peanu3anuu yrpo3br>, <OObEKT BO3IEHCTBUSI (IpOrpaMma,
MIPOTOKOJI, TaHHbIE U Jp.)>, <AECTPYKTHUBHOE JCHCTBHE>.

VYTpo3bl cO3[jaHMsl HEIITATHBIX PEXXUMOB pabOThI MPOrPaMMHBIX (IIPOrpaMMHO-AIAPAaTHBIX) CPEACTB -
9T0 yrpo3sl "OTka3a B o0ciyxuBanuu'". Kak npaBuiio, JaHHbIE yTPO3bl pacCCMaTPUBAIOTCS
npumenutenbHo K MCIT/IH Ha 6a3e TOKaIBHBIX U pacnpe/iesieHHBIX HHPOPMAIIMOHHBIX CHCTEM BHE
3aBHCHUMOCTH OT IOAKIIIOYEHHS HHPOPMALMOHHOr0 oOMeHa. Mx peanuzanust o0yclioBiIeHa TEM, YTO
IIpU pa3paboTKe CUCTEMHOIO WU MPHUKIATHOIO IPOrPAMMHOI0 00ECTIEYeHHsI HE YUUThIBACTCS
BO3MOXXHOCTb NPEJHAMEPEHHBIX AEHCTBUM 10 LI€JIEHANPABICHHOMY U3MEHEHHIO: ~ COAEPKAHUA
ciryeOHOM HH(OpMAaIMK B TaKeTax COOOLICHHH, epelaBaeMbIX M0 CETH; YCIOBHI 00paboTKU
JAHHBIX (HallpUMep, UITHOPUPOBAHKUE OTPAaHUUEHHUH Ha JUIMHY MaKeTa COOOIIEHUs);

- (opmMaToB mpencTaBlIeHUs JaHHBIX (C HECOOTBETCTBHEM U3MEHEHHBIX ()OPMATOB, YCTAHOBJICHHBIX
1151 00pabOTKH 1O MPOTOKOJIAM CETEBOT'0 B3aMMOJICHCTBUS ); — MPOrPAMMHOI0 00ECIICYCHUS
00paboOTKH JaHHBIX.

B pesynbrare peanuzaiuu yrpo3 "OTka3a B 00CTyKHBaHUH'" IPOUCXOIUT MepeTnoaHeHne 0yhepoB u
OJIOKHpOBaHKE MPOIEAYp 00pabOTKH, "3anMKINBaHue" Tporexyp o0padoTku 1 "3aBucanue"
KOMIThIOTEPA, OTOpAChIBaHUE TTAKETOB COOOIICHUH U Ip. OnrcaHne Takux yrpo3 GopMasbHO MOKET
OBITH MPEJICTABICHO CIEAYIOMUM 00pa3oM: yrpo3a "OTkasza B 00CTyKUBaHUU": = <UCTOYHHK
yrpo3sr>, <ysizBumoctb UCII/IH>, <croco0 peanuzanuu yrpo3sr>, <OObEKT BO3ACHCTBUS (HOCHUTEIb
[111)>, <HEeTOCpEeICTBEHHBIN pe3yJbTaT peatn3aliy yrpo3sl (epenoHenue oydepa, OJIoKkupoBaHue
poreaypsl 00padoTKH, "3anuKInBaHue" 00pabOTKU U T.11.)>.

YTrpo3bl BHEIPEHUS BPEIOHOCHBIX MPOrpamMm (IIporpaMMHO-MaTeMAaTHYECKOT0 BO3IEHCTBHUS) MOTYT
OBITH MIpEACTaBICHBI cleAyromumM oopasom: yrpo3a [IMB B UCII/Ix: = <kiacc BpeaOHOCHOM
IIporpamMmsl (C yKa3aHHEM Cpejibl 0OUTaHHs)>, <UCTOUHHUK YIpo3bl (HOCUTEIh BPEAOHOCHON
IpOrpamMmBbl)>, <croco® HHPHUIUPOBAHUSL>, <OOBEKT BO3ACHCTBHS (3arpy304HbIi ceKkTop, (haiin u
T.I1.)>, <OMUCAHNE BO3MOXKHBIX JIECTPYKTHUBHBIX ACHCTBUIT>, <IOMOJHUTENbHAs HH(pOpMAIHS 00
yrpo3e (pe3uIeHTHOCTh, CKOPOCTh PAacCIpOCTPaHEHUs, TOJIUMOPPUIHOCTD U JIp.)>.

5.1. O6IHa$I XapaKTCPUCTHKA UCTOYHHMKOB YI'PO3 HCCAHKIIMOHMPOBAHHOI'O JOCTYIIa B

nHGMOPMAIIMOHHOW CUCTEME MEePCOHANBHBIX aHHbIX McTounnkamu yrpo3 HCJI B

NCTIJx moryT OBITS:



~ HapyLINTENb;
~ HOCUTENb BPEIOHOCHOM MPOrpaMMBl; — allapaTHas 3aKjiajika.

VYrpo3sl 6e3onacuoctu I1/1H, cBsI3aHHbBIE ¢ BHEIPEHUEM alllapaTHBIX 3aKJIAJI0K, ONPEICIIIOTCS B
COOTBETCTBUH C HOPMATUBHBIMU JIOKyMeHTamu DenepanbHO ciryk0b1 Oe3omacHocTi Poccuiickoit
@denepanuy B yCTAHOBIECHHOM €10 MOPSIKE.

[To HanMuMIO MpaBa MOCTOSIHHOTO WJIM Pa30BOr0 JIOCTyNa B KOHTpoiupyemyto 3ony (K3) UCITx

HapyLIUTENU IOAPa3AeA0TCs Ha J1Ba TUIIA!

— Hapymurenu, He umetromue gocryna k UCII/H, peanusyronme yrpo3bl U3 BHEIIHUX CETEN CBSI3U
00111ero NOJIb30BaHUS U (WIIN) CeTeH MeXTyHapOIHOr0 HH(POPMAIIMOHHOTO OOMEHA, - BHEIIIHUE
HapyUIUTENN;

— Hapymurenu, umeronue noctyn k UCIIJIH, Bkatogas nons3oBateneit UCI/IH, peanusyronue
yrpo3sl HenocpeacTBeHHo B UCIIJIH, - BHyTpeHHHE HAPYIIUTEIIH.

BHemHuMu HapymUTEISIMI MOTYT OBITh:

— pa3BeabIBaTeNIbHbIE CITYKObI FOCYAaPCTB;

~ KPUMMHAJIbHBIE CTPYKTYPBI;

~—  KOHKYPEHTHI (KOHKYpPHUPYIOLIUE OPTaHU3alNN);

~ HemoOpOCOBECTHBIEC MAPTHEPHI;

— BHEUIHHE CYOBEKTHI ((PU3UYECKHE JIHIIA).

Brewmnuil HapymnTenb UMEET CIIEIYIOIINE BO3MOKHOCTH:

~  OCYIIECTBIATh HECAHKIIMOHWPOBAHHBIM TOCTYII K KaHajaaM CBSI3U, BBIXOSLIUM 3a IPEEIIbI
CITY>KE€OHBIX TTOMEIICHU;

~  OCYIIECTBISITh HECAHKIIMOHUPOBAHHBIN JIOCTYII Yepe3 aBTOMAaTH3UPOBaHHBIE paboune MecTa,

MOJIKJIFOUEHHBIE K CETSAM CBS3H OOILEro Mojab30BaHus U (UJIM) CETAM MEXKIyHAPOJIHOTO

MH(POPMAIIMOHHOTO OOMEHA;

—  OCYIIECTBISITh HECAHKITMOHUPOBAHHBIN TOCTYI K MHGOPMAIIUHU C HCIIOH30BAHUEM CIIEIIUATBHBIX
MIPOrpaMMHBIX BO3AE€HCTBUI MOCPEICTBOM IPOrPAMMHBIX BUPYCOB, BPEIOHOCHBIX IIPOIPAMM,
AITOPUTMUYECKUX WIJIM MPOTPAMMHBIX 3aKJIAI0K;

—  OCYIIECTBIIATh HECAHKIIMOHUPOBAHHBINA JOCTYIT YEPEe3 AIEMEHTHI HH()OPMAITMOHHOM
unppactpykrypsl UCII/IH, KOTOpBIE B IIpOIIECCE CBOETO KU3HEHHOTO IHKJIa (MOJAEPHHU3AIINH,
COMNPOBOXKICHUS, PEMOHTA, YTUIIM3aIlM1) OKAa3bIBAIOTCS 3a IPe/ieslaMi KOHTPOJIUPYEMOM 30HBbIL;

—  OCYIIECTBISITh HECAHKITMOHUPOBAHHBIHN TOCTYII Yepe3 NH(HOPMAIIMOHHBIE CUCTEMBI
B3aMMO/ICHCTBYIOIIMX BEJOMCTB, OpraHU3aIui U yupexaeHui npu ux noaxaouennn k UCI/IH.
B03M0XXHOCTH BHYTPEHHETO HAPYIIUTENS CYIIECTBEHHBIM 00pa30M 3aBUCST OT JACUCTBYIOIIMX B
npezaenax KOHTPOJIUPYEMOM 30HbI PEKUMHBIX U OPraHU3alMOHHO-TEXHUYECKUX MEp 3alIUThL, B
TOM YHCJIE 110 AOMYCKY (pu3udeckux ymil K [1J][H 1 KOHTpoITt0 mopsiaka mpoBeaeHus padorT.

BHyTpeHHuEe noTeHIManbHble HAPYIIUTEIU OIPA3IEIAI0TCS HA BOCEMb KaTErOpUd B 3aBUCUMOCTH OT

croco0a JoCTyIa U MOJIHOMOYHH nocTyma K [1J[H.



K nepBoii kaTeropuu OTHOCSTCS UL, UMEOIME cCaHKIMOHUpoBaHHbIN noctyn Kk MCII/{H, HO He
nMmetomue noctyna k [11a. K atomy Ty Hapymmresneil oTHOCATCS JOIKHOCTHBIE JIMIIA,
obecnieunBaromue HopmaiabHoe GpyHkinonupoBanue UCII/H.

JIn10 3TOM KaTEropum MOKET:

— UMEeTh JOCTYN K parmMeHTaM uHdpopmaimu, coaepxamieit [1J{H u pacrnpocTpaHsromencs mno
BHYTpeHHUM KaHanaMm cBsizu UCI/IH;

— pacnonarath Gpparmernramu uHpopmainuu o Tonoioruu UCIIIH (koMMyHHUKAITMOHHOMN YacTH
MOJICETH) 1 00 HUCIOJIb3YEeMbIX KOMMYHUKAIIMOHHBIX MPOTOKOJIAX M UX CEPBUCAX;

— pacrosiaraTh IMEHaMHU U BECTH BBISIBIIEHUE MapoJiel 3aperuCTPUPOBAHHBIX MTOJIb30BATENEH;



U3MEHATh KoHurypanuto rexunueckux cpeacts UCII/IH, BHOCUTD B Hee
porpaMMHoOAaMNNapaTHbIe 3aKJIaKU U 00ecieunBaTh CheM HH(pOpMaIK, UCTIONb3YS

HEIMOCPEJICTBEHHOE MOKIII0oUeHnEe K TeXxHnueckuM cpeactsam UCIIIH.

Ko BTOpO# Kareropuu OTHOCSTCS 3aperucTpupoBanHble noabs3osarenu UCII/IH, ocymecTsisdromue

orpaHuueHHsbIN goctyn Kk pecypcam UCII/IH ¢ pabouero mecra.

JIuio sTo# kaTeropuu:

— 005azaeT BceMU BO3MOXHOCTSIMM JIMLL IIEPBOM KaTerOpuu;

— 3HAaeT, 110 MEHbILIEH Mepe, OJTHO JIEraJIbHOE UM JJOCTYIIA;

— o0nazaer BceMU HEOOXOAMMBIMU aTpuOyTamMu (HarpuMep, napoJieM), 00ecTIeYuBaOIIUMH JOCTYIT
K HEKOTOpOMY noaMHOkecTBY I1/1H;

— pacnonaraet KOH(pHICHINATbHBIMHA JAHHBIMU, K KOTOPBIM UMEET JOCTYII.
Ero noctym, ayreHTudukanus 1 npasa 1o J0CTyly K HEKOTOpoMy MoaAMHOecTBY I1JIH A0mKHbI

PErIaMEeHTUPOBATHCA COOTBETCTBYIOLIMMU IIPaBUIAMU PA3rPAHUYEHMS TOCTYIIA.

K tpeTbeii kaTreropun oTHOCSTCS 3apeructpupoBanHble nosb3osarenu MCIIIH, ocymecTisomye
ynajeHHsli goctyn K [1/]H no nokanbHbIM U (MIIK) pacnpeieeHHbBIM HHPOPMALIMOHHBIM CHCTEMaM.
JInwo 3ToM Kareropuu:

— o0naznaer BCeMHU BO3MOKHOCTSMH JIUII IEPBOW U BTOPOU KaTeropui;

— pacnonaraet uHpopmanueit o ronoioruu UCIT/Ix Ha 6a3e okanbHON U (MIK) pacipeaeIeHHOMN
MH(OPMaLIMOHHON CUCTEMBI, Uepe3 KOTOPYIO OCYLIECTBIIAETCS JOCTYI, U O COCTaBE TEXHUUECKHUX
cpeacts UCII/x;

~  HMMeeT BO3MOXKHOCTB MPSAMOTO ((pU3NIECKOr0) AOCTYIA K (parMeHTaM TEXHUYECKUX CPEJICTB
NCTI/n.

K yeTBepToil KaTeropun OTHOCSTCS 3aperucTpupoBaHHble nosb3osarenu MCIIIH ¢ nomHoMounsmMu

aaMuHUCTpaTopa 6e3onacHocT cermenTa (dpparmenta) UCIT/IH.

JIuio sTol kaTeropuu:

— 005a7aeT BCeMU BO3MOXHOCTSIMU JIMLL IIPEABIAYIINX KaTerOpUii;

— o0nagaeT MoyHOM nHpopMaKel 0 CUICTEMHOM M MIPUKIIAJTHOM IIPOrPaMMHOM 00ECIIeYEeHUH,
ucrnonb3zyeMoM B cermente (pparmente) UCII/IH;

— obnagaer MoNHOM nHpOpMaIMEl O TEXHUUECKUX CPEACTBAX U KOHPHUTypaIli CeTMEHTa
(¢pparmenTa) UCIT/H;

— HMMeeT JIOCTYI K CPeJCTBAM 3alUThl HH(GOPMAIMK U IPOTOKOIMPOBAHUS, a TAKXKE K OTJEIbHBIM
3JIEeMEHTaM, UCTIONb3yeMbIM B cermenTe (pparmente) UCIT/H;

~ HMeeT JIOCTYI KO BCeM TEXHHYECKUM cpesicTBaM cermenTa ((pparmenta) UCII/IH;

— o0namaer npaBaMH KOH(GUTYpUPOBaHHS U aIMUHUCTPATUBHONW HACTPOHKU HEKOTOPOTO

MOJIMHO’KECTBA TEXHHUYECKUX CpeAcTB cermeHTa (pparmenta) UCII/IH.



K msAToi KaTeropun OTHOCSTCS 3apErUCTPUPOBAHHBIE MTOJIB30BATEIH C TOJIHOMOYUSMHU CUCTEMHOTO

agmuauctpaTtopa UCII/IH.

JIuuo sToi xareropuu:

— 005asaeT BceMU BO3MOXHOCTSIMU JIML IPEABIAYIINX KaTerOpUl;

— o0namaeT MoyHOM HHpopMaKel 0 CHICTEMHOM H MIPUKIIAJIHOM IIPOrPaMMHOM 00€CTICYeHUN
NCIIH;

— o0namaeT MoNHOM nHpOpManKel 0 TeXHIYeCKUX cpeacTBax u kondurypammu UCIIH; — nmeer
JIOCTYII KO BCEM TEXHHUECKUM cpesicTBaM 00paboTku unpopmanuu u nasasM MCI/IH;

— o0namaer mpaBamMu KOHGUTYpUPOBAHUS U aIMUHUCTPATUBHOW HACTPOUKH TEXHUUECKUX CPEICTB
NCTI/n.

CuCTeMHBIH aIMUHUCTPATOP BHINOIHAET KOH(PUTYPHPOBAHUE U YIIPABICHUE IPOTPAMMHBIM
ob6ecnieuenuem (I10) n o6opynoBanuem, BKIrodasi 000py10BaHKEe, OTBEYArOIIEe 32 O€301aCHOCTh
3alUIIAEMOT0 00BEKTa: CPEICTBA KPUIITOTpaGUUECKON 3aIUThl MHPOPMAIIUU, MOHUTOPHHTA,
perucTpanuu, apxuBanuu, 3amutsl ot HCJI.

K miecToit kaTeropuu OTHOCATCS 3apETUCTPUPOBAHHBIE TIOJIB30BATENN C TTOTHOMOYHUSIMHU

aamuHKcTpaTopa 6ezonacHocty UCIIH.

JIuno 3toit kareropuu:

— o0namaer BCEMHU BO3MOKHOCTSAMH JIUII MPEABLAYIINX KaTeropHii;

— obOnanaer nonHou uHpopMmanueit 06 UCI1H;

— HUMeEeeT JOCTYI K CPeJCTBaM 3alIUThl HHPOPMAIUHU U TPOTOKOIUPOBAHHUS U K YACTH KITFOUEBBIX
anemenToB UCIIH;

— HEe UMEET MpaB JOCTyINa K KOHPUTYPUPOBAHUIO TEXHUIECKIX CPE/ICTB CETH, 32 HCKITFOUCHUEM
KOHTPOJIbHBIX (MHCIIEKIIUOHHBIX).

AnMHUHHCTpaTOp 0€30MacCHOCTH OTBEYAET 3a COOIIOIEHUE MTPABUII pa3rpaHUUEHUs JOCTYTIa, 3a
TeHepaIMIo KIFOYEBbIX JIEMEHTOB, CMEHY MapoJieil. AAMUHUCTPATOP OE30MACHOCTH OCYIIECTBIISIET
ayJIuT TeX K€ CPE/ICTB 3alUThl 00BEKTa, YTO U CUCTEMHBIN aIMUHUCTPATOP.

K cenpMoii kKaTeropuu OTHOCATCS MPOrPAMMHUCTHI-Pa3pabOTYUKH (TOCTABIIMKHN ) MIPUKIIATHOTO
IIPOrPaMMHOI0 00€CIIEYEHUs U JIHLA, 00eCIIeYUBAIOIIIE €r0 COIPOBOXKICHUE HA 3aIlUIIIAEMOM
00BEKTE.

JIuno stoit xkareropuu:
— obmamaet nHpopmarmeit 00 anropuTMax u mporpammax oopadborku napopmanmu vHa UCIIH;

— o0nazaer BO3MOKHOCTSIMH BHECEHHUS OIINOOK, HeJIEKJIapUPOBAHHBIX BO3MOKHOCTEH,
MIPOTrpaMMHBIX 3aKJIJI0K, BPEJOHOCHBIX ITporpamm B mporpammuoe ooecrieuenune CII/In Ha

CTaINH ee pa3paOdOTKH, BHEAPEHUS U COMTPOBOXKICHUS;
— MOXET pacroararhb Jio0bMu hparmenTamu nHGopmanuu o Tonojgorun UCTIJH u TexHuIecKknx
cpenctBax oopabotku u 3amuThl [1/H, oOpadateiBaembix B UCIITH.

K Bocbmoii KaTCTrOpun OTHOCATCA paBpa6OT‘{I/IKI/I u jauna, 06eCHe‘lI/IBaIOH_[I/Ie INOCTABKY,

COTIPOBOXKICHUE M PEMOHT TexHHueckux cpeactB Ha UCIIJIH.



JIuuo sToi xareropuu:

— 005aaaeT BO3MOXKHOCTSIMHU BHECEHUS 3aKi1aJ0K B TexHuueckue cpeactra MCII/Ix Ha ctanuu ux
pa3paboTKu, BHEAPEHUS U COMPOBOXKIICHUS,

— MOXET pacroJararh Jo0bMu ¢pparmeHTamu uHpopmanuu o Tonojgoruu UCIIIH u TexHuueckux
cpeacTBax 00padoTku U 3amuThl nHGopmaruu B UCIT/IH.

VYKkazaHHbIE KATErOPUM HApYILIUTENIEH JOIKHBI YUUTHIBATHCS IIPU OLIEHKE BO3MOXKHOCTEN peaan3aluu

YBII/In.

Hocurenem Bpe10HOCHOM pOrpaMMbl MOXKET OBITH aIllIapaTHBIM 3JIEMEHT KOMIIBIOTEpA WU

IIporpaMMHbIi KoHTelHep. Ecnu BpegoHOCHas porpaMMa He aCCOLMUPYETCs ¢ KaKoW-Tu00

MIPUKJIIATHOM POrPaMMOM, TO B KAYECTBE €€ HOCUTEII pACCMaTPUBAIOTCS:

—  OTYY>KHAEeMBI HOCHUTEIb, TO €CTh AUCKeTa, ontndeckuii auck (CD-R, CD-RW), dhsm-namsTs,
OTUY)KAAcMblii BUHYECTEP U T.I1.;

~  BCTPOEHHBIC HOCUTEIHN HH(pOpMALMU (BUHYECTEPHI, MUKPOCXEMbI OIIEpAaTUBHOM NMaMATH,
IIPOLIECCOP, MUKPOCXEMBI CUCTEMHOM IIaThl, MUKPOCXEMBI YyCTPOUCTB, BCTPAUBAEMBIX B
CHCTEMHBIH OJIOK, - BUJI€0aanTepa, CeTeBON IUI1aThl, 3ByKOBOH IJIaThl, MOJIEMa, YCTPOHCTB
BBO/Ia/BbIBOJIa MAarHUTHBIX JKECTKUX M ONTHYECKHUX JAUCKOB, OJIOKA MUTAHUS U T.II., MUKPOCXEMBI
IPSIMOTO JIOCTYTIAa K NaMSTH, IIWH MePelauu JaHHBIX, TOPTOB BBOJIA/BBIBOAA);

— MHKPOCXEMbI BHEIIHUX YCTPOUCTB (MOHUTOpPA, KIaBUATYpPbl, IPUHTEPA, MOJIEMA, CKaHepa U T.I1.).
Ecnu BpeoHOCHas MporpaMma accolMupyeTcs ¢ Kakoi-1100 MpUKIAAHOM MporpaMMoi, ¢
¢aitnaMu, IMEIOMIMMU OTPEIeNICHHBIE PACITUPEHUs WITH HHBIE aTPUOYTHI, C COOOIICHUSMH,

Iepe1aBaeMbIMU 110 CETH, TO €€ HOCUTEIISIMU SIBJISIFOTCS:
MaKeThl IepeaBaEMbIX 110 KOMITBIOTEPHON CETH COOOIIICHUM; —

¢aiinel (TEeKCTOBBIE, rpaduUecKue, UCTIONHAEMBIE U T.JI.).

5.2. O0mast XxapakTEPUCTUKA VSI3BUMOCTEN MHMOPMAIMOHHON CUCTEMBI

IIEPCOHAJIBHBIX JaHHBIX

VY s13BUMOCTh MHPOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX - HEJAOCTATOK HITH c1aboe MECTo B
CHUCTEMHOM WJIM MPUKJIATHOM ITPOTPaMMHOM (ITPOTPaMMHO-aIapaTHOM) 00€CTICUeHUH
aBTOMATH3UPOBAHHOW WH(POPMAIIMOHHOHN CUCTEMBI, KOTOPBIE MOTYT OBITh UCIIOJIb30BaHbI JIJIS

peanuzaiiy yrpo3bl 0€30MacHOCTH MEPCOHATBHBIX JaHHBIM.

[TprunHaMy BOSHUKHOBEHHUS YSI3BUMOCTEH SIBIISIOTCS:

— OWIMOKY NpU NPOEKTUPOBAHUH U pa3pabOTKe MPOrpPaMMHOTO (IPOrpaMMHO-aNapaTHOIO)
obecrneyeHus;

~ TpenHaMepeHHbIE IEHCTBUS MO0 BHECCHUIO YSI3BUMOCTEH B X0/I€ MPOSKTUPOBAHMS U pa3pabOTKH
MPOrpaMMHOTO (ITPOrpaMMHO-aNNapaTHOr0) 00eCIIeUeHNS,

~  HeIpaBUJIbHbIE HACTPOMKH MIPOrPAaMMHOT0 0OecIieYeH s, HEIPaBOMEPHOE N3MEHEHUE PEXKUMOB

paboThl yCTPOICTB U MPOrpaMM;



~ HECAaHKIMOHUPOBAHHOE BHEJIPEHUE U UCIOJIb30BAHUE HEYUTCHHBIX MPOrPAMM C MOCIEAYIOIINM
HEe0OOCHOBAHHBIM PAaCcXOJ0BAHUEM PECYPCOB (3arpy3Ka Mpoleccopa, 3aXBaT ONepaTUBHOMN MaMATH
Y TIaMATH Ha BHEIIIHUX HOCUTEJISIX);

— BHEJIPEHHE BPEJOHOCHBIX MPOTPAMM, CO3JAIONINX YSI3BUMOCTH B IPOTPAMMHOM U
MpOrpaMMHOANIapaTHOM 00€CTIeYeHHH;

~ HECAaHKIMOHUPOBAHHBIC HEYMBIIIJICHHBIC IEUCTBUS MOJIb30BATENCH, MPUBOISAIINE K

BO3HHMKHOBCHUIO YHSBHMOCTCP'I;

— cbou B paboTe anmapaTHOTO M MPOTPAMMHOTO O0ecTieueHus (BbI3BaHHBIC COOSIMHU B
IIEKTPOIIUTAHUHN, BBIXOJIOM M3 CTPOS allapaTHBIX 3JICMEHTOB B PE3yJIbTaTe CTAPCHUS U
CHW)KCHUS HAJIC)KHOCTH, BHSIITHUMHY BO3JICHCTBUSMU JICKTPOMATHUTHBIX ITOJICH TEXHUICCKUX
YCTPOMCTB U Ap.).

5.3. O0mast XxapakTEPUCTUKA YIPO3 HENOCPEICTBEHHOTO JOCTYIIA B OIIEPALIMOHHVIO CPENY

nHGOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX TAHHBIX

VYrpo3sl foctyna (MPOHUKHOBEHUS) B ONIEPAIMOHHYIO Cpely KOMITbIOTEepa U HECAaHKIIMOHUPOBAHHOTO

noctyna K [IJ[H cBsi3aHbl ¢ 1OCTYyIIOM:

— K uH(pOpMaIMK U KOMaHIaM, XpaHsamumcs B 6a30Boii cucteme BBoaa/BeiBoaa (BIOS) UCIIH, ¢
BO3MOKHOCTBIO IT€peXBaTa yIpaBJICHUs 3arpy3KOH ONepaliMoHHON CUCTEMBI U MTOJYyYCHUEM TpaB

JAOBEPCHHOI'O I10JIB30BATECIIA,

— B OIEPAIMOHHYIO CPEy, TO €CTh B cpely (YHKIIMOHUPOBAHHUS IOKAIBHOHN OMEpariiOHHOM
CUCTEMBI OTJeJbHOr0 TexHuueckoro cpeactsa UCIIH ¢ BO3MOKHOCTBIO BBITIOJHEHUS
HECAHKIIMOHUPOBAHHOIO JIOCTYIIA MyTEM BbI30BA IITATHBIX TPOTPAMM ONEPAUUOHHON CHCTEMBI
WJIU 3aITyCKa CTEeIHAIIBHO pa3pabO0TaHHBIX MPOTPAMM, PEATH3YIONTUX TAKUE JICHCTBUS;

— Bcpeny QyHKIMOHUPOBAHUS MPUKIIATHBIX IPOTrpaMM (HAMIPUMeEp, K JIOKaTbHOU CUCTEME
yIpaBJeHusl 0a3aMu TaHHBIX );

~  HEIOCPEICTBEHHO K MH(OopMaIuu mojbs3oBareis (K (ailinaM, TEKCTOBOH, ayino- U rpaduyeckon
nH(pOpMalKH, OJISIM U 3aIUCIM B 3JIEKTPOHHBIX 0a3aX JaHHbBIX) U 00YCIOBIEHBI BO3MOXHOCTBIO
HapylleHUs ee KOHPUICHINATbHOCTH, LIETOCTHOCTH U TIOCTYIHOCTH.

OTH yrpo3sl MOTYT OBITH PEATM30BaHbI B citydae nonydeaus pusudeckoro gocrymna k UCII/x wim, o
KpaifHei mepe, kK cpeactBaM BBoja nHpopmarmu B UCITIH. X MOXHO 00BETMHHUTH 11O yCIOBUSIM
peanuzaiyy Ha TPU TPYIIIbL.

[lepBas rpynna BkitouaeT B ce0s yrpo3bl, pealu3yeMble B XO/€ 3arpy3Ku ONepaliMOHHON CUCTEMBI.
OTH yrpo3sl 6€30MaCHOCTH HH(POPMALIMK HAIIPABIICHBI HAa IEPEXBaT NapoJiei Win HACHTU(PUKATOPOB,
MOAM(UKAIMIO IporpaMMHOro obecrieueHust 0a30Boi cucteMbl BBoja/BbiBosia (BIOS), nepexsar
yIpaBJIEHUS 3arpy3Koi ¢ U3MEHEHHEM HE00X0AUMOM TEXHOJIOTNYECKON NHPOpMALUK [T TT0JTyYEHUs
HC/ B onepaunonnyto cpexy UCIT/IH. Yaie Bcero Takue yrpo3bl peaiu3yloTcsi C UCIOJIb30BaHUEM
OTUYKJIa€MBIX HOCUTENIEH HH(DOPMAITUH.

Bropas rpymnmna - yrpo3sl, peaau3yeMsle II0CIE 3arpy3KU ONEPALlMOHHOM Cpellbl HE3aBUCHUMO OT TOTO,
Kakasi IpUKJIaJHas IporpamMma 3amycKaeTcs M0JIb30BaTeIeM. DTH yrpo3bl, Kak IIPaBUIIO, HAIIPaBJIEHbI
Ha BBITIOJTHEHHE HETIOCPEACTBEHHO HECAHKIIMOHNPOBAHHOTO 1ocTyna K nHpopmanmu. [Ipu momydenun
JIOCTYTIa B ONIEPAIMOHHYIO Cpely HApYLIUTENb MOXKET BOCIIOIb30BATHCS KaK CTAHAAPTHBIMHU
(YHKIMSMU ONEPALMOHHON CUCTEMBI MIIM KaKOH-TMOO0 MPHUKIIaJHON MPOrpaMMBbl O0ILEro MOIb30BaHUS



(HaHpI/IMep, CUCTCMBbI YIIPABJICHUA 0a3zamu I[aHH]':»IX), TaK U CIICOHHUAJIBHO CO3JaHHBIMU JIJIs1 BBIIIOJITHCHUSA
HCCAHKIIUOHUPOBAHHOI'O JOCTYIIa IpOTrpaMMaMH, HAIIPUMCP:

— mporpaMmaMu IpocMoTpa U MOAHU(UKAIIU peecTpa;

~ IporpaMMaMH ITOMCKa TEKCTOB B TEKCTOBBIX (haiiyiax 1o KJIFOYEBBIM CJIOBAM U KOIIUPOBAHMUS,

~  cleUUalbHBIMU NIPOrpaMMaMH IIPOCMOTPA U KONIMPOBaHMs 3anuceil B 6a3ax JaHHBIX;

~ Iporpammamu OBICTPOTro MPOCMOTpa rpaduuecKux (aiiioB, UX pelaKTUPOBAHUS WIN
KOIIMPOBAHUS;

~ mporpaMMaMu HOJIEPKKH BO3MOKHOCTEH PEKOHPUTypalliy IPOrpaMMHOM cpenibl (HacTpONKU
WCII/IH B uHTEpEcax HapyIIUTEINs) U Jp.

Haxkowner, TpeTbs rpymnmna BKIIOYAET B ce0st yTpo3bl, peaan3aliis KOTOPBIX ONpeiesieTcsl TeM, Kakas
13 MPUKJIAJIHBIX IPOrPaMM 3aIlyCKaeTcs MoIb30BaTeNleM, WK (PakTOM 3arycka J1r000i u3
MPUKJIAJAHBIX TPOrpaMM. bosbias 4acTh TaKUX YIpo3 - 3TO YIpo3bl BHEAPEHUS BPEJOHOCHBIX
IIpOrpamm.

5.4. O0mast XxapakTEPUCTUKA YIpo3 0€30HaCHOCTH IIEPCOHAIBHBIX JAHHBIX, PEATU3YEMBIX

C UCITIOJIB30BAHUECM ITPOTOKOJIOB MCXCETCBOI'O BBaHMOIIefICTBHH

Ecu UCIT/In peann3oBana Ha 6a3e JJOKAIBHON WM pacrpeeIeHHOW HHPOPMAIIMOHHON CUCTEMBI, TO
B HEIl MOT'YT OBITh peajgn30BaHbl yrpo3bl 6€30MaCHOCTH WH(OPMAIIUK TyTEM UCIIOIB30BaHUS
MIPOTOKOJIOB MEKCETEBOT0 B3auMoaeicTBus. [Ipu s3tom moxker obecnieunBatbest HCJI x I[11H unm
peann30BBIBATLCS YTpo3a 0TKa3za B obcayxuBaHus. OcoOeHHO omacHbI yrpo3sl, korna UCITIa
MPEACTABISET COO0H pacnpeeIeHHYI0 HHPOPMAIIMOHHYIO CUCTEMY, TTOJAKITIOYCHHYIO K CETIM
00111ero MoJIb30BaHMsl M (UJTH) CETSIM MEXIYHApPOIHOTO HH(POpMaImOHHOTr0 oOMeHa. B ee ocHOBY
MOJIOKEHO CeMb CIEAYIONUX MEPBUYHBIX TPU3HAKOB KIaCCH(PHUKAIUH.

1. Xapaxktep yrpo3sl. [1o sToMy npu3HaKy yrpo3sl MOTYT ObITh TACCUBHBIE U AKTHUBHBIE.
[laccuBHas yrposa - 3T0 yrposa, Npu peann3alnuu KOTOpOH HE OKa3bIBAE€TCSI HEMOCPEACTBEHHOE
Biusinue Ha padoty UCIIJIH, HO MOTyT OBITh HApYIIIEHBI YCTAHOBJICHHBIC MTPaBUJIa PA3TrPAHUUCHUS
noctyna K [1J1a ninm cereBbiM pecypcam. [Ipumepom Takux yrpo3 siBJsieTcs yrposa "AHaiau3 CETEBOro
Tpaduka", HallpaBJIeHHAs HA MPOCIYIIHBAHUE KAHAJIOB CBSI3U U MEpEeXBaT MepeaaBaeMoit
uHbopManuu. AKTUBHAsS Yyrpo3a - 3TO Yrpo3a, CBsi3aHHas ¢ Bo3zeiicTBueM Ha pecypebl UCITH, mpu
peanu3a KOTOPOI OKa3bIBACTCS HEMOCPEJACTBEHHOE BIMSIHUE HA pa0OTy CHCTEMBI (M3MEHEHHE
KOH(Urypaluu, HapyleHue paboToCcnocoOOHOCTH U T.1.), U C HapYLIEHUEM YCTaHOBJIEHHBIX ITPaBUII
pasrpannyenus pocryna k [1/In wnm cereBsiM pecypcam. [Ipumepom Takux yrpo3s siBisieTcst yrposa
"Ortka3 B o0ciyxuBanun", peanusyemas kak "mropm TCP-3ampocos".

2. Lenp peanuzaruu yrpo3sl. [1o 3ToMy npu3Haky yrpo3sl MOTYT ObITh HaIllpaBJICHBI HA
HapylIeHHe KOH(UIECHIINAIbHOCTH, HEIOCTHOCTH U JOCTYITHOCTH MH(pOpMAIUH (B TOM YHCIIE Ha
Hapymenue padorocriocoonoctr UCII/{x nnm ee seMeHTOB).

3. VYcnoBue Havala OCyIIECTBIEHUS MIPOLiEcca peanu3alnn yrpossl. [1o 3ToMy npu3HaKky MOXKET

PCAIN30BLIBATLCA YI'PO3a:

T10 3a1poCy OT 00BEKTa, OTHOCUTEIIFHO KOTOPOTO peansyercs yrpo3a. B atom ciryuae
HapYLINTENb 0XKUAAET Mepeaadn 3a1poca ONpeIeIeHHOTO THIIA, KOTOPBINA U OYIET yCIIOBUEM
Hayaja OCYIIECTBICHUS HECAHKIIMOHUPOBAHHOTO IOCTYIIA;

~ IO HACTYIIJICHUIO O’KUAAEMOI0 COOBITHS Ha 00BEKTE, OTHOCUTEIBLHO KOTOPOT0 pealn3yercs
yrpo3a. B 3Tom ciiydae HapyIIMTEIh OCYLECTBIISIET IOCTOSHHOE HAOIIOIEHNE 32 COCTOSIHUEM



oneparmonHoii cucrembl MCIIJIH 1 py BOZHUKHOBEHUU OIPEAEIEHHOTO COOBITHS B ATOM
CHCTEME HaYMHAECT HECAHKLIMOHUPOBAHHBIN J10CTYII;

— 0e3ycnoBHOE Bo3zeiicTBue. B 3TOM cilyyae Hayasio OCyIecTBICHHs] HECAHKIIMOHUPOBAHHOTO
noctyna 0e3yCI0BHO 110 OTHOILIEHUIO K LIEIH JOCTyIa, TO €CTh yrpo3a peajln3yercsi HEMEIJIEHHO U
0E€30THOCUTENBHO K COCTOSTHUIO CUCTEMBI.

4. Hamaue ob6patroii csizu ¢ UCIT/In. [To 3ToMy mpu3HaKy IpoIece peaan3aiiy yrpo3bl
MOJKET OBITh C 00paTHOM CBA3BIO U 0€3 00paTHOM CBA3U. YTpo3a, OCcyIlIeCcTBIsIeMas TPy HATUYUN
obpatnoii cBs3u ¢ UCII/IH, XxapakTepu3yeTcsi TeM, 4TO Ha HEKOTOPBIE 3aIPOCHI, TIEpe/IaHHbIe Ha
NCIIH, HapymmTento TpeOyercs noiayduTs oTBeT. CienoBarenabHo, Mexay Hapymmrenaem u UCITIx
CylIecTByeT oOpaTHas CBsI3b, KOTOpast MO3BOJISET HAPYIINUTEIIO JIeKBaTHO pearupoBaTh Ha Bce
u3MeHenus, npoucxoasiue B UCIIIH. B otiinume ot yrpo3, peanuzyemMsbix Npu HAIMYUU 00paTHOM
csi3u ¢ UCIIJIH, pu peanuzaruu yrpo3 0e3 oOpaTHOM CBsI3U HE TpeOyeTcs pearupoBaTh Ha
Kakueanoo n3menenus, npoucxoasimmue B MCITIH.

5. Pacnonoxxenne Hapymmrenst otHocuteabHOo MUCIT/IH. B cooTBeTCTBUY € 3TUM NpHU3HAKOM
yrpo3a peajan3yercst Kak BHyTPUCETMEHTHO, TaK M MeXcerMeHTHO. CerMeHT ceTu - pusnueckoe
o0beanHeHne XocToB (TexHuueckux cpeacts MCIIJIH mimn KOMMyHHKAIIMOHHBIX 2JIEMEHTOB,
uMerImx cereBou aapec). Hampumep, cerment UCITIH 06pa3yeT COBOKYMTHOCTb XOCTOB,
MOJAKIIOYEHHBIX K cepBepy Mo cxeMe "obmrast muHa". B cinydae, Korma uMeeT MecTo
BHYTPHUCEIMEHTHAs yrpo3a, HapyIUTeIb UMeeT (PU3nUecKuil T0CTYI K alnapaTHbIM JIeMEHTaM
NCIIJH. Ecin umeeT MecTo MEKCETMEHTHAs yrpo3a, To Hapymurens pactioynaraercs BHe UCI/IH,
peanusys yrpo3y u3 apyroi cetu uiau u3 apyroro cermerra MUCII/Ix.

6. YpoBeHB STAIIOHHOIN MOJIEH B3aMMOJIEHCTBHS OTKPBITHIX cucteM <*> (ISO/OSI), Ha koTOpOoM
peanuzyercs yrposa. [1o 3ToMy npu3Haky yrpo3a MOXKeT pean30BbIBaThCs Ha (PU3MUECKOM,

KaHaJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEAHCOBOM, IIPEICTaBUTEIBLHOM U IIPUKJIAJHOM YPOBHE MOJIEIIH
ISO/OSI.

<*> Mexaynapoanast Oprauusarust o Crangaprusanun (ISO) npursiia cranmapt [ISO 7498, onucsiBaroiuii B3anMoeiicTBiue oTKphIThIX cucteM (OSl).

1. CooTtHotieHue konyecTBa HapymuTesnei u aneMenToB UCIIH, OTHOCUTEIBHO KOTOPBIX
peanuzyercs yrposa. [lo sToMy npusHaky yrpo3a MOXeT ObITh OTHECEHA K KIIacCy yrpo3,
peanu3yeMbIX OJHUM HapyIIUTeIeM OTHOCUTEIBHO OAHOT0 TexHudeckoro cpeactsa MCII/IH (yrposa
"o1MH K 0HOMY"), cpa3y OTHOCHUTENBHO HECKOJIbKUX TexHndeckux cpeacts UCII/nH (yrpo3a "oaun
KO MHOTUM") WJIM HECKOJIbKUMH HAPYIIUTENISIMHU C Pa3HbIX KOMIIBIOTEPOB OTHOCUTEIBHO OJIHOTO WU
HeckoNbkuX TexHuueckux cpencts UCIIIH (pacnpeneneHHbie Wiu KOMOMHUPOBaHHBIE yTPpo3bl). C
y4eTOM MPOBEJACHHOMN Kaccu(PHUKAIIMY MOKHO BBIJICIUTH CEMb HanbOJIee YacTo peaan3yeMbIX B
HaCTOSAILEE BPEMS yIPO3.

Ota yrpo3a peaau3yercs ¢ IOMOIIBIO CIeNHaIbHOM MporpaMMbl-aHaIu3aTopa nakeTos (sniffer),
IIepEeXBATHIBAIOIIEH BCE MTAKETHI, IEPEIaBAEMBbIE 110 CETMEHTY CETH, U BBIACIAIONIEN Cpeu HUX TE, B
KOTOPBIX NEpeAaroTCs UACHTU(PHUKATOP MOIB30BATENS U €0 Naposib. B Xoze peanusanuu yrpo3sl
HapyIIUTeIb U3y4aeT JOTUKY pabOoThl CETU - TO €CTh CTPEMUTCS MOJIyYUTh OJHO3HAUHOE
COOTBETCTBUE COOBITUH, TPOUCXOAAIINX B CUCTEME, U KOMaH]I, IEPEChUIAEMBIX ITPH ATOM XOCTaMH, B
MOMEHT IOSIBJICHHUS JaHHBIX COOBITHI. B nanbHeieM 3To Mo3BOJSET 3I0YMBIIIICHHUKY Ha OCHOBE
3a/1aHusl COOTBETCTBYIOIMX KOMaH/]l IOJy4YUTh, HAIPUMEp, IPUBUIIETHPOBAHHBIE NTPaBa Ha IEUCTBUS
B CUCTEME WJIM PACIIUPUTH CBOM ITOJIHOMOYUS B HEl, IEPeXBATUTh OTOK MEPEJaBAEMBbIX JTaHHBIX,
KOTOPBIMH OOMEHUBAIOTCSI KOMIIOHEHTBI CETEBOM ONEpallMOHHON CUCTEMBI, [l U3BICUYEHUS
KOH(pHIEHIMATBbHON MU UASHTU()UKALMOHHOW HH(pOpMaLUu (HapUMep, CTATUYECKUX Maposen
MIOJIB30BATENIECH I JOCTYIIA K yAaleHHbIM xocTtaMm 1o nporokonam FTP u TELNET, ne
[Ipe1ycMaTpUBAOIIUM MIH(PpPOBaHUE), €€ MOAMEHBI, MOJU(PUKALIUY U T.I1.



2. CkaHUpOBaHHE CETH.

CyIHOCTSb Mpoliecca pealu3aliy yrpo3bl 3aKII0YaeTcs B Iepeiade 3alpocoB CETEBBIM CIIyXk0aM
xoctoB VICIT/IH 1 aHanu3e oTBETOB OT HUX. Llenb - BhIIBIIEHUE UCTOIb3YyEMBIX IPOTOKOJIOB,
JOCTYIHBIX TIOPTOB CETEBBIX CITYKO, 3aKOHOB (hOPMUPOBAHUSI UJIEHTU(DUKATOPOB COETUHEHUH,
OTIpeJieIeHNE aKTUBHBIX CETEBBIX CEPBUCOB, M0A00P UIEHTH(PHUKATOPOB U MapoJieH MMoJIb30BaTeNeH.

3. Yrpo3a BBISIBICHHS MApOJIS.

[ens peanmzaruu yrpo3sl coctouT B moiaydennu HCJI myTeM mpeo1oiaeHust mapodbHOM 3aIUTHI.
3I10yMBIIIEHHUK MOXKET PEeaM30BbIBATH YIPO3Y € MMOMOIIBIO IEJIOr0 psifia METOJIOB, TAKUX KAK
IpOCTOi nepedop, nepedop ¢ UCIOIb30BAHUEM CIIEIIUANBHBIX CI0Bapel, yCTAaHOBKA BPEJOHOCHOU
MIPOrpaMMEI JIJIsl TIepexBaTa MmapoJisi, MoJaMeHa JoBepeHHoro o0bekTa cetu (IP-spoofing) u mepexpar
nakeToB (sniffing). B ocHOBHOM 11 peanu3anuu yrpo3bl HCHOI3YIOTCS CIIEHAIBHBIC TPOTPaMMBI,
KOTOPBIE MBITAIOTCS MOYYUTh JOCTYI K XOCTY IIyTEM MOCIE0BATEIIFHOTO Mo00pa maposieii. B
cilydae ycrexa, 3JI0yMBIIUICHHUK MOXKET CO3/1aTh JUTsl cebst "mpoxoa” i Oyaymiero J0CTyna,
KOTOpBIA OyIeT AeMCTBOBATH, 1a)Ke €CITU Ha XOCTE U3MEHUTH MapoJib JOCTYTA.

4. [TongmeHa TOBEpeHHOT0 0OBEKTA CEeTH U Mepeiaya 1Mo KaHajaaM CBSI3U COOOIIEHUI OT €ro UMEHHU C
MIPUCBOEHUEM €ro IIpaB JOCTyIa.

Taxkas yrpo3a 3(hHeKTHBHO peanusyeTcsl B CUCTEMaX, TJie MPUMEHSIOTCS HECTOMKUE alTOPUTMBI
UACHTU(DUKAINH U ayTeHTU(UKAIIUN XOCTOB, TI0JIb30BaTenel u T.4. [1o1 1oBepeHHBIM 00bEKTOM
TTIOHUMAETCA OOBEKT CETH (KOMIBIOTEP, MEKCETEBOM dKpaH, MAPIIPYTU3ATOP U T.I1.), JIETATHLHO
MOJIKJIFOYEHHBIN K CEPBEPY.

MOFYT OBITH BBIACJICHEI IBC Pa3HOBUAHOCTH IIPOIECCa pCain3allun YKaSaHHOﬁ YI'PO3LI: C
YCTAaHOBJICHUECM U oe3 YCTAHOBJICHHA BUPTYAJIbHOI'O COCIUHCHUA.

[pomecc peanu3anuy ¢ yCTaHOBICHHEM BUPTYaJbHOTO COSIMHEHUS COCTOUT B IPUCBOCHUH TIPaB
JOBEPEHHOTO CyObeKTa B3aMMOJICHCTBHS, YTO ITO3BOJISIET HAPYIIUTEIIO BECTH CEaHC paboTHhI C
00BEKTOM CETH OT MMEHH JIOBEpPEHHOT0 cyObekTa. Peanusanus yrpo3sl JaHHOTO TUIIA TpeOyeT
MIPEOJIOJICHUS CUCTEMBI HICHTU()UKALMY U ayTeHTH(UKALINK cOOOIIeHnH (Hanpumep, ataka
rshenyx661 UNIX-x0cTa).

[Tpouecc peanuzanuu yrpo3bl 0€3 yCTaHOBJIEHUS BUPTYaIbHOTO COSAMHEHUS MOKET UMETh MECTO B
CETSX, OCYIIECTBISIOMUX UACHTHU(PHUKAIIMIO TIEpeJaBaeMbIX COOOIIEHUH TOIBKO MO CETEBOMY aJIpecy
otnpasuTelia. CyIIHOCTh 3aKII0YAeTCs B Iepeaaue clIy>KeOHBIX COOOIIEHUI OT IMEHU CETEBBIX
YIPaBJIAIOIUX YCTPOHCTB (HapuMep, OT UMEHH MapIIpyTU3aTOPOB) 00 U3MEHEHUU MapILIPyTHO-
aJipecHbIX AaHHBIX. [Ip1 ’TOM HEOOXOIUMO UMETh B BUJLy, UTO €JUHCTBEHHBIMHU UJCHTU(UKATOPAMHU
aboHeHTOB U coeauHenus (o nportokony TCP) sBusroTes aBa 32-6utHbIX mapamerpa Initial
Sequence Number - ISS (romep nocienoBatenbHocTH) U Acknowledgment Number - ACK (Homep
noarBepxkaenus). CiemoBaTenbHo, 1Tt popmupoBaHus JioxkHoro TCP-nakera HapymmTe o
HE0O0XOAMMO 3HATh TEKYIINE UICHTH(PHUKATOPHI A1 JaHHOTO coeannenus - [SSa u ISSb, rae: I1SSa -
HEKOTOpPOE YHCICHHOE 3HAUCHHE, XapaKTePHU3YIOLIee MOPSAKOBbI HOMEP OTIPABIISIEMOTO
TCPnaxkera, yctanasnusaemoro TCP-coeuHeHNs, HHUIIMMPOBAHHOTO XOCTOM A

ISSb - HekoTOpOE YKCIeHHOE 3HAUCHUE, XapaKTepU3yIoLIee MOPSIKOBBII HOMEp OTHPABISEMOTO

TCPnakera, yctanaBauBaemoro TCP-coeqnHeHns, ”HULIMMPOBAHHOTO XO0CTOM B.



3nayenne ACK (Homepa noarBepxaenus yctanoieHus: TCP-coenuHeHns) onpeensercst Kak
3Ha4YeHHEe HOMEPA, MOJIyYEeHHOT0 OT pecroHaeHTa ISS (Homep nmociae10BaTeabHOCTH) IUTIOC €IMHHIIA
ACKb =1SSa + 1.



B pesynbrare peanuzanuu yrpo3bl HApyIIMTENb OJIyYaeT MpaBa J0CTyla, YCTAHOBIEHHBIE €r0
MOJIB30BATEJIEM JIJI JOBEPEHHOTO aboHEeHTa, K TexHuueckomy cpeactBy MCII/In - nenu yrpos.

5. HaBs13pIBaHuE JI0’KHOTO MapuIpyTa CETH.

JlaHHas yrposa peaju3yeTcs OJJHUM U3 JABYX CIIOCOOOB: IIyTEM BHYTPHUCETMEHTHOI'O WIN
MEXCErMEHTHOT'O HaBsI3bIBaHUSA. BO3MOXKHOCTH HaBsA3bIBAHMUS JIO)KHOTO MapuIpyTa o0yciioBlieHa
HEJ0CTaTKaMH, MPUCYIIMMU aJTOpUTMaM MapLIpyTU3alKH (B YACTHOCTH, U3-3a POOJIEMBI
UACHTU(UKAIIIH CETEBBIX YIPABIAIONUX YCTPOICTB), B pe3yJIbTaTe Yero MOXHO ITONAacTh, HAIPUMED,
Ha XOCT WJIU B CETh 3JIOYMBIIIJIEHHUKA, IJIe MOXHO BOMTH B ONEPALIMOHHYIO CPEy TEXHUUYECKOTO
cpeacta B coctaBe MCIIJIH. Peanuzanus yrpo3bl OCHOBBIBAETCS HA HECAHKIIMOHUPOBAHHOM
UCHOJIb30BaHUU NpoToKoI0B Mapiipytusanuu (RIP, OSPF, LSP) u ynpasnenus cetsio (ICMP,
SNMP) 115t BHECEHUSI U3MEHEHUH B MapIIpyTHO-apecHbIe Ta0IuIbL. [Ipy 5TOM HapyIIUTEIIO
HE00XO0JIMMO MOCIaTh OT UMEHU CETEBOI0 YNPABJISIOLIET0 YCTPOUCTBA (HallpUMEp, MapLIpyTU3aTOpPa)
yIpaBsIoLIee COOOLICHHE.

6. Baeapenue 10XHOTO 00BEKTa CETH.

DTa yrpo3a OCHOBaHa Ha MCIOJIb30BAaHUHU HEJOCTATKOB AJITOPUTMOB YIAJICHHOTO MOUCKa. B cirydae,
ecJIi 00BEKThI CETH U3HAYAJIbHO HE UMEIOT aipeCcHOM HH(OpMALUU APYT O IPYre, UCIOIb3YIOTCS
pa3JIMYHbIC MPOTOKOJIBI YaajaeHHoTo orcka (Hanpumep, SAP B ceTsx Novell NetWare; ARP, DNS,
WINS B cetsix co ctexkom npotokonioB TCP/IP), 3akmrodaromuecs: B mepeaade mo ceTH CrennaaIbHbIX
3arpocoB U TIOJTYYEHUU Ha HUX OTBETOB C HCKOMOi nHpopmanueit. [Ipu 3Tom cymiecTByer
BO3MOXHOCTb II€peXBaTa HapyIIUTEIEM ITOMCKOBOTO 3alIpOCa M BbIJJAYM HA HETO JIO)KHOTO OTBETA,
HCIIOJIb30BaHUE KOTOPOTO MPUBEAET K TpeOyeMOMY U3MEHEHHUIO MaplIpyTHO-aIpECHBIX JaHHbIX. B
JanbHEWIIEM BECh MOTOK HH(OPMAIIIH, aCCOLIMUPOBAHHBIN C 00bEKTOM-KEPTBOI1, Oy1eT IPOXOAUTh
4yepe3 JIOKHBI 00BEKT CETH.

7. Otka3 B 00CIyKMBaHUU.

OTH yrpo3bl OCHOBAaHbI HAa HEJOCTAaTKaX CETEBOr0 MPOrPaMMHOI0 00eCTIeYeHus, ero yA3BUMOCTSIX,
MO3BOJISIOIINX HAPYIIUTENIO CO3/1aBaTh YCIOBUS, KOT'/1a ONIEPAllMOHHAs CUCTEMA OKa3bIBAETCs HE B
COCTOSIHUM 00pabaThIBaTh MOCTYIAIOIINE TTAKETHI.

MoryT OBITH BbLIE€TIEHBI HECKOJIBKO Pa3HOBUIHOCTEN TaKUX YIpo3:

a) CKPBITBIN OTKa3 B 00CITy)KMBaHUY, BEI3BAaHHBIN NpuBIedeHneM yacTu pecypcoB UCIIIx Ha
00paboTKy MaKeTOB, NEPEIABAEMBIX 3JI0YMBIIUIEHHUKOM CO CHHKEHHEM IPOITYCKHOM CITOCOOHOCTH
KaHaJIOB CBSI3U, IPOU3BOAUTEIBHOCTH CETEBBIX YCTPOUCTB, HapyLIEHHEM TpeOOBaHUN KO BpEMEHU
00paboTku 3anpocoB. [Ipumepamu peanuzanuu yrpo3 HoJo0OHOI0 pojia MOT'YT CIIYKHTh:
HaNpaBJICHHBIN MITOPM 3X0-3ampocos 1o npotokony ICMP (Ping flooding), mropm 3anpocoB Ha
ycranoBieHue TCP-coenunaenuii (SYN-flooding), mropwm 3anmpocoB k FTP-cepsepy;

0) ABHBIN O0TKa3 B 00CITy’)KMBaHUM, BbI3BaHHBII ncuepnanueM pecypco UCIIIn npu o6paboTke
MIAKETOB, IEpEAaBaEMbIX 3JI0yMBIIIEHHUKOM (3aHATHE BCEH MOJIOCH! IPOIYCKaHMsI KAHAJIOB CBSI3H,
MIEpETOIHEHNE OUepeiel 3alIpocoB Ha 00CITyKUBaHUE), TPH KOTOPOM JIETaJIbHbIE 3aIIPOCHI HE MOTYT
OBITh IIEpEJaHbl UePEe3 CEeTh U3-3a HEAOCTYITHOCTH CpeJibl IEpeaayuu JIM00 MOoIydarT OTKa3 B
00CITy>)KUBaHUM BBU]y NIEPENIOJHEHUS OUepeiei 3alpocoB, AUCKOBOTO MIPOCTPAHCTBA NAMSITH U T.J.
[IpumepamMu yrpo3 JaHHOTO TUIIA MOTYT CIIYKHUTh IITOPM IKpokosemaTenbHbix ICMP-3x0-3ampocos
(Smurf), nanpaBnennsiii mtopMm (SYN-flooding), mTopm cooOiieHuii moutoBomy cepsepy (Spam);
B) SIBHBIM OTKa3 B 00CITy’KWBAaHUH, BbI3BAaHHBIA HAPYIIEHUEM JIOTHYECKON CBA3HOCTH MEXTY
texauueckumu cpeactsamu UCIIJIH npu nepegave HapymuTeaeM yIpaBISIONIMX COOOMEHUN OT
UMEHH CETEeBBIX YCTPONCTB, MPUBOAAILINX K U3MEHEHUIO MapLIPyTHO-aJPECHBIX JAHHBIX (Hapumep,



ICMP Redirect Host, DNS-flooding) niu naeHTH(UKAIMOHHON U ayTEHTU(DHUKAITHOHHON
nH(pOpMaIINK;

I) SBHBIA OTKa3 B OOCIyXMBaHHM, BbI3BaHHBIM Mepefadyell 3JOYMBIIICHHUKOM IIaKETOB C
HecTaHIapTHRIME aTpuOyTamu (yrpossl tuma "Land", "TearDrop”, "Bonk", "Nuke", "UDP-bomb")
WIM WMEIOIIUX JUIMHY, MPEBBIIAIONIYI0 MaKCHUMAalbHO IOMYyCTHMBIH pasmep (yrpo3a tuma "Ping
Death"), yTo MOXXeT IpUBECTH K COOIO CETEBBIX YCTPOUCTB, yUaCTBYIOUIMX B 00pabOTKE 3a1IpOCOB, IPU
YCIIOBHHY HAJMYUS OIIMOOK B IPOTPaMMaXx, peaTH3yIONIIX MPOTOKOJIBI CETEBOro oOMeHa. PesynbraTom
peanm3anuyl JTaHHOH YTpO3bI MOXET CTaTh HapylIeHHE pabOTOCIIOCOOHOCTH COOTBETCTBYIOIICH
CITy>kO0BI penocTaBieHus yaanennoro noctymna k [11a 8 UCIIH, nepemada ¢ oqHOTO aapeca Takoro
KOJINYECTBA 3alpOCOB HA MOJKIIOYEHHWE K TeXxHuueckoMmy cpeactBy B coctaBe MCII/H, kakoe
MaKCHUMAaJIbHO MOJKET "BMeCTHTh" TpadukK (HampaBICHHBIH "TITOPM 3ampocoB'), 4TO BiIeYET 3a COOOM
MIEPENOTHEHUE OuYepey 3alpOCOB M OTKa3 OAHON M3 CETEBBIX CIYy)XO WM MOJHYIO OCTaHOBKY
KOMIIBIOTEpPA H3-32 HEBO3MOXKHOCTH CHCTEMBl 3aHHMAThCS HHUYEM JpPYyTrUM, KpoMe 0O0paboTKu

3aIrpoCoB.

8. Y naneHHsli 3a1yCK NPUII0KEHHMN.

VYrpo3za 3akiovaercs B cTpeMiieHud 3anyctuTh Ha xocte UCII/IH pa3iuyuHbie npeBapuTeasHO
BHEJIPEHHBIE BPEJOHOCHBIE ITPOrPaMMBbI: POTPAMMBbI-3aKJIaJIK1, BUPYCHI, "'CETEBbIE IIITUOHBI",
OCHOBHas 11eJIb KOTOPBIX - HapyIllIeHHUe KOH(PUAECHIUAIBHOCTH, LEJIOCTHOCTH, JOCTYITHOCTH
MHGOPMAaILUU U MTOJIHBIA KOHTPOJIb 32 paboToi xocTa. KpoMe Toro, BO3MokeH HeCaHKIIMOHUPOBAHHBIN
3aIlyCK MIPUKJIAJHBIX IPOrpaMM IO0JIb30BaTeNIEH JI1 HECAHKLIMOHUPOBAHHOIO MTOJIy4YEHUS
HE0OXOIMMBIX HApYIIUTENIO JaHHBIX, AJI 3aIlyCKa yIPaBIsIEMbIX MPUKIAAHON IpOrpaMMoi
MIPOLIECCOB U .

Brinenstor Tpu nmoakiiacca JaHHBIX yIPO3:
1) pacnipoctpanenue (HaiiioB, couepKaIiux HeCaHKITHOHUPOBAHHBIN UCTIOHIEMbIN KOJI;

2) yIaaneHHbIN 3aMyCK MPUIIOKEHUS IyTeM NepenoHeHus Oydepa npuioKeHuii-cepBepos; 3)
yJIaJICHHBIN 3aITyCK MPHUIOKESHHUS ITyTEM HCITOJIb30BaHHS BO3MOYKHOCTEH yIaJICHHOTO YIPaBICHUS
CUCTEMOU, MPEOCTABISEMBIX CKPBITBIMU MIPOrPAMMHBIMH U allllapaTHBIMU 3aKJIaIKaMH JTH00
HCIIOJIb3YCMBIMU ITATHBIMU CPCACTBAMMU.

TumoBsie yrpo3sl EPBOTO U3 YKa3aHHBIX MOJIKJIACCOB OCHOBBIBAIOTCS HA aKTHBH3AIIUN

pacmpocTpaHseMbIX (aiIoB Mpu coydaitHoM oOparieHnu K HuM. [Ipumepamu Takux ¢aitiioB MOryT

CITY>KUTh: (haiisibl, copeprKalre UCTIOHIEMBIN KO/ B BH/IE MAKpOKOMaH I (10KyMeHThI Microsoft

Word, Excel u T.11.); html-n0oxymMeHTBI, copeprkaliiue UCTIOHIEMbIN KO/ B BUJIE deMeHTOB ActiveX,
Java-anmuieToB, HHTEPIPETUPYEMBIX CKPUIITOB (HallpuMep, TeKCThI Ha JavaScript); daitnsl,
coJieprKalliie UCIOMHIAeMbIE KOIbI mporpaMM. Jliist pacpoctpanerust (aiiioB MOTYT UCTIOTIB30BaATHCS

CITyOBI 3JIEKTPOHHOM MOYTHI, TIepeadu GailyioB, ceTeBoi (aiIoBOIl CHCTEMBI.

ITpu yrpo3ax BToporo nojkiacca UCIoIb3yTCsl HEJOCTATKU IPOrpaMM, PEaTu3yIOIUX CETEBbIe
CepBHUCHI (B YaCTHOCTHU, OTCYTCTBHE KOHTPOJIS nepenosinenus 0ydepa). Hactpoiikoii cucteMHBIX
PErMCTPOB MHOT 1A YAETCS MEPEKIIOYUTH MTPOLIECCOP MOCIE NPEPbIBaHNUs, BEI3BAHHOTO
nepenojaHeHneM Oydepa, Ha UCTIOHEHUE KOJIa, CoAep Kalerocs 3a rpanuueit oydepa. [Ipumepom
pean3almy TakKoOW yrpo3bl MOKET CIIYKUTh BHEAPEHUE IMPOKO U3BECTHOTO "BUpyca Moppuca'.
IIpu yrpo3ax TpeTbero nojkiaacca HapyLUHUTEIb UCIIOIb3YET BO3MOKHOCTH YAAJIIEHHOTO YIIPABIECHUS
CUCTEMOMH, IPEJOCTABISIEMbIE CKPBITBIMM KOMIIOHEHTAMHU (HampuMep, "TpOsSSHCKUMHU'" IIpOrpaMMaMHu
tuna Back Orifice, Net Bus) nu6o mraTHeIMU CpeacTBaMu YIIPABICHHUS U aIMUHICTPUPOBAHUS



komnbroTepHbIX ceTel (Landesk Management Suite, Managewise, Back Orifice u 1.11.). B
pe3yabpTaTe UX UCIOJIb30BaHUs YAAETCs TOOUThCS y1aJeHHOTO KOHTPOJIS HaJl CTAaHIMEH B CETH.
CxeMaTH4HO OCHOBHBIE 3TAIbl PAOOTHI ATHX MPOTPAMM BBITIISAT CICTYIOIUM 00pa3oM:

UHCTAJIIAIUSA B IIaMATH,

OXXHAAHUC 3alIpocCa € YIAJICHHOI'O XOCTa, HAa KOTOPOM 3allyliCHa KIIMCHT-IIpOorpaMma, 1 00MeH ¢

HEN COOOIIEHUSIMH O TOTOBHOCTH;

nepeaava nepeXBaquHoﬁ I/IH(I)OpMaI_II/II/I KIIMCHTY WX NPCAOCTABICHHUEC MY KOHTPOJISL HAL

ATaKyCMbIM KOMIIBIOTCPOM.

Bo3MoxHEIe MOCJICACTBUA OT pCain3allii YIp0O3 Pa3JIMYHBIX KJIIAaCCOB IMTPHUBCICHEI B Ta6n1/1ue.

Tabnuua: Bo3MoKHBIE TOCIEACTBUS PEATU3ALNHN YTPO3 PA3IMYHBIX KJIACCOB
N Tun ataku Bo3MokHBIE TTOCIEACTBYS
/o
1 AHanu3 ceTeBoro Tpaduka HccnenoBanne XapaKTepUCTHK CETEBOro Tpaduka, mepexBar

nepeaBaeMbIX TAaHHBIX, B TOM YHCIIE HICHTH()UKATOPOB U IMapoei
MoJb30BaTeNeh

2 CkaHUpOBaHHE CETH OnpeneneHne  MPOTOKOJIOB,  JIOCTYIHBIX TOPTOB  CETEBBIX  CITYyXKO,
3aKOHOB (hOpMHUPOBAHHS HUIACHTU(DHUKATOPOB COCTMHEHUH, AKTHBHBIX
CEeTEBBIX CEPBUCOB, HICHTU(HUKATOPOB W MapoJjel rmoiab3oBaTenen
3 "IMaponpHas" aTaka Bremonaenne  moGoro JIECTPYKTUBHOTO NEHCTBUS, CBS3aHHOTO C|
TMMOJTYUYCHHUEM HECAHKIITMOHUPOBAHHOI'O JTOCTYyIIa
4 ITonmena moBepeHHOTO OOBEKTA W3MeHeHne Tpacchl — MPOXOXKICHHSA COOOIICHUH, HECAaHKIIMOHUPOBAH-
cetn HO€ M3MEHEHHE MAapUIPYTHO-aIPECHBIX JaHHBIX. HecaHKIIMOHUPOBaHHBIN
JIOCTYII K CETeBBIM pecypcaM, HaBs3bIBaHHE  JIOKHOW MH(pOpMaIn
5 HagsspiBanue noxHoro Mapuipyra | HecaHkunonupoBaHHOe M3MEHEHHUE MapIIPyTHO-aIPECHBIX TaHHEIX,
aHaJIM3 ¥ MogM(UKaUMs IepeaaBaeMbIX JaHHBIX, HABSI3bIBAHHUE JIOKHBIX
cooO0IIeHni
6 Buenpenue snoxxHoro oobekra cetu | [lepexBar  u  mpocmotp — Tpaduka. HecaHKIMOHMPOBAaHHBIH JOCTYII K|
CEeTEBBIM pecypcaM, HaBs3bIBAaHWE  JIOKHOHW MH(
7 Otka3 | YactuuHoe ncuepnanune | CHIDKEHHE TPOIYCKHOH CIIOCOOHOCTH KaHalOB CBS3H,
MIPOU3BOANTEIHHOCTH CETEBBIX cTpoiictB.  CHMXeHHE
B pecypcoB P A yerp N
5 MIPOU3BOANUTEIHHOCTH CEpPBEPHBIX MPHIOKEHUN
o0ciy
KH- [TonHoe  wmcuepnanue HeBo3M0OXHOCTB Iepeiaun COOOIIEHU M3-32 OTCYTCTBHS JOCTyNa K
BAHMH | pecypcos cpeie mepegayd, OTKa3 B yCTaHOBJIEHHM coenuHeHHs. OTkas B
MPEI0CTaBIICHUHU cepBHca (JIEKTPOHHOU T0UTHI, (hailyIoBOro M T.1I.)
Hapymenue  noru- HeBo3MoXHOCT TIepenaun, coOOIMIEHHH M3-32 OTCYTCTBHSI KOPPEKTHBIX
YECKOW  CBSI3HOCTH MapIIPyTHO-aIPECHBIX JaHHBIX. HEBO3MOKHOCTHIONYUEHHS ycIyT
MEXAy aTpuldyTamu, BBU/ly HECAHKIMOHUPOBAHHOMU MoJU(UKAIMKA HICHTU(PHUKATOPOB,
JTAaHHBIMH,00bEKTaMA [rapojei u T.II.
Hcnonp3oBanme omubok | Hapymenne paboTocriocoOHOCTH CETEBBIX
B IIPOrpaMmax YCTPOMICTB
8 VYaane |Ilytem PacChUIKA Hapymenne KOH(pHICHIINATBHOCTH,
H- (haiinoB, conepKalMX | LEJIOCTHOCTH, TOCTYITHOCTH MH(OpManuu
—_— BUPYCHOE 3apakKeHHE
samyck |IIyTeM  TeEperoiHeHus
a BEPHOT
mpmsTo Oydepa cepBepHOTO

TIPUIOKECHUSA




xKe- ITyrem wucnonb3oBanus | CKpBITOE yIpaBICHUE CHCTEMOM
Mt YIAJICHHOTO YIIPaBJICHUS
CUCTEMOI, IpeaocTaBsie
MBIX  CKPBITBIMH
IPOrPaMMHBIMH

3aKIaJKaMH 100
IITATHBIMU CPEJICTBAMHU

[Tpornecc peanuzanuu yrpo3sl B 00IIEM Cllydae COCTOMT U3 YETBIPEX 3TAIOB:

— cbopa uapopmanuu;

~  BTOpXEHHUs (IPOHUKHOBEHHUS B ONEPALMOHHYIO CPEAY); — OCYIIECTBICHHUS
HECAaHKLMOHUPOBAHHOIO JJOCTYIIA;

~ JIMKBUJALMHU CJIEI0B HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.

Ha stane c6opa nnpopmaly HapyImuTenIss MOT'yT HHTepecoBaTh paznnunble cBenenus 06 UCIIAH, B

TOM YUCIJIE:

a) O TOTIOJIOTUU CETH, B KOTOPOH (PYHKIMOHUPYET cuctema. IIpu 3ToM MOKET uccieaoBaThest 001acTb

BOKPYT CETH (HarpuMep, HapyIIUTeNss MOI'YyT MHTEPeCOBaTh ajipeca JOBEPEHHBIX, HO MEHee

3allMIIEHHBIX XO0CTOB). [l onpeiesieHns JOCTYITHOCTH XOCTa MOTYT MCIIOJIb30BaThCs IPOCTENIIINE

KoMaH/Ibl (Hanpumep, komanaa ping amns nocsuikun ICMP-3anpocoB ECHO REQUEST c¢ oxunanuem

Ha HUX ICMP-otBeToB ECHO REPLY). CymiecTByIOT yTHINTBI, OCYLIECTBISAIOIINE MapajljieIbHOe

oTpezieNIeHUe TOCTYITHOCTH XOCTOB (Takue Kak fping), KoTopble ciocOOHBI TPOCKAHUPOBATH OOJIBIIYIO

00J1aCTh aPECHOr0 MPOCTPAHCTBA HA MPEIMET JOCTYITHOCTH XOCTOB 32 KOPOTKHI MPOMEKYTOK

BpeMeHH. TOoIoJIorust CeTH 4acTo ONpeesIsieTCs] HA OCHOBAHUU "CYETUYMKA y3/10B" (AUCTAHIIUU MEXKIY

xoctamn). [Ipu 3ToM MOTYT IpUMEHATHCS TaKue MeTObl, Kak "Monynauun TTL" u 3anucu mapuipyra.

Meton "monynsiun TTL" peanuszoBan mporpammoii traceroute (st Windows NT - tracert.exe) u

3akirouaercs B MonyJrsanuu nosist TTL IP-nmakeros. [[ns 3anvcu MapmpyTa MOTYT UCIIOJIB30BAThLCS

ICMP-makeTs1, co3/1aBaeMbie KOMaHION ping.

Co6op nHpOpMAIII MOXKET OBITH TAK)KE OCHOBAH Ha 3ampocax:

— & DNS-cepBepy o ciiicke 3aperucTpupOBaHHBIX (M, BEPOSTHO, AKTUBHBIX ) XOCTOB;

— K MapuipyTu3aTropy Ha ocHoBe mporokoiia RIP 06 u3BecTHBIX MapipyTax (MHPOpMAIHUS O
TOIOJIOTUU CETH);

~ K HEKOPPEKTHO CKOH(UTYPUPOBAHHBIM YCTPOHCTBAM, OIEPKUBAIOIINM MTPOTOKOST SNMP
(vHpOPMAIHS O TOTIOJOTHUHU CETH).

Ecu UCIT/In naxonutes 3a MexceTeBbIM dkpaHoM (MD), Bo3MorkeH coop nHdopmaiuu o
koHpuryparuu MO u o tonosioruu UCIT/In 3a M3, B TOM unciie myTeM MOCBUIKH TAaKETOB Ha BCE
MOPTHI BCEX MPEIoNaraeMbIX XOCTOB BHYTPEHHEH (3aluilaeMoil) ceTu;

0) o Tune onepaunronHoi cucteMsl (OC) B UCITIH. Camblii u3BecTHBIN cioco onpenenenus tuna OC
X0CTa OCHOBAaH Ha TOM, 4TO pa3iuuHble Tulbl OC no-pa3HoMy peanu3yroT TpeOOBaHUS CTaHIapTOB
RFC k crexy TCP/IP. D10 mo3BojsieT HapyIUTENIO yaajneHHo uaeHtuduimponars Tun OC,
yctanoBieHHOH Ha xocte MCII/IH myTeM mOChUIKH criennaIbHbIM 00pa3oM chOPMUPOBAHHBIX
3alpOCOB U aHAJIN3a MOJIYYECHHBIX OTBETOB.



Cy1IecTBYIOT ClIEIMANIBHBIE CPEJICTBA, PEATM3YIOLIUE JaHHbIE METOAbI, B yacTHOCTH, Nmap u QueSO.
MoXHO OTMETHUTH TakKe Takoi MeToa onpeaeneHus Tuna OC, Kak IpOCTEUIINN 3alpoc Ha
YCTaHOBJICHHE COSIMHEHUS 110 MPOTOKOITY YAAICHHOTO noctyna telnet (telnet-coenuuenus), B
pe3yibTaTe KOTOpOro 1o "BHEIIHeMY BHay" oTBeTa MOxHO onpeaenuts Tunl OC xocta. Hanmnuue
OTIpE/ICIIEHHBIX CEPBUCOB TAKKE MOXKET CIYKUTh JOMOIHUTEIbHBIM MIPU3HAKOM JJIs OTNpPE/IesICHUs
trna OC xocTa;

B) 0 (PYyHKIIMOHHUPYIOIIKX HA XOcTax cepBucax. OnpeneneHe cepBUCOB, UCIIOIHAEMBIX Ha XOCTE,
OCHOBAHO Ha METO/I€ BBISBJICHUS "OTKPBITHIX MOPTOB", HAIIPABIEHHOM Ha cOOp MH(OPMALIMU O
JIoCTynmHOCTH XocTa. Hampumep, nns onpenenenus noctynaoctu UDP-mopra HE00X0AMMO OTYyYUTh

OTKJIMK B OTBET Ha nocblIKy UDP-makera COOTBETCTBYIOIIEMY TOPTY:
— ecnu B otBeT npunuio coodmenne ICMP PORT UNREACHEBLE, To cooTBeTCTBYIOIINI CEPBUC
HEJIOCTYTICH;

—  ©CJIY JaHHOE COOOIIEeHNE HE TTOCTYITHUIIO, TO MOPT "OTKPHIT".

Ha stamne Brop»eHus vccieayercss HaIn4ue TUMOBBIX YS3BUMOCTEN B CUCTEMHBIX CEpBUCAX WUITU
OIIMOOK B aIMUHUCTPUPOBAHUN CUCTEMBI. Y CIICIIHBIM PE3YJIbTATOM HCIIOJIb30BaHUS YSI3BUMOCTEH
OOBIYHO SIBJISIETCS MOJYYCHHUE TIPOIIECCOM HApYIIUTENS PUBUIICTUPOBAHHOTO PEKMMA BBITTOJIHEHUS
(moctyna K MPUBUIIETUPOBAHHOMY PEKUMY BBITIOJIHEHUSI KOMaHHOTO IIpolieccopa), BHECECHHUE B
CUCTEMY yUETHOM 3alMCH HE3aKOHHOTO M0JIb30BaTeNs, Nody4yeHue (aiiyia naposiei Wi HapylIeHue
paboTOCIIOCOOHOCTH aTaKyeMOro XOCTa.

DTOT 3Tan pa3BUTHSI YIPo3bl, KaK MpaBUio, sBiseTcss MHorodasueM. K gazam mpornecca peanuzanuu
yIPO3bl MOTYT OTHOCUTBCS, HAIIPUMED:

~ YCTaHOBJICHHE CBS3H C XOCTOM, OTHOCUTEILHO KOTOPOTO peaanu3yeTcs yrposa;

~  BBISIBIICHHUE YS3BUMOCTH;

— BHEJIPEHHUE BPEJOHOCHOM IIPOrpaMMBbl B HHTEPECAX PACIIUPEHUS [IpaB U Ap.

Yrpo3sl, peaiu3yeMble Ha ITale BTOPKEHUs, TOAPA3AEIIIOTCS 110 YPOBHAM CTEKA IIPOTOKOJIOB
TCP/IP, nockonbKy (OPMHUPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM HMIIM TIPUKIIATHOM YPOBHE B
3aBUCHMOCTH OT HCIIOJIb3YEMOI'O0 MEXaHU3MA BTOPKEHUS.

K tunossIM yrposam, peajinzyeMbIM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSIX, OTHOCSATCS TaKHe KaK: a)
yrpo3a, HarpaBjeHHAasl Ha TIOAAMEHY JOBEPEHHOT0 00BEKTa;

0) yrpo3a, HalpaBJIEHHasl HA CO3/IaHUE B CETHU JIOKHOI'O MapIIPyTa;
B) YIpO3bl, HAlIPaBJICHHbBIE HA CO3JJaHHE JIO)KHOTO 0OBEKTa C UCTI0Ib30BAHUEM HEJOCTATKOB

AITOPUTMOB YIAJIEHHOTO ITOUCKA;

') Yrpo3sl TUIA "0TKa3 B 00CIyKUBaHUU'", OCHOBaHHbBIE Ha [P-nedparmenTamnum, Ha GopMUpPOBaAHUHN
HekoppekTHbIx ICMP-3anpocos (Hanpumep, ataka "Ping of Death" u "Smurf"), nHa ¢popmupoBanun
HekoppekTHbix TCP-3ampocoB (ataka "Land"), Ha cozmanum "mropma’ makeToB ¢ 3alipocaMu Ha
coenunenue (araku "SYN Flood") u np.

K tunoBsiM yrpozam, peain3yeMbIM Ha IPUKIATHOM YPOBHE, OTHOCSITCSl YyTPO3bl, HAIIPaBJIEHHbIC HA
HECAHKIIMOHUPOBAHHBIN 3aMyCK MPUIIOKEHHH, YIpO3bl, pealin3alus KOTOPhIX CBsI3aHa C BHEAPEHUEM
MPOTrpaMMHBIX 3aKJIAJ0K (THUIA "TPOSHCKUI KOHB'"), C BBISIBJICHUEM MapoJied J0CTyNa B CETh WM K

OIpe/IeIEHHOMY XOCTY U T.[.



Ecnu peannzanys yrpo3sl HE IPUHECHA HAPYIIUTEI0 HAaUBBICIIUX IIPAB IOCTYIIA B CUCTEME,
BO3MO>KHBI TOIBITKH PACIIMPEHUS ITUX MPaB JO MAKCUMAJIbHO BO3MOXHOI'O ypOBHS. {7151 3TOro Moryr
HCIIOJIb30BaThCS YSI3BUMOCTH HE TOJIBKO CETEBBIX CEPBUCOB, HO U YSA3BUMOCTU CUCTEMHOI'O
nporpaMMHoro obdecneuenust xoctos MCIIaH.

Ha srame pcaiu3an HCCAHKIIMOHUPOBAHHOT'O JOCTYIIA OCYIICCTBIIACTCA COOCTBEHHO JOCTHIKCHHUC

LeJIH peanu3aly yrpo3bl:
— HapylIeHHe KOH(UICHINAIBHOCTH (KOTUPOBaHKUE, HETIPABOMEPHOE PACIIPOCTPAHEHHUE); —
HapylUIeHHE 1IeJOCTHOCTH (YHUUYTOXKEHHE, N3MEHEHHE); — HapyIlIeHHE TOCTYITHOCTH

(610KMpOBaHUE).

Ha sTom ke aTarme, mociie ykazaHHBIX ACHUCTBUHN, KaK MPaBUIO, POPMHUPYETCS TaK Ha3bIBACMBIN
"yepHbIil BXOA" B BUE OJHOTO U3 CEPBUCOB (IEMOHOB), 0OCTYKUBAIOLIUX HEKOTOPBIA MOPT U
BBITNIOJHAIONINX KOMaHAbl HapyIuTens. "YepHblil BXOA" OCTaBISETCS B CUCTEME B MHTEPECAx
oOecrieyeHus:

~— BO3MOJKHOCTH IIOJIy4YHUTh JOCTYII K XOCTY, @K€ €CIU aAMUHUCTPATOP YCTPAHUT UCIIOIb30BAHHYIO
JUIsl YCIICITHOM pealln3alii yrpo3sl ysI3BUMOCTb;
~ BO3MOJKHOCTH IOJIyYUTh JOCTYII K XOCTY KaK MOXHO 00Jie€ CKpPBITHO;

~  BO3MOXXHOCTH MOJYYHTH JOCTYI K XOCTY OBICTPO (HE OBTOPSS 3aHOBO MPOLIECC PEeaTn3aliy
YIpO3bl).

"UepHbli BXOA" O3BOJISAET HAPYLIUTENIO BHEAPUTD B CETh MIIM HA ONPEIEIECHHBIN XOCT BPEIOHOCHYO
nporpaMmy, HanpuMmep, ""aHanuzatop maponei” (password sniffer) - mporpaMmy, BeLACISIONIY O
M0JIb30BATEIbCKIE UACHTU(UKATOPHI U APOJIM U3 CETEBOT0 Tpaduka rnpu padboTe MpOTOKOJIOB
BbICOKOTO ypoBHS (fip, telnet, rlogin u 1.1.). O0beKTaMu BHEIPEHUSI BPEJOHOCHBIX IPOTPAMM MOTYT
OBITH ITPOTPaMMBI Ay TCHTU(UKAIIUH U UIEHTH()HUKALINHN, CETEBBIE CEPBUCHI, SIIPO ONEPAITUOHHON

CUCTEMBI, (haiiiioBas cuctemMa, OMOIUOTEKH | T.I.

Haxoner, Ha sTarne TUKBUAAIMH CJISIOB PeATU3aI[UU YTPO3bl OCYIIECTBIISACTCS MOIMBITKA YHHUTOXCHUS
CJe0B NercTBUM HapymmTens. [Ipu 3TOM yaansitoTCss COOTBETCTBYIONIUE 3aIMUCH U3 BCEX BO3MOKHBIX
KYpHAJIOB ay/IuTa, B TOM YHUCIIe 3anucu o Gakte cOopa nHbopMaIuu.

5.5. O6mias XxapakTepUuCTHKA YIPO3 MPOrpaMMHO-MaTeMaTUYECKUX BOo3iercTBri [Iporpammuo-

MaTeMaTU4YeCKOE BO3JICHCTBHE - ATO BO3/ICHCTBHE C TIOMOIIBIO BPEIOHOCHBIX Mporpamm. [Iporpammoit
C TIOTEHIIUATBHO OMACHBIMU MOCIIECTBUSIMH WU BPEIOHOCHOM MPOrpaMMOi Ha3bIBAIOT HEKOTOPYIO
CaMOCTOSITENIbHYIO porpaMMy (HAOOp MHCTPYKIIHIT), KOTOpasi CHOCOOHA BHITIOJIHATH JI000€ HEMYCTOE
MOJIMHOXECTBO CIEAYIOMUX (DYHKITHIA:

—  CKpBIBaTh MPU3HAKH CBOETO MPUCYTCTBHUS B IPOrPAMMHOM CpeJie KOMITBIOTEPA;

— 005a1aTh CIIOCOOHOCTHIO K CaMOTyOIMPOBAHUIO, ACCOLIMUPOBAHHIO Ce0sI C APYTHUMHU IPOTrpaMMaMu
1 (WIH) TIepeHOCy CBOUX ()parMeHTOB B MHBIC 00JIACTH ONEPATHBHOM WJIM BHEIITHEH MaMsITH;

~ paspyuath (UCKaXaThb IPOM3BOJIBHBIM 00pa30M) KOJ IIPOrpaMM B ONIEPATUBHON NaMSITH;

—  BBINOJIHATE 0€3 HHULIMHUPOBAHUSA CO CTOPOHBLI ITOJIBL30BATCIIA (HOJIB?;OBaTeJIBCKOﬁ IporpaMmebl B
IOTAaTHOM PCIKUMC €C BBIHOJIHCHHH) ACCTPYKTUBHBIC CPYHKI_II/II/I (KOHHpOBaHI/IC, YHHUYTOKCHHUC,

OJIOKMpOBaHHUE U T.I1.);



~  COXpaHATh ()parMeHThl HHPOPMALIUY U3 ONIEPATUBHON MAMATH B HEKOTOPBIX 00J1aCTAX BHELIHEH
HaMATH OPSAMOT0 JOCTYMA (JIOKAJIbHBIX WIH yJIaJI€HHBIX);

— HCKa)XaTh MPOU3BOJIBHBIM 00pa3oM, OJOKHUPOBATh U (MIJIH) TIOJMEHSTH BEIBOJUMBIN BO BHEIIHIOO
MaMsTh WIX B KaHAJ CBSI3U MAacCCUB MHPOPMAIUH, 00pa30BaBIINICS B pe3yabTaTe paboThl
MIPUKJIAHBIX TTPOTpaMM, WIH YKE HAXOAIINECS BO BHEITHEN TaMsATH MaCCUBBI JJAHHBIX.
BpenonocHbie mporpaMMbl MOTYT ObITh BHECEHBI (BHEPEHBI) KaK MpeHAMEPEHHO, TaK U
CIIy4aifHO B porpammMHoe obecrieuenue, ucrnoiaszyemoe B UCII/IH, B mpouecce ero pa3padoTkw,
COTIPOBOXKICHUS, MOAU(DHUKAIINHN U HACTPOIKU. KpoMe 3Toro, Bpe1IoHOCHBIE TPOTrPaMMbI MOTYT
ObITH BHECEHBI B Tiporiecce dkcruryaranuu UCIIIH ¢ BHemHUX HOcHTeNeH nHDOpMAIiK WiTH
MOCPEICTBOM CETEBOI0 B3auMoAeHCTBUS Kak B pe3ynbTate HCJI, Tak 1 ciiy4aliHO MOJIb30BaTENSIMU
NCIIAn.

Hamuue B UCII1/IH BpeTOHOCHBIX MPOTpaMM MOXKET CIIOCOOCTBOBATh BOSHUKHOBEHHIO CKPBITHIX, B
TOM YHCJIC HETPAAUIIMOHHBIX KAHAJIOB IOCTYyNa K HH(OPMAIUH, TO3BOJISIIOIIUX BCKPHIBaTh, 00XOIUTH
WK OJOKHPOBATh 3aIIUTHBIE MEXaHU3MBI, IPEyCMOTPEHHBIE B CUCTEME, B TOM YHCJIE MapOIbHYIO U
KpUNITOrpaQUUECcKyIO 3alluTy.

OCHOBHBIMHU BUJaMH BPpCAOHOCHBIX ITPOrpaMm SABJISAFOTCA:

~ IpOrpaMMHbIE 3aKJIaJIKU;
—  KJIaCCHYECKHE IPOrpaMMHBbIE (KOMIIBIOTEPHBIE) BUPYCHI;
~ BPEIOHOCHBIE MPOTPAMMBI, PACIIPOCTPAHSIOLIUECS 110 CETH (CETEBbIE YEPBHU);

— Jpyrue BpeOHOCHBIE IPOrpaMMBbl, IpeAHa3HaueHHble U1t ocyuecTBienus HC/I.

K mporpamMMHBIM 3aKJ1aIkaM OTHOCSITCS POTPaMMbl, (hparMeHThl KoAa, HMHCTPYKLNH, (popMupyromme
HeJEKJIapUpPOBaHHbIE BO3MOYXKHOCTU IPOrpaMMHOro odecrneueHus. BperoHocHbIe mporpaMMbl MOTYT
NePEXOUTh U3 OJHOI'0 BU/A B IPYrod, HaIIpUMeEp, IPOrpaMMHas 3aKJIaIKa MOXKET CT€HEPUPOBATh
[IPOrpaMMHBIN BUPYC, KOTOPBIH, B CBOIO OY€pE/ib, IIONAB B YCIOBHSI CETH, MOKET C(hOPMUPOBATH
CETEBOT0 YEPBS WU IPYTYI0 BPEIOHOCHYIO IPOrpaMMy, IPEeIHA3HAUCHHYO Ul OCYLIECTBIICHUS
HCA.

KpaTkas xapakTepucTuka OCHOBHBIX BPEJOHOCHBIX IIPOTPAMM CBOIUTCS K CIEAYIOLIEMY.

3arpy304HbIe BUPYCHI 3aITUCHIBAIOT ce0s1 MO0 B 3arpy304HbIN ceKTOp aucka (boot-cexTop), Moo B
CEKTOp, COJIEPIKAIIMI CHCTEMHBIN 3arpy34nk BuH4YecTepa (Master Boot Record), mn6o menstor
yKasaTelb Ha aKTUBHBIN boot-cekTop. OHU BHEAPSAIOTCS B MaMATh KOMIBIOTEPA MPH 3arpy3Ke ¢
MH(QULIHIPOBAHHOTO AucKa. [Ipy 3TOM cuCTEMHBIN 3arpy3unK CUUTHIBAET COAEPKUMOE [IEPBOTO
CEKTOopa JMCKa, C KOTOPOro MPOU3BOIUTCS 3arpy3Ka, MOMEIaeT CUNTaHHYI0 HH(DOPMALIHIO B TAMSITh U
nepenaet Ha Hee (T.e. Ha BUpYC) ynpasieHue. [lociie 3Toro HauMHaIOT BBHITOTHATHCS HHCTPYKIUH
BUpYCa, KOTOPBIH, KaK MPaBHIIO, YMEHbBIIIAET 00BEM CBOOOIHOM MaMATH, KOMUPYET B OCBOOOIUBIIIEECS
MECTO CBOM KOJ M CUMUTBHIBAET C AUCKA CBOE MPOJIOJKEHUE (€CIH OHO €CTh), IePEXBAThIBACT
HeoOxoIMMble BekTopa npepbiBaHuil (00br4HO - INT 13H), cunthiBaeT B maMsaTh OpUrHHAIBHBIN
bootcekTop 1 nepenaeT Ha Hero ynpasJieHHUE.

B nanpHeimeM 3arpy304HbIil BUPYC BeJIeT ceOsl Tak ke, Kak (aiIoBbIi: mepexBaThiBaeT 00OpalieHus
OIIEPAlIMOHHOM CHUCTEMBI K IUCKaM U HHOUIUPYET UX, B 3aBUCUMOCTH OT HEKOTOPBIX YCIIOBHIA
COBepIIaeT NECTPYKTUBHBIC JEHCTBUS, BBI3BIBAET 3BYKOBBIC A(h(DeKThI MK BUACOI(H(DHEKTHI.

OCHOBHBIMU ACCTPYKTHUBHBIMU I[€I>'ICTBPI$IMI/I, BBITIOJIHACMBIMU 3TUMU BUPYCaMU, ABJIAOTCA:

~ YHUYTOXEHHE MH(OPMALMU B CEKTOPax JUCKET U BUHYECTEPA;

~  HCKIIOYEHHE BO3MOXXHOCTH 3arpy3KH ONEPAllMOHHON cHCTEeMBbI (KOMITbIOTEp "3aBHucaeT");



— HCKa)XCHHE KOJa 3arpy34HKa;
— (¢opMaTupoBaHUE AUCKET WU JIOTUYECKUX JUCKOB BUHUECTEPA;

— 3akpeitue gocryna k COM- u LPT-nopram;

— 3aMEHa CHMBOJIOB TIPH IT€YaTH TEKCTOB;

— TIOJEPTUBaHUS YKPAHA;

~ W3MEHEHHUE METKU JIUCKA WJIH TUCKETHI;

—  CO3JaHHE TICEBIOCOOMHBIX KJIACTEPOB;

—  CO3JIlaHWE 3BYKOBBIX H(WJIH) BU3yaIbHBIX 3P (HEeKTOB (HampuMep, najeHue OyKB Ha dKpaHe);
— 1nopua (aiiJoB JaHHBIX;

— mepesarpy3ka KOMIbIOTEDA;

~  BBIBOJI Ha 9KpaH pa3HOOOPa3HBIX COOOIICHHUH;

—  OTKIIOYeHUE nepuepuiHbIX YCTPONCTB (HapUMep, KIaBHATYPHI);

— W3MEHEHHE MaJUTPHI IKpaHa;

~  3aIl0JIHEHUE dKpaHa MOCTOPOHHUMH CUMBOJIaMH WU U300pakeHUSIMU;

— TOTAalICHHE dKpaHa U TIePEBOJI B PEXKUM OXKHJIAHUS BBOJA C KJIABHATYPHI;

— muQpoBaHUE CEKTOPOB BUHUECTEPA;

—  BBIOOPOYHOE YHMUYTOKEHUE CUMBOJIOB, BEIBOJMMBIX Ha 3KpaH IMPH HAOOpE C KIIaBUATYPHI;
— yMeHbIIeHHe 00beMa OTIepaTUBHON MaMSITH;

~  BBI30B [I€YATH COJCPKUMOTO IKpaHa;

— OJIOKMpOBaHUE 3aMKCU HA JIUCK;

— yHuuTOXeHue Tabmuibl pazouenus (Disk Partition Table), mocie 3Toro KoMmnpOTEp MOXKHO

3arpy3uTh TOJIBKO C (UIONIH-IUCKA;
— OJIOKHpOBaHHE 3aIlyCcKa UCHOJIHAEMbIX (ailyioB; — OJIOKMPOBAHUE 10CTYNA K BUHUECTEPY.

BonpmmHCTBO 3arpy304YHbIX BUPYCOB IICPEC3alINChIBAIOT ceOs Ha (I)J'IOHHI/I-,Z[I/ICKI/I.
daloBkie BUPYCHI [TPU CBOCM PA3MHOKCHHUU TEM HUJIM HHBIM CII0COOOM HUCTIOJIB3YIOT (baﬁJIOBYIO

CUCTEeMY Kakoi-1100 onepannoHHoN cucteMsl. [1o ciocoby 3apaskenust (haiaoB BUPYCHI IESATCS Ha
3amemnatomue ("overwriting"), mapasutuyeckue ("'parasitic"), KOMITaHbOH-BUPYCHI ("'companion"),
"link"-BupycChI, BUPYCHI-UEPBH U BUPYCHI, 3apakaroiire o0bekTHbIe Moxynu (OBJ), Oubimorexkn
koMuisiTopoB (LIB) 1 ucxomHsie TEKCTHI IPOrpaMM.

Merton 3apaxenus "overwriting" siBisieTcss HauboJee MPOCTHIM: BUPYC 3aMUCHIBAET CBOM KO BMECTO
KOJIa 3apakaeMoro (aiiyia, yHHUTOXast ero cojiepkumoe. EcTecTBeHHO, UTO TIpH 3TOM (haiisl mepecTaeT
paboTaTh ¥ HE BOCCTaHABIMBACTCS. Taknue BUPYCHl OY€Hb OBICTPO OOHAPYKHMBAIOT Cce0s1, TaK KakK
oTlepallMOHHAs CUCTEMA U MPHIIOKEHHUS JOBOJIBHO OBICTPO MEpecTatoT padoTaTh.

K mapa3utndecknum oTHOCATCS Bee (haitioBbIe BUPYCHI, KOTOPHIE MPU PaCIIPOCTPAHEHUH CBOMX KOMUI
0053aTeNbHO U3MEHSIIOT COAepKUMOe (DaiioB, OCcTaBIsisA caMu (pailiibl MPU ITOM MOTHOCTHIO WITH
4acTHYHO PaboTOCTIOCOOHBIMHU. OCHOBHBIMU THITAMH TAKUX BUPYCOB SIBIISIFOTCS] BUPYCHI,
3aIMMCHIBAIOIINECS B HAYAJIO, CEPEUHY HIIH KOHell (aiiinoB. OTAEeNbHO CleyeT OTMETUTH TOBOJIBHO
HE3HAYMTENIbHYIO TPYIITY Mapa3uTUYECKUX BUPYCOB, He nMeronux "Touku Bxoaa" (EPO-Bupychr -



Entry Point Obscuring viruses). K HuM oTHOCSTCS BUPYCBHI, HE 3alIUCBIBAIOIIIE KOMAaHy Nepeaadn
ynpasieHus B 3arosioBok COM-daiinos (JMP) u He u3aMeHsIOIIKE aipec TOUKU CTapTa B 3ar0JIOBKE
EXE-¢aiinos. Takue BUpyCHI 3alMCHIBAIOT KOMaHIy MIEPEX0a Ha CBOM KO/ B KaKOe-ITHM00 MECTO B
cepeauHy (haiina M MOMy4aroT yIpaBlIeHHE HE HETOCPEACTBEHHO TIPU 3aIlyCKe 3apaKEHHOT o (paiina, a
IpU BBI30BE MPOLEAYPHI, COAEPIKaIIel KO/l Iiepeiaun yIpaBlIeHus Ha Teso Bupyca. [Ipuyem
BBINIOJIHATBCS Ta MPOLEAypa MOXKET KpaifHe peaiko (Hampumep, pH BbIBOJE COOOIIEHHS O KaKOHINO0
cnenupuyeckoit ommobke). B pesynbraTe BUpyc MOXKET A0OJITHe roJibl ""craTh" BHYTpH (aitna u
HPOSIBUTH CEOsI TOJIBKO MPU HEKOTOPBIX OTPAHUUEHHBIX YCIOBUSIX.

K kareropuu "KoMnaHbOH" OTHOCSITCSI BUPYCBI, HE U3MEHSIOLINE 3apaxaeMble (ailiibl. AJIrOpUTM

pabOThI ATUX BUPYCOB COCTOMT B TOM, UTO IS 3apaxaemMoro (aiiia coznaetes (aiii-1BOMHUK, TPHYEM
IpY 3aIyCKe 3apayKeHHOTO (aiiyia yIpaBiIeHUE MMOIydaeT UIMEHHO 3TOT JJBOWHUK, TO €CTh BHPYC.
HaubGonee pacripocTpaneHbl KOMIIAaHbOH-BUPYCHI, UCMIOJIB3YIOITHE 0cOOeHHOCTH DOS nepBbiM
BBIMOTHATH (Daiiiiel ¢ pacmupenneM .COM, eciii B OJJHOM KaTajiore MpUCyTCTBYIOT JBa (aiisia ¢
OJIHUM U TE€M € UMEHEM, HO pa3audHbIMU paciurpeHussmMu umenu - .COM u .EXE. Takue Bupycobl
coznatot 1t EXE-daiinoB gaitisl-CryTHUKH, UIMEIOIINE TO K€ caMoe UMs, HO ¢ paciupernem .COM,
Hanpumep, s daitna XCOPY.EXE coznaetcs daitn XCOPY.COM. Bupyc 3anucsiBaeTcst B
COMaiin u Hukak He usmensier EXE-¢aitn. [1pu 3anmycke takoro ¢aitia DOS nepBbiM 00HApYXUT U
BbIOIHUT COM-(aiin, To ecTh BUpyC, KOTOpbIii 3aTeM 3anmyctuT u EXE-daiin. Bropyto rpynmy
COCTaBJISIIOT BUPYChI, KOTOPBIE ITPH 3apa’KEHUH IIEPEUMEHOBBIBAIOT (haiiil B Kakoe-JImbo Apyroe umsl,
3alIOMHUHAIOT ero (I TIOCTEAYIONIETO 3amycKka (aiia-xo3sMHa) U 3alMUCHIBAIOT CBOM KOJT HA JTUCK TTO]
nMeHeM 3apakaemoro ¢aitna. Hanmpumep, paiin XCOPY.EXE nepeumenossiBaetcsi B XCOPY.EXD, a
Bupyc 3anucbiBaeTca noa umeHeM XCOPY.EXE. IIpu 3anycke ynpaBieHHue MOJy4aeT KO BUpycCa,
KOTOpBIH 3aTeM 3amyckaeT opuruHaibHbli XCOPY, xpansmuiics nox umeneM XCOPY.EXD.
WuTepecen ToT (akT, 4TO NaHHBIN MeTOA paboTaeT, Mo-BUINMOMY, BO BCEX ONEPAIIMOHHBIX CHCTEMAX.
B tpetbio rpynmy BXxoasT Tak Ha3biBaeMble "Path-companion” Bupychsl. OHu 1100 3aIIMCBHIBAIOT CBOM
KOJI TIOJT UMEHEM 3apaxkaemoro ¢aiina, Ho "Beile" Ha OJJMH YPOBEHb B MponuckiBaeMbIX My Tsax (DOS,
TaKUM 00pa3oM, IEPBLIM OOHAPYKUT U 3aITyCTUT Gala-BUPYC), TUO0 MEPEHOCIT (aili-KepTBY Ha
OJIMH MOJKATAJIOT BBILIE U T.[.

Bo3MoxHO cyiiecTBOBaHUE U JPYTHX THIIOB KOMIIAHBOH-BUPYCOB, UCIOJIB3YIOIINX UHBIE

OpUT'MHAJIBHBIC UACHU WU 0COOEHHOCTH APYTrux ONepanrOHHbIX CUCTCM.

@ailnioBble YepBU (WOrms) SIBJISIOTCS, B HEKOTOPOM CMBICJIE, PA3HOBUIHOCTHIO KOMITAaHbOH-BUPYCOB,
HO TIPY 3TOM HUKOMM 00pa3oM He CBS3BIBAIOT CBOE MPUCYTCTBHE C KAKUM-JINOO BBHITIOIHIEMBIM
¢aitiom. [1pu pa3sMHOXKEHUHM OHM BCETO JIMILb KOMUPYIOT CBOM KO/ B KaKUe-THOO KaTaJloTH TUCKOB B
HaJIeXk/1e, UTO ATU HOBbIE KOIMM OYyT KOr/Aa-110o0 3aIyIieHbl noib3oBaTeseM. Horaa 3Th BUpYChI
JAl0T CBOMM KONMSIM "clielnayibHble" UMEeHa, 4TOObI MOATOIKHYTh M10JIb30BaTENs Ha 3aIlyCK CBOEH
koruu - Hanpumep, INSTALL.EXE unu WINSTART.BAT. CymiecTBytoT BUpYChI-UEPBH,
UCIIOJIb3YIOLIME JOBOJILHO HEOOBIYHbIE TPUEMBI, HAIPUMED, 3alUChIBAIOIINE CBOM KOIIMH B apXHUBbI
(ARJ, ZIP u npoune). HexoTopble BUpYCHI 3aMCHIBAIOT KOMaHAY 3aIlycka 3apakeHHoro (aiina B

BAT-¢aiunbel. He cnenyer mytaTh (hailioBbIe BUPYCHI-UEPBH C CETEBBIMU YepBsiMu. [1epBbie



HCTIOJIB3YIOT TOJIBKO (l)aﬁHOBBIe (I)YHKI_II/II/I KaKOU-TH00 OHepaHHOHHOﬁ CHUCTCMBI, BTOPBIC K€ IIPU CBOCM
PAa3MHOKXCHHHU ITOJIb3YIOTCS CCTCBBIMU ITPOTOKOJIaMHU.

Link-Bupychl, Kak ¥ KOMITAHbOH-BUPYChI, HE H3MEHSIOT (PU3NYECKOr0 COMEPKUMOTO (ailsioB, OHAKO
TIpH 3aImycKe 3apakeHHoro ¢aitna "3actapisioT" OC BBIOJHUATH CBOM KOJ. DTOH IEJIM OHU JOCTUTAIOT
MoauduKaueil HeoOX0IUMBIX ToJiel (ailIoBOM CUCTEMBI.

Bupycel, 3apaxaronire OMOIMOTEKH KOMIHIISTOPOB, OOBEKTHBIE MOJYJIH M UCXOHBIE TEKCTHI
Iporpamm, A0CTATOYHO SK30THYHBI M IPAKTUYECKH HE pacipocTpaHeHbl. Bupycsl, 3apaxatonue OBJ-
u LIB-¢aiinbl, 3auCcBHIBAIOT B HUX CBOM KOA B (hopMaTe OOBEKTHOIO MOAYJIS WM OMOIHOTEKH.
3apaskeHHBIH (aii, TakuM 00pa3oM, He SIBISETCS BBIIOIHAEMBIM U HE CIOCOOEH Ha JajibHelIIee
pacmpocTpaHeHHe BUpyca B CBOEM TeKyIlleM cocTosiHM. Hocutenem xe "»KUBOro" BUpyca CTAHOBUTCSA
COM- unu EXE-@aiin. [lonyuus ynpasneHnue, ¢pailioBslii BUpyC COBEPILAET CIeIyONe 001He

NENCTBUA.

~ TpOBEpsIET ONEPATUBHYIO NaMATh Ha HAaJMUUE CBOEH KOMUU M UHPUIIMPYET NaMATh KOMIIbIOTEPA,
€CJIM KOIUS BUpYyca He HalijieHa (B ciIy4ae, eCIi BUPYC SIBISIETCS PE3UACHTHBIM), UILIET
He3apaXeHHbIE (ailsibl B TEKYIIEM U (MJIM) KOPHEBOM KaTaJloTe IMyTeM CKaHUPOBAaHHUS IepeBa
KaTaJoroB JIOTUYECKUX JUCKOB, a 3aTeM 3apa)kaeT OOHapyKeHHbIE (aiiiibl;

—  BBINOJHSAET JOTOJTHUTENbHBIC (€CTTH OHH €CTh) (YHKINU: NeCTPYKTHBHBIE NEHCTBUS, rpaduyeckue
WM 3BYKOBBIE 3PGEKTHI U T.J. (IONOJHUTENIbHbIE (PYHKIIMN PE3UAEHTHOIO BUPYCa MOTYT
BBI3BIBAThCS CITyCTsI HEKOTOPOE BPeMsI 1OCII€ aKTUBU3ALMU B 3aBUCUMOCTH OT TEKYIIETO BPEMEHH,
KOH(UTypay CUCTEMbI, BHyTPEHHUX CYETYMKOB BUPYCa WIH JAPYTUX YCIOBUM, B 3TOM CIIydae
BUPYC NP aKTUBU3ALUHN 00pabaThIBa€T COCTOSHUE CUCTEMHBIX YaCOB, YCTAHABIUBACT CBOM
CUETUYHUKU U T.11.);

~ BO3BpalllaeT yIpaBjeHUE OCHOBHOH Mporpamme (eciiu oHa ecTh). [lapazutuueckue BUPYChI IpU
3TOM JIU0O JieuaT (haiisi, BRIMOIHSIOT €r0, a 3aTEM CHOBA 3apajKaroT, TMOO BOCCTAHABIMBAIOT
nporpammy (HO He ¢aiin) B ucxonHom Buje (Hanpumep, y COM-nporpaMmbl BOCCTaHABIUBAETCS
HECKOJIbKO MepBhIX 0aiiT, y EXE-nporpamMMbl BEIYUCIISETCS HCTUHHBINA CTApTOBBIN aapec, y
JpaiiBepa BOCCTAHABIMBAIOTCS 3HAYCHUS aIpECOB IIPOTrPaMM CTPATETHUH U IPEPHIBAHMUSA).
Heo06xoauMo 0TMETHTB, UTO YeM OBICTpEe pacIpOCTPAHSETCS BUPYC, TEM BEPOSITHEES
BO3HMKHOBEHHE 3IUIEMUU 3TOTO BUPYCa, YeM MEJICHHEE PACIIPOCTPAHSIETCSI BUPYC, TEM CII0KHEE
€ro 0OHapyKUTh

(ecnu, KOHEUHO K€, 3TOT BUPYC HensBecTeH). HepeauaeHTHbIe BUPYCHI YacTO SIBIISIOTCS
"MeJJICHHBIMH"' - OOJIBIIUHCTBO M3 HUX MPH 3aITyCKe 3apakaeT OAMH U J1Ba-TpH (aiiyia 1 He
yCHeBaeT 3al0JOHUTh KOMIIBIOTED /10 3aIlyCKa aHTUBUPYCHOI MporpamMmbl (MM HOSBIICHUS HOBOU
BEPCHUU aHTUBUPYCA, HACTPOCHHOW Ha JaHHbINH BUpYyC). CylIECTBYIOT, KOHEUHO €, HEPE3HICHTHbIE
"OpICTpBIE" BUPYCHI, KOTOPbIE NPH 3aIlyCKe UIIYT U 3apa’kaloT BCE BBIMOIHsAEMBbIE (ailiibl, OJHAKO
TaKue BUPYChI OUEHb 3aMETHBL: MIPU 3aITyCKE KaXKAO0T0 3apaXCHHOTo (paiiaa KOMIbIOTEP HEKOTOPOE
(MHOT]a TOCTATOYHO JIOJITOE) BPeMsI aKTUBHO PabOTaeT ¢ BUHUECTEPOM, UTO JEMACKUPYET BHPYC.
CkopocTb pacnpocTpaHeHus (MHQULIMPOBAHUSA) Y PE3UAECHTHBIX BUPYCOB OOBIUHO BBIIIE, YEM Y
HEPE3UJICHTHBIX - OHU 3apakaroT (pailsisl Mpu KakuX-In00 oOpaleHuAxX K HUM. B pe3ynbpTrare Ha qucke
OKa3bIBAIOTCS 3apPAXKEHHBIMU BCE MJIH MOUYTH Bce (haiibl, KOTOPbIE MOCTOSIHHO MCIIONB3YIOTCS B padoTe.
CkopocTb pacripocTpaHeHus (MHPHUIUPOBAHUS ) PE3UICHTHBIX (ailIOBBIX BUPYCOB, 3apaXKarOIINX
(ailuibl TOJIBKO MPH UX 3aITyCKe Ha BBIMOJHEHHE, OyIET HIKE, YeM y BUPYCOB, 3apaKaroIux (aiiibl u
IIPU UX OTKPBITUH, IEPEUMEHOBaHUH, U3MEHEHUU aTpuOyToB ¢aiina u T.1. Takum 00pa3oM, OCHOBHBIE



JIeCTPYKTUBHBIE I€HCTBUS, BBINOIHsAEMBbIE (ailIoBBIMU BUPYCaMH, CBA3aHbI C IOpakeHUEM ¢ailiion
(uare UCTIONHAEMBIX MM (DaiiIoB JAHHBIX ), HECAHKIIMOHUPOBAHHBIM 3aIIyCKOM pa3IMYHbIX KOMaH[ (B
TOM YHCJIe, KOMaH (OPMATUPOBAHUS, YHUUTOKEHHS, KOMUPOBAHUS U T.I1.), I3MEHEHUEM TaOJIUIIBI
BEKTOPOB MPEepBIBaHU 1 Ap. BMecTe ¢ TeM, MOTYT BBIIIOIHATHCS U MHOTHE JIeCTPYKTUBHBIC ICHCTBHS,
CXOJHBIE C TEMH, KOTOPbIE YKA3bIBAIKCH JJIsl 3arPY30YHBIX BUPYCOB.

MaxkpoBupycsl (macro viruses) sIBJISIOTCS IporpaMMaMu Ha s3bIKaX (Makposi3bIKax), BCTPOEHHBIX B
HEKOTOpBIE CUCTEMBI 00PaOOTKU JaHHBIX (TEKCTOBBIE PEJAKTOPHI, ANEKTPOHHBIE TAOIHUIIBI U T.1.).

JU1st CBOETO Pa3MHOKEHUSI TAKUE BUPYCHI HCIOB3YIOT BO3MOKHOCTH MAaKPOSI3bIKOB U IPH UX
ITOMOIITH TIEPEHOCAT Ce0s U3 OJHOTO 3apaKCHHOTO (aiiia (HOKyMeHTa WU TaOJIHIIBI) B IPyTHE.
Haubounpmiee pacrpocTpaHeHHE TOTYYHIA MAaKPOBUPYCHI JIJIS TTAKETa MPUKIIATHBIX IPOTPaMM
Microsoft Office. /[ cymecTBoBaHMsI BUPYCOB B KOHKPETHOM cUCTeME (PeaaKkTope) He0OX0AuMO
HaJIM4ue BCTPOSHHOTO B CUCTEMY MAKpOSI3bIKa C BO3MOXHOCTSAMU: 1) MPUBSI3KH MPOrpaMMbl Ha
MaKpOsI3bIKe K KOHKpETHOMY (aily;

2) KOMMPOBaHHS MaKpOIPOrpaMM M3 OJHOIO (aiiia B IpyToif;
3) mosy4eHus ynpaBJIeHHs MaKpOIIPOrpaMMoi 0e3 BMeIIaTebCTBa MMOJIb30BaTeNsl (ABTOMAaTHUECKHE

WM CTaHIApTHBIE MaKpOCHI).

JlaHHBIM yCIIOBUSM YJIOBJIETBOPSIOT NpHKIagHbIe Tporpammbl Microsoft Word, Excel u Microsoft
Access. Onu cozepkar B cebe makpos3siku: Word Basic, Visual Basic for Applications. ITpu stom:

1) MakporporpaMMbl IPUBSI3aHbI K KOHKPETHOMY (hailiTy MIIM HaxoasITCsl BHYTpH (aiina; 2)
MaKpOSI3bIK TIO3BOJISIET KOTIMPOBATH (PaiiIbl MITM TIepeMeniaTh MaKpOIIPOTPaMMBI B CITYKeOHBIE
(haiiipl CUCTEMBI U peAaKTHpyeMble (ailiibl;

3) npu pabote ¢ dailioM npu ONpeeIeHHBIX YCIOBUAX (OTKPBITUE, 3aKPHITUE U T.JI.) BBI3BIBAIOTCS
MaKpOMNporpaMMsl (€CJIM TAKOBBIE €CTh), KOTOPBIE OMPEIEIIECHbI ClIelUaIbHBIM 00pa30M U UMEIOT
CTaH/JapTHbIC UMEHA.

JlaHHas 0cOOEHHOCTh MAaKpOSI3BIKOB NpeIHa3HAuYeHa JIJIsl aBTOMAaTHUeCKO 00pabOTKM JJaHHBIX B
OOJBIINX OPraHU3AMIX WK B III00AJIBHBIX CETAX U MO3BOJISIET OPraHU30BaTh TaK Ha3bIBAEMBIN
"aBTOMaTU3UPOBAaHHBIN JOKyMeHTO000poT". C Apyroil CTOpOHBL, BO3MOKHOCTH MAaKpOSI3bIKOB TAKUX
CHCTEM IO03BOJISIFOT BUPYCY EPEHOCUTh CBOM KOA B Apyrue (aisl ¥ TaKUM 00pa3oM 3apaxkath HX.
BosibIIIMHCTBO MaKpOBHUPYCOB aKTUBHBI HE TOJILKO B MOMEHT OTKPBITHUS (3aKpbITUs) (aiina, HO 10 TexX
op, MOKa aKTUBEH caM penakTop. OHU coepkaT Bce CBOM (DYHKIMU B BUJI€ CTAHJAPTHBIX MaKpOCOB
Word/Excel/Office. CymiecTByIOT, 0JJHAKO, BUPYCHI, UCIIOJIB3YIONIUE TIPUEMbI CKPBITHS CBOETO KOJa U
XpaHs;IIue CBOM KOJI B BHJIE HE MAKPOCOB. MI3BECTHO TPH MOTOOHBIX MpHUEMa, BCE OHH UCTIOIB3YIOT
BO3MOKHOCTh MAaKpOCOB CO3/1aBaTh, PEJAKTUPOBATh U UCTIOIHATH Apyrue Makpocsl. Kak npasuio,
110/100HBIE BUPYCHI UMEIOT HEOOBIION (MHOT 1A - MOTUMOP(HBII) MaKpoc-3arpy34uK BUpPyca, KOTOPBIH
BBI3BIBAET BCTPOEHHBIN PEIaKTOP MaKpPOCOB, CO3/Ia€T HOBBIH MaKpOC, 3aMIOJHSET €r0 OCHOBHBIM KOJIOM
BUpYCa, BBITOJIHSAET U 3aTeM, KaK MPaBUIIO, YHUUTOXKAET (UTOOBI CKPBITH CIIENbI IPUCYTCTBUS BUPYCA).
OCHOBHOM KO/l TAKMX BUPYCOB IIPUCYTCTBYET JINOO B CAMOM MaKpOCe BUPYCa B BUJIE€ TEKCTOBBIX CTPOK
(uHOTr 1A - 3amK(POBAHHBIX ), THOO XPAHUTCS B 001aCTH MEPEMEHHBIX JOKYMEHTA.

K ceTeBbIM OTHOCATCSI BUPYCHI, KOTOPBIE AJISi CBOEI'O PACIPOCTPAHEHUS aKTUBHO UCIOJb3YIOT
MIPOTOKOJIBI K BO3MOKHOCTH JIOKAJIBHBIX U I100aNbHBIX ceTei. OCHOBHBIM MPUHLIUIIOM PaOOTHI
CETEBOT0 BHpYCa SBISETCS BO3MOKHOCTb CAMOCTOSTENILHO TIEPeaTh CBOW KO Ha YAAJICHHBIN cepBep
unu pabouyro craniuio. "TlomHoIeHHBIE" CETEBBIE BUPYCHI IPHU 3TOM 00JIaaI0T €IIe K BO3MOXKHOCTBIO
3aIlyCTUTh Ha BBIIIOJHEHUE CBOM KO/ Ha YAAJICHHOM KOMIIBIOTEpE MIIH, 110 KpaiiHel mepe,
"MOATONKHYTH" MOIB30BATENS K 3aIMyCKy 3apa>keHHOro (aiina.

BpenonocusiMu nporpamMmmamu, obecrneunBaronumu ocymectsienne HCJI, MoryT ObITh:

— TporpaMMbl oa0Opa U BCKPBITUS TAPOJIEH;



~ IpOrpaMMBbl, PEaIU3YIOLINE YTPO3BI;

~ HIpOrpaMMBbl, J€MOHCTPUPYIOIINE UCIIOIB30BAaHUE HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEN

IIPOrpaMMHOT0 U IIporpaMMHo-amnnapaTHoro ooecneuyenuss UCI/IH;

~ IPOrpaMMBI-T€HEPATOPbl KOMIIBIOTEPHBIX BUPYCOB; ~ IIPOrPaMMBI, IEMOHCTPUPYIOLINE

ySI3BUMOCTH CPEZCTB 3alIUThl UH(pOpMALIMK U Jp.

5.6. O01as xapakTepUCTUKA HETPATUIIMOHHBIX HHOOPMALIMOHHBIX KAHAJIOB

Hetpaaummonnsiii nHOOPMAITMOHHBIA KaHAJ - 9TO KaHaJl CKPBITHON Tlepeaadn nH(opmaimu ¢
MCIOJIb30BAHUEM TPAIUIIMOHHBIX KAHAIOB CBSI3U M CIIEIHATIBHBIX TPeoOpa3oBaHuil epeaBaeMoi
nHpOPMAIINY, HE OTHOCAIINXCS K KPUNTOrpahUIeCKUM.

I[J'ISI (1)OpMI/Ip0BaHI/I$I HETpAaAUIIHMOHHBIX KaHaJIOB MOT'YT HCIIOJIb30BATHCA METObI:

— KOMITBIOTEpHOM cTeraHorpadum;

~ OCHOBaHHbIEC Ha MAHUNYJISIUUU pa3andHbIX XapakrepucTuk MCIT/IH, KoTOpble MOXKHO MOJIy4YaTh

CaHKIIMOHHPOBAHHO (HAIpuMep, BpeMEHU 00paOOTKH Pa3IMYHbIX 3alIPOCOB, 00HEMOB JOCTYITHON

MNaMATH WIH JOCTYIHBIX IOJI YTCHUA I/II[eHTI/I(I)I/IKaTOpOB (I)aﬁHOB HJIK TIpOLCCCOB U T.H.).

MeToab! KOMITBIOTEPHOM cTeraHorpad Uy MpeIHa3HAUYEHBI 1JIs CKPBITHS (haKTa mepeadd COOOIeHUs

IyTeM BCTpauBaHUs CKpbIBa€MOI HH(OpMaluy BO BHEIIHE 0€3001IHbIE JaHHbBIE (TEKCTOBBIE,
rpadudeckue, ayano- Wik BUAeo(]aisibl) 1 BKIIOYAIOT B ¢e€0s IBE TPYIIIBI METOIOB, OCHOBAHHBIX

— Ha HCIOJb30BaHUHU CIIEIIHAIbHBIX CBOICTB KOMITBIOTCPHBIX (I)OpMaTOB XpaHCHUA U I€peaavn

JaHHBIX,

— Ha U30BITOYHOCTH ayauo-, BI/I3yaJIBHOI>'I WJIM TEKCTOBOM I/IH(I)OpMaI_[I/II/I C IIO3HUIINH

HCI/IXO(i)I/I?;I/IOJ'IOFI/ILICCKI/IX oco0eHHOCTEH BOCIIpHUATHA YCIIOBCKA.

CpaBHMTENNbHAS XapaKTEPUCTHUKA CTeraHOrpauuecKUX METOI0B ITpeoOpa3oBaHus

uHpopMaIu
Creranorpaduyeckuii| Kpatkas xapakrepucTiuka MeTo1a Henocratku IIpeumyiectBa
METOJ,
MeTombl COKPHITHS HHPOPMALIIH B ay THOKOHTEHHEepax
Merton COKpBITHS OcHoBaH Ha 3amucu  coobuieHus B | HeBbicokas CKPBITHOCTb HocraTodHo

B HaWMEHBIINX
3HAYaIIUX OUTaX

HAaMMCHBIINC  3Ha4Yallue OUTEI
HUCXOJHOI'0 curHana. B kagectBe
KOHTCﬁHCpa HCIIOJIB3YCTCH, KaK

MIPAaBUJIO, HECXKATBIH Ay IHOCUTHAI

nepeaayn coodmeHus. Huskas
YCTOMYUBOCTD K
Hcnonb3yercst TONBKO LISt
ompeneeHHbIX  (hopMaToB
ayuogaiiion

HNCKaAXCHUSAM.

BBICOKass CMKOCTb

KOHTelHepa (110
25%)

MGTOJI[ COKPBITHA

Ha OCHOBE
pacrpeneneHus
TI0 CTIEKTPY

OcHoBa"H Ha réuLepanm  1ceBao

CIly4alHOTO  MIyMa, SBJISFOIIETOCS
(byHKIHEH BHEAPSIEMOTO COOOLICHHS,
u MOIMEITNBAaHUN
MOJTYYEHHOTO IIyMa K OCHOBHOMY
CHUTHAy- KOHTEIHEepy B KauecTBe

AU TUBHON COCTAaBJISIOIIEH.

Hwuzkwii koadduruert
UCIIOJTb30BAHUS
KOHTEHHepa.
3HaunTEIbHBIC
BBIYHCIIUTENBHbIC

3aTpatsl

CpaBHUTENBHO
BBICOKas
CKPBITHOCTb
CcOoO0IIEeHNs




KonupoBaHue NoToKoB HHGpOpMaIHU
MyTeM  paccesHUs KOZIUPOBAH
HBIX IJaHHBIX I10 CIIEKTPY YacTOT

Meron cokpbITUS OcHOBaH Ha HUCIOJIb30BAHUH B Huskuii ko3hdunmeHt CpaBHUTENHHO
BBICOKas
Ha OCHOBE Ka4yecTBC HJyMOHOIlO6HOFO HCII0JIb30BaHUA
CKPBITHOCTD
UCHONB30BAHUA  3X07| cyryazacaMoro ayJAnoCHIrHala, KOHTEiiHepa
‘ COOOILEHHUS
cUrHajia
3aep)KaHHOTO Ha  Pa3JINYHEIC 3HAYHTEIbHBIE
nepuoanl BPEMEHU B 3aBUCUMOCTU BBIUMCIIUTEIbHBIC
OT BHEAPSEMOTO  COOOIIEeHHUS
7P B 3aTpaThl
("mo3BoHOYHOTO HXa")
Meron cokpeitust B | OcHOBaH Ha dakTe Maistit ko3 punnenTt Ob6mnanaer
a3e CHrHaJjia 3HAYUTEIHHO
¢ HEYYBCTBUTEILHOCTH  yXa YENMOBEKA K | ooy nonn o 3
abCOMIOTHOMY 3HAYCHHIO (a3l KOHTEiiHepa boJiee BBICOKOI
CKPBITHOCTBIO,
TrapMOHHMK.  AyIHMOCHTHAJ
YeM METOJBI
pa30mBaeTcs HA  IIOCIIEIOBATENb
cokpsitus B H3b
HOCTh CErMEHTOB, COOOIIEHHUE
BCTpauBaeTCs MyTeM MoAu(UKALIU
¢da3pl  TIEepBOTrO CErMeHTa
MeTo/b! COKPBHITHS HH(GOPMAIMHU B TEKCTOBBIX KOHTEIHEpax
MeTto/ COKpBITHSA OcHOBaH Ha BCTaBKe HPOOEJIOB B Merobl YyBCTBUTENbHBI K | JlocTaTrouHO
KOHIIC CTPOYCK, TIOCIIC 3HAKOB Oopmas
HA OCHOBE o % > IIEPEHOCY TEKCTa M3 OJHOIO
IIPCIINHAHUS, MECXK CJIOBAMHU IIpU < IIPOITYyCKHas
npoOesoB p ’ y p ¢dopmara B Ipyrou. pory
BBIPAaBHUBAHUU JUIMHBI CTPOK CIIOCOOHOCTB
Bo3MorkHa moTeps  cOOOIIEHUS.
Hesricokas CKPBITHOCTb
MeTtox coKpHITHS OcHOBaH Ha TOM, 9YTO TpaBUIIA OdeHb HU3Kas  TPOITyCKHAS CymecTByeT
IIYHKTYallunu OITYCKArT INOTCHIIMAJIbHAaA
Ha OCHOBE YHKTYall sony CIOCOOHOCTB. 1
HEOIHO3HAYHOCTH MIPU BO3MOXXHOCTb
CHUHTAaKCHYIECKUX PaCCTAaHOBKE 3HAKOB CIOXHOCTB JICTCKTHPOBAHUS | 110106paTh
0cobeHHOoCTEl HpCIMHAHKS coobmerus TaKOi METOJI.
TEKCTa
MeTton coKphITHS OcHoBaH Ha BctaBke WHpopMmanuu B | CIoxeH MpUMEHHUTEIbHO K | OnuH u3
HA OCHOBE TeKCT npH ToMoum PYCCKOMY SI3BIKY B CBSI3H C Haunboee
CHHOHIMOB YepeoBaHuA CIIOB H3 KaKoi-1HG0 OonbIIMM  pa3zHOOOpazneM [1epCIIEKTHBHBIX
IPYINB  CHHOHUMOB OTTEHKOB B Pa3HBIX CHHOHHMaX METOJIOB.
MertoJ COKpBITHS OcHoBaH Ha MacKHPOBKE Hesricokas Becbma npoct B
Ha OCHOBE MH(OPMAIMOHHBIX GUTOB TMOJ HPOIYCKHAs HNpUMEHEHHHU.
HUCIIOJIB30BAHUA C€CTCCTBCHHBIC OH.H/I6KI/I, OIICYaTKH,
CIIOCOOHOCTb. Bricokas
omnboK HApYIICHUS MIPaBWJI  HAITUCAHUS

COYETAHUH TJIACHEIX U COrJiaCHBIX,

3aMCHC KUPHUJIJIMIBI HA aHAJOTNYHbIC

1o BHCIIHEMY BUY
JJaTUHCKUEC 6yKBLI u ap.

BricTpo BekpbIBaeTcs
MIPY CTATHCTHYECKOM

aHaJIn3¢

CKPBITHOCTD IIpH

aHaJIn3e
YCJIIOBEKOM




Merton COKpBITUS

Ha OCHOBE
reHepalnnuu
KBa3UTEKCTa

OcHoOBaH Ha TreHepaluy TEKCTOBOIO
KOHTEHHEPAC UCIOJIb30BAHUEM

Habopa npaBui MOCTPOCHUS
MIpeaIOKEHUH. HUcnone3yercs
CUMMETpHYIHAs Kpurrorpadus

HeBricokas
POy CKHAs
CIIOCOOHOCTE.

BbeccmpicnennocTs
CO3JIaHHOT'O TCKCTa

CKpBITHOCTB
OTIPEETSIETCS
METOJIaMH
mudpoBaHus H,
KaK IpaBHJIoO,
BECbMa BBICOKA

Meroa cokpbITUs OcHoBaH Ha BcTaBke nH(popmarmu 3a | JIerko BEISBIISCTCS Bricokuit
Ha OCHOBE cuer wu3MeHeHuss Tuna wpudra u | TPH Hpeg6pa30BaHHH KkodpuitueHT
MaciTaba J0KyMeHTa UCTIONIb30BAHUS
HCTIONb30BAHUS pasmepa OykB, a TaKke Ha Y ’ .
. IIPU CTATUCTHYECKOM KOHTeHHepa
ocobenrocTelH BO3MOYKHOCTH BCT
panBaHusd CTEroaHaIM3e
mpudTa
nHpopManru B OJIOKH CHEH3BECTHBIMHU
il OpaysepanaeHTH(HKaTOpaMu
Meron COKpBITHS OcHOBaH Ha pa3MeneHIH Hu3skas CKpbITHOCTD IIpoct B
nHpopmManuu B IIPYU U3BECTHOM IPUMEHEHUN
Ha OCHOBE bopwmart P N p
3ape3epBHPOBaHHBIX U opmare (aitna
HCTIONIb30BAHUS PE3CPBUP bop P
HEHCHONb3YEMbIX TOJISAX
Koza .
MIepEeMEHHO JITHHBI
JIOKYMEHTa "
(haitna
Meron cokpbITUS OcHOBaH Ha UBMEHEHUU 3HAYEHUH Hwuskas nponyckHas [IpocT B
Ha OCHOBE CIIOB CHOCOOHOCTh. Y3KO NIPUMEHEHUH
HCTIONIb30BAHUS CHEeHaTN3HPOBaH.
JKaprosa Huskas CKpbITHOCTH
MeTtoz COKpBITHS OcHoBaH Ha reHepanuu Tekcrta - | CIOXHOCTB JocraTouHo
Ha OCHOBE KOHTelHepa ¢ (hopMHpOBaHUEM CIIOB | (hOPMUPOBAHUS BBICOKAst
UCTONb30BAHUS ONpPENENEHHON  UTMHBI 0 | KOHTeWHepa u CKPBITHOCTb NPH
YepeJOBaHUs N3BECTHOMY MpaBWIly | COOOIICHNUS aHam3e
JUIMHBI CIIOB KOAWPOBaHUS YeJIOBEKOM
MeTtox COKpHITHS OcHOBaH Ha BHEIPEHUHU CH0XHOCTB Haer Oomnpmryro
cooOleHHuss B TIEpPBbIE COCTaBJICHUS
Ha OCHOBE e t P p q cBoOo1y BbIOOpa
KBBI CJIOB TEKCTa Hust. Huskas
UCTONb30BAHNUS y ClIoB TC ¢ COODIIE 3
mo100pOM CJIOB CKPBITHOCTB omeparopy,
MepBEIX OYKB
COOOLICHUs [IPUYyMBIBAIOIIEMY
coo0IeHne
Metoap! COKpBITHSI HHGOPMAIMHU B TpapuIecKNX KOHTEHHEepax
MeTton cokphITHSA OcHOBAaH Ha 3aIucu Hesricokas HocraTouno

B HAaUMEHBIIUX
3HAYaIIUX OUTaX

coO0IIEHNS B

CKPBITHOCTD I€peaavun

BBICOKAass CMKOCTb

cooOmenus. Hwuskas .
HavMeEHbIINE 3HaJaIme . KOHTeiHepa (110
CTOIYMBOCTB K
OWTHI KCXOTHOTO ¥y 25%)
UCKKEHUSM
HU300paKeHHS
MeTo1 COKPBITHS OcHOBaH Ha peAyKLUUU [Ipumensiercs CpaBHUTENBHO
. BBICOKAst EMKOCTb
Ha OCHOBE (3aMEHE) [IBETOBOH  MaIUTPBI MIPEUMYIIECTBEHHO K  CXKAThIM N
MoMHHKATIH KOHTelHepa
)7 n3o0paxkeHusM.  Hesbicokas
MH/IEKCHOTO
dopmara YIIOPSIOYNBAHUH [[BETOB CKPBITHOCTB IIE€peiadui COOOIICHUS
[peCTaBICHUS B IIHKCENSX C

COCETHUMHU HOMEpaMHU

MeTox COKpBITUS

Ha OCHOBE
MCIIOJTb30BAHMS
ABTOKOPPEISIIIH-
OHHOM (QpyHKIIH

OCHOBaH Ha TIOMCKE C MMPUMCHCHUCM]

ABTOKOPPENAIUOHHON  (PyHKITHH
oOmacTeif, comepKamux CXOIHBIE

TaHHbBIE

CI0HOCTh pacueToB

'Y CTOMYMBOCTH K
OOJIBIINHCTBY
HEJTMHENHBIX
npeoOpa3oBaHuii
KOHTelHepa




MeTo COKpBITUS OCHOBaH Ha MOJYJISIHH Huskas TOUHOCTE JlocTaTouHO
N eTeKTUpoBaHus.  VckaxeHus
Ha OCHOBE [ICEBAOCTYyYafHOTO  CHTHANa a p BBICOKA
VCTI0Ib30BaHUS CUTHATOM,  COfepKAIIIM CKPEITHOCTB
HENMHENHON ’ COOOIEHHS
MOy IS CKPBIBAEMYIO
COOOILEHUs MH(pOpMALHIO
MeTozl COKpPBITHS OcHOBaH Ha MOYJISIIHH Huskas TOUHOCTH JlocTaTogHO
A OCHOBE [CEeBIOCTYyYalfHOTO  CcHUTHaJIa nerektupoBaHus.  MckakeHUs BBEICOKAsI
OUITOJISIPHBIM ~ CHUTHAJIOM KPBITHOCTh
MCIIOJIb30BaHUS P ’ ¢ p6 oc
N COZEpIKAIUM CKPBIBAEMYIO CcOOOIICHUS
3HAKOBOM AcpaKalll P y m
HHPOPMALIUKO
MOZ[yJ'lHLII/ll/I (1) p a
COOOIICHUS
MeTox COKpPHITHS OcHOBaH Ha 0COOEHHOCTAX CI0XHOCTh PacyeToB Bricokas
. N CKPBITHOCTh
Ha OCHOBC BCHBJICT- npeoOpa3oBaHuii P
BCIBIICT-
peoOpa3oBaHus
MeTo COKpBITHS OcHOBaH Ha 0COOEHHOCTSIX CI0XHOCTh pacyeToB Bricokas
HCKPETHOTO KOCHHYCHOI'O KPBITHOCTh
Ha OCHOBE AHCKD Y CKPBITHOC
mpeoOpa3oBaHmsL
KICII0Ib30BaHUS
TUCKPETHOTO
KOCHHYCHOTO
peoOpa3oBaHus

B HeTpaauumoHHbIX HH(OPMAIIMOHHBIX KaHATaX, OCHOBAaHHBIX HA MAHUIYJISLUN PAa3IHYHBIX
xapaktepucTtk pecypcoB UCII/IH, ncnonp3yrores Ui epeiadu JaHHBIX HEKOTOPBIE pa3JieisieMble
pecypcsl. [Ipu 3ToM B KaHanax, UCHOJIB3YIOUIMX BPEMEHHbBIE XapaKTEPUCTUKH, OCYIIECTBIISAETCS
MOJAYJISILIMS 10 BpEMEHH 3aHITOCTH pa3JesIIeMOro pecypca (Hanpumep, MOAyJIUpYsl BpeMs 3aHITOCTH
poreccopa, NPUIOKEHUSI MOT'yT OOMEHHUBATHCS TaHHBIMU).

B kananax nmaMsaTH pecypc UCIONIb3yeTCs Kak MPOMEXYTOUHBINH Oydep (Hanpumep, NpHUI0KEHHUSI MOTYT
O0OMEHMBATHCS JTAHHBIMU ITyTEM MOMEIICHUS UX B MIMEHA co3/laBaeMbIX (ailyioB u aupexTopuii). B
KaHaiax 0a3 JaHHBIX U 3HAHUH UCTIOJIB3YIOT 3aBUCIMOCTH MKy JAHHBIMU, BOSHUKAIOIINMH B
PEISIIMOHHBIX 0a3aX JaHHBIX U 3HAHUU.

Herpaaummonnsie nH)OpMaIIMOHHBIE KaHAIBI MOTYT OBITH CHOPMUPOBAHBI HA PA3TUYHBIX YPOBHSX
¢dbynkuuonuposanust UCI/x:

~ Ha anmapaTHOM YPOBHE;

~ Ha ypOBHE MHKPOKOJIOB U APANBEPOB YCTPOUCTB;

~ Ha YPOBHE ONEPAIMOHHON CUCTEMBI;

— Ha ypOBHE MPUKIATHOTO MPOTPAMMHOI0 00ECTICUEeHNUS;

— Ha ypoBHE (YHKIMOHHPOBAHUS KaHAJIOB ME€PEaun TaHHBIX U JIMHUI CBSA3H.

OTH KaHaJIbl MOTYT MCIIOJIb30BAThCS KAK JUIS CKPBITON Mepeiau CKOMMPOBAHHOW MH(POPMALIUH, TaK U
JUIsl CKPBITHOM II€peIadyy KOMaH/l Ha BBIITOJIHEHUE IECTPYKTUBHBIX JEHCTBHM, 3aIlyCKa IPWIOKEHUN U
T.IL.

Jnis peanu3anuy KaHAJIOB, KaK MPAaBUII0, HEOOXOMMO BHEJPUTH B aBTOMATU3UPOBAHHYIO CUCTEMY
MIPOrpaMMHYIO WJIM IIPOrPaMMHO-ANIAapPaTHYIO 3aKIaJIKy, 00€CIIeUnBaIOLy0 (POPMUPOBAHUE

HETPpAaAUIIMOHHOI'O KaHaja.



HetpaauimoHHbii ”HPOPMAIMOHHBIA KaHAJI MOXKET CYIIECTBOBATh B CUCTEME HETPEPHIBHO HITH
AKTUBU3UPOBATHCS OJTHOPA30BO HIIH T10 3aIaHHBIM YCIOBUAM. [Ipr 3TOM BO3MOXKHO CYIIIECTBOBAHUE
obpatHo#i cBsi3u ¢ cyonrexkrom HC/I.

5.7. OOu1ast XapaKTepPUCTHKA PE3yIbTATOB HECAHKIIMOHUPOBAHHOTO MJIU CIYYaHOTO JIOCTYIIa
Peamuzanus yrpo3z HCJI k muHpOpManum MOXKET IPUBOIUTH K CICIYIOIINM BHIaM HAPYLICHUS ¢
0€30I1aCHOCTH:

~  HapyUICHUIO KOH(PUIEHIIMAIBHOCTH (KOTIMPOBAaHHUE, HEMPABOMEPHOE pacIpOCTPAHEHHE); ~
HapyUIEHHIO [IEIOCTHOCTH (YHUUTOKEHUE, U3MEHEHHE); — HAPYIICHUIO JOCTYITHOCTH

(6moxupoBaHue).

Hapymenne koH(UIESHIINAIBHOCTH MOXKET OBITh OCYILIECTBJICHO B CiIydyae yTeUKH HH(DOpMAIIUU:

~ KOIIMPOBAaHMs €€ Ha OTUYX/J1aeMble HOCUTEIN HH(POPMALIUH;

— Iepefadd ee 110 KaHajlaM IIepeladn JaHHbBIX;

~ IpU OpOCMOTpE WK KOIUPOBAHUH €€ B XOJI€ PEMOHTA, MOAU(PHUKALIMU U YTHIN3ALUU IPOrPaMMHO-
anmnapaTHbIX CPEJCTB;

— 1pu "cOopke mycopa" HapymmTesneM B nporiecce dxcrryararua UCIT/Ix.

Hapymenne nemoctHocTH HHPOPMAIIMK OCYIIECTBIISCTCS 3a CYET BO3JACUCTBUS (MoauduKanum) Ha
MPOrpaMMBbI M JaHHBIE MTOJIb30BATENSI, & TAK)KE TEXHOJOTHYECKYIO (CUCTEMHYIO) HH(OPMAIIHUIO,
BKJIIOYAIOIIY1O:

—  MHKPOIIPOTpaMMBl, TaHHBIE U JpaliBepa yCTPONUCTB BEIYMCIUTEIBHON CUCTEMBI,
~ IpOrpaMMBbl, JaHHBIE U JpaiiBepa yCTPOICTB, 00eCIeUNBAIONINX 3arpy3Ky ONepaliMOHHOM

CUCTEMBI; — IIPOTpaMMBbl U IaHHBIE (AECKPUIITOPBI, OIMCATENIHN, CTPYKTYPbI, TAOIUIIBI U T.1.)

ONEPAllMOHHOWU CUCTEMBI;

— TporpaMMbl U AaHHbIE MPUKIAAHOIO IPOrPAMMHOI0 00ECTIEUEHUs; — IPOrpaMMBbl U IaHHbIE
CHELHATBHOT0 MPOrPaMMHOI0 00€CIIeUEeHUS;

~ INPOMEXYTOYHbIE (ONIepaTUBHBIC) 3HAUEHUSI TPOrPaMM U JaHHBIX B IIpoLiecce X 00padoTKU
(uTeHus/3anucu, MprueMa/epeiau) CpeICTBAMHU U YCTPONCTBAMU BBIYMCIUTEIbHON TEXHUKH.

Hapymenne nenoctHoctn nuadopmanmu B UCIIIH MokeT Takke ObITh BEI3BAHO BHEJIPEHHUEM B HEE

BPEJOHOCHOM MPOTrpaMMBbl ITPOrpaMMHO-AINIAapaTHON 3aKJIaJK1 WA BO3JEHCTBUEM HA CUCTEMY

3a1uUThl UHGOPMALIUU WIIH €€ 3JIEMEHTHI.

Kpowme storo, B UCII/IH BO3MOKHO BO3/I€iCTBHE HA TEXHOJOTUYECKYIO CETEBYIO HH(POPMALIHIO,
KOTOpPast MOKET 0OecreunBaTh (PyHKIIMOHUPOBAHUE PA3IIMYHBIX CPEJCTB yIPaBICHUSA
BBIYMCIUTEIBHOM CEThIO: — KOH(UTYypaluel ceTy;

— aJapecamMu U MapUIpyTU3AIMEN NTepeIaun JaHHbBIX B CETH;
—  (YHKIIMOHAJIHHBIM KOHTPOJIEM CETH;

— 0e30macHOCThI0 HH(POPMALIUU B CETH.

Hapymenue noctynmaoctr napopManuu odecrednBaeTcs myTeM GOopMHPOBAHUS (MOIU(DUKAIIIH)
HCXOJHBIX JIaHHBIX, KOTOPbIE MpU 00pabOTKE BBI3BIBAIOT HEMIPABIWIIbHOE (PYHKIIMOHUPOBAHUE, OTKA3bI
annaparypbl WM 3aXBaT (3arpy3Ky) BEIYMCIUTEIbHBIX PECYPCOB CUCTEMBI, KOTOPbIE HEOOXOAUMBI JIs

BBITIOJIHEHUSI IPOTPaMM U pabOThI anmaparyphl.



VYkazaHHbIE AEMCTBUS MOTYT MPUBECTU K HAPYIICHUIO UK OTKA3y (PYHKIIMOHUPOBAHUS MPAKTUYECKU
moObix Texaudeckux cpencts MCIIIH: — cpenctB 06paboTku nHGopManuu;

~ CpeICTB BBOJA/BbIBOIA HH(DOPMALINH;

— CpeICTB XpaHeHHs HHPOpMAIINH;

— amnmapaTtypsl ¥ KaHaJIOB NepeIayy; — CPEACTB 3alIUThl HHPOPMAIIHH.

6. TunoBwle MOACIIH YIPO3 0€30I1aCHOCTHU INCPCOHAJILHBIX JaHHBIX, O6Da6aTBIBaeMBIX B

nHGOPMAIIMOHHBIX CUCTEMAX IMEPCOHAILHBIX JTaHHBIX

B 3aBucumoctu ot 1eneii u cogepkanusi oopadotku [1J{H onepaTop MOXKET OCYIIECTBISATh 00pabOTKY
[1/11 8 UCI1/IH pa3nuyHbIX THTIOB.

[To cTpykType uH(DOpPMALIMOHHBIE CUCTEMBI TIOPA3ACIAIOTCA HA aBTOMAaTU3UPOBAHHbBIE pabouune
MecCTa, JIOKaIbHbIE HHPOPMAIIHOHHBIE CUCTEMBI U paciipeieIeHHbIe HHPOPMAITMOHHBIE CUCTEMBI.
[To HanMUKIO MOJKIIFOUEHHM K CETSIM CBSI3U OOIIETO MOJIb30BaHUS U (MJIH) CETSAM MEXTYHAPOIHOTO
nH(pOopMaMOHHOTO 0OMEeHa HH(POPMAIIMOHHBIE CUCTEMBI IMOAPA3ICISIIOTCS Ha CUCTEMBbI, UMEIOIITHE
MOAKJIIOYEHMS, M1 CHCTEMBI, HE UMEIOIIME 10 IKITFOUESHHH.

ITo pexxumy 00pabOTKH NEPCOHANBHBIX TaHHBIX B MHPOPMALIMOHHOM cucTeMe HHPOPMALIMOHHBIE
CHCTEMBI IOJIPA3JIEIAI0TCS Ha OJHONOJIB30BATEILCKUE U MHOTOIIOJIb30BATEIbCKUE.

[To pa3rpannueHuIo MpaB IOCTYIIA MMOJIb30BaTEICH HHOPMAIMOHHBIC CUCTEMBI TTOIPA3ICTISIOTCS Ha
CHUCTEMBI 0€3 pa3rpaHUUYEHUs MPaB JOCTYIA U CUCTEMBI C pa3TpaHUYCHUEM TIPaB JOCTYTIA.
NudopmannoHHble CUCTEMBI B 3aBUCHUMOCTH OT MECTOHAXOXKJCHUS MX TEXHUYECKUX CPEJICTB
MOJPA3ICIISIFOTCS HA CUCTEMBI, BCE TEXHUYECKHUE CPEACTBA KOTOPBIX HAXOAATCS B MpeIeiax
Poccuiickoit denepauuu, U CUCTEMBI, TEXHUYECKHE CPEICTBA KOTOPBIX YACTUYHO WJIU UEITUKOM
HaxoATcs 3a npeaenamu Poccuiickoit @eaepanuu.

B 3aBucumMocCTH OT TEXHOJIOT MM, COCTaBa U XapakTepucTUK TexHuueckux cpencts MCIIH, a Takxke
onacHocTH peanu3anuu Y BII/IH 1 HacTyIIIeHUs TOCIIEICTBUN B pe3yJIbTaTe HECAHKIIMOHUPOBAHHOT O
WJIY CITy4alHOTO JIOCTyIa MOXHO BbiAeUT cieaytomue tunsl UCIT/IH:

~ aBTOMAaTU3HMPOBaHHBIE paboUMe MecTa, He UMEIOIIUE MOAKIIOYSHHUE K CETSAM CBSI3U OOILETO
M0JIb30BaHUA U (WJIM) CETAM MEXAYHapOAHOr0 HH(GOPMALIMOHHOTO OOMEHa;

~ aBTOMAaTU3HMPOBaHHbIE paboyMe MecTa, UMEIOIINE OJKIIOUEHUE K CETSIM CBSA3H 00LIero
MIOJIb30BAHUS U (WJIM) CETAM MEKIYHApOIHOTO HHPOPMALIMOHHOTO OOMEHa;

— nokaneHble VICII/IH, He nMeronue MoAKII0YSHNE K CETSAM CBS3H 00IIEero MOIb30BaHUS U (MIIN)
CEeTSM MEXTyHapOAHOT0 MH()OPMAIIMOHHOTO OOMEHa;

— nokansHble UCII/IH, nMeronine noKII0YeHNE K CETSIM CBSI3U OOIIETo MOJIb30BaHUS U (WIIN) CETAM
MEXyHapOAHOI0 MH()OPMAIIMIOHHOTO OOMEHa;

— pacnpenencuaabie UCIT/{H, He nMeroue MOAKIIOYCHHUE K CeTSIM CBSI3U OOIIETro MOJIb30BaHUS U

(MK ceTsIM MeXTyHapOAHOT0 MH()OPMAIIMOHHOTO OOMEHa;

— pacnpeneneuasie UCI/H, nMeromine NOIKII0YeHHE K CeTSM CBS3H OOIIEro MoJib30BaHuUs U (HJIH)

CETSIM MEXIYHapOIHOTO HHPOPMAILIMOHHOTO 0OMEHa.



6.1. TunoBasg MOJIeNIs YIPO3 OE30MaCHOCTH EPCOHAIBHBIX JaHHBIX, 00pabaTeIBaEMBIX B

ABTOMAaTHU3HUPOBAHHBIX pa60q1/1x MECTaX, HC MMCIOMIMX IMOJKIIOYCHUS K CCTAM CBA3HU 06HICFO

MOJIL30BAHMS U (MJIH) CETSIM MEKIYHAPOIHOr0 MH(OPMAIIMOHHOr0 0OMeEHa

[Tpu o6pabotke I1JIH Ha aBTOMAaTH3MPOBAaHHOM pabovyeM MecTe, HE UMEIOIIEM MOAKIIOUEHHUS K CETAM
CBSI31 OOIIIEr0 MOJB30BAHMS U (HJIH) CETSAM MEXKIyHApOAHOTO HH(OPMAIITMOHHOTO OOMEHa, BO3MOXKHA

peanuzanus caenyrommx Y bI1JIH:

~ yrpo3 yTeuku uH(OpMalUU MO0 TEXHUYECKUM KaHajam;

— yrpo3 HCJI k I1/11, 06pabaTbiBaeMbIM B aBTOMAaTU3UPOBAHHOM paboueM MecTe.

—  VYrpo3sl yTeuku nH(GOpMaIUY 0 TEXHUYECKUM KaHajaM BKJIIOYAIOT B ce0sl:

— Yrpo3bl YTEUYKH aKyCTHUYECKOH (peueBoit) nH(OpMaluy; — yrpo3bl yTeUKH BUAOBON HHPOPMAIUHY;

— yrpo3bl yreuku nHpopManuu o kanamy [I9MUH.

Bo3HukHOBEHHE yrpo3 yTeukH aKycTH4ecKOH (peueBoit) nH(popMaIuu, coaepxaeics
HENOCPEICTBEHHO B pon3HOcuMoi peun nosas3oBaress MCII/IH, Bo3MOKHO npu HalIu4ueM QyHKLIUH
rosiocoBoro Beojaa [1/1n B UCIIAn nnu ¢pynkuumii BoctipousBeaenus [1/[H akycTuueckumMu cpeicTBaMu
NCTI/n.

Peanuzanus yrpo3sl yTedky BU0BOI HH(OpMAIK BO3MOXHA 33 CYET MPOCMOTpa HH(POpMaIuu ¢
MTOMOIIIBIO ONITUYECKUX (ONTHUKO3IEKTPOHHBIX) CPEJICTB C SKPAHOB JIUCIICEB M JJPYTUX CPEICTB
0TOOpa)KEeHHsI CPEJICTB BHIYUCIUTEIBHON TEXHUKHU, HH(POPMAIIMOHHO-BBIYUCIUTEIbHBIX KOMILIEKCOB,
TEXHUYECKUX CpesicTBa 00paboTku rpaduueckoi, Buaeo- 1 0yKBeHHO-LM(POBOM HHPOpMaIuy,
pxoasamux B coctaB UCITIH.

Yrpo3sl yreuku unpopmaruu o kanaiay [I9MUH Bo3MOXHBI H3-32 HATAYUS IEKTPOMArHATHBIX

U3IYy4YeHUH, B OCHOBHOM, MOHUTOPA U CUCTEMHOTI0 0J10Ka KoMIbioTepa. OCHOBHYIO OIACHOCTh
MIPEACTABIAIOT YTPO3bl YTEUKU M3-3a HAJIMYMS 2JIEKTPOMAarHUTHBIX U3JIy4€HUI MOHHUTOPA.

¥Yrpo3sr HCJI B aBToHOMHOM APM cBsI3aHBI ¢ AEMCTBUSIMH HapyIIUTENIEH, UMEIOIINX JTOCTYII K
NCII/n, Bxnrouas nons3osareneiit UCIIH, peannsyromux yrpo3sl HenocpeacTseHHo B MCIT/IH.
Kpowme storo, ncrounnkamu yrpo3z HCJI k uadopmanuu B APM MoryT ObITH anmapaTHble 3aKJIaAKH U
OTUY>K/1a€Mbl€ HOCUTEIHN BPEIOHOCHBIX IIPOrPAMM.

B UCII1n Ha 6a3ze aBToHOMHOT0 APM Bo3MO>xHBI Bce BUbI ys3BumMocteit UCI1/IH, 3a uckimoyeHuemM
YSA3BUMOCTEH, CBSA3AHHBIX C peAIN3alUel IPOTOKOJIOB CETEBOI0 B3aUMOCHCTBUS U KAHAJIOB IIepeadn
nanabix. B rakux UCII/IH BO3MOKHBI:

—  yrpo3bl, peaji3yeMble B XOJI€ 3arpy3KH OIEepallMOHHOIN CUCTEMBI M HAlIPaBJICHHBIC HA TIEPEXBAT
napoJieit i UAeHTU(UKATOPOB, MOU(HKaINI0 6a30BOI cucTeMbl BBoa/BeiBo1a (BIOS),

IepexBat yNnpaBJiIeHUs 3arpy3Koii;

— yIPO3bl, peallu3yeMble NIOCIIE 3arpy3KH ONEPaMOHHON CHCTEMBI U HAIIPABJICHHBIE HA BBIIIOJIHEHHE
HECAaHKIMOHUPOBAHHOTO JJOCTYIA C IPUMEHEHUEM CTaHIapTHBIX (PYHKIUN (YHUUTOXKEHHE,
KOIIMPOBaHUE, epeMelieHrne, popMaTupoBaHue HocuTeneil MH(OpMaIiY U T.I1.) ONEPALlMOHHOM
CHCTEMBI WJIM KaKOH-T100 MPHUKIIAIHON POrpaMMbl (HallpuMep, CUCTEMBI YIIpaBieHHs Oa3zaMu
JAHHBIX ), C IPUMEHEHHUEM CIIEUaIbHO co3AaHHbIX uid BhinoaHeHust HCJL nporpamm (mporpamMm

POCMOTpa U MOAUPUKALIUN PEECTPa, MOMCKA TEKCTOB B TEKCTOBBIX (aiiiax u T.11.); —

YI'pO3bl BHEAPCHUS BPCIOHOCHBIX ITPOTPaMM.



6.2. TunoBasg MOJIeNIs YIPO3 OE30MACHOCTH IEPCOHAIBHBIX JAHHBIX, 00pabaThIiBAEMBIX B

ABTOMAaTU3UPOBAHHBIX pa6oq1/1x MECTaX, UMCIOMUX ITOAKIIOYCHHUEC K CCTAM CBA3HU O6III€F0

MOJIL30BAHMS U (MJIH) CETSIM MEXKIYHAPOIHOr0 MH(MDOPMAIIMOHHOr0 0OMeHa

[Tpu o6padotke [1/lH Ha aBTOMAaTU3UPOBAHHOM PadOUYEM MECTE, UMEIOILIEM IOAKIIOUEHUS K CeTsIM
CBSI31 OOIIIEr0 MOJB30BAHMS U (HJIH) CETSAM MEXKIyHApOAHOTO HH(OPMAIITMOHHOTO OOMEHa, BO3MOXKHA
peanuzanus caenyrommx Y bI1JIH:

—  Yrpo3bl YTeUKH HHPOPMAIUH 110 TEXHUIECKUM KaHaJIaM;

— yrpo3sl HCJI k I1/]H, 06pabaTeiBacMbIM Ha aBTOMATH3UPOBAHHOM pabodyeM MecTe.

—  VYrpo3sl yTeuku nH(GOpMaIUY 0 TEXHUYECKUM KaHajaM BKJIIOYAIOT B ce0sl:

—  yIpo3bl YTEUKH aKyCTHYECKOH (peueBoii) uH(popMaIuu;

— Yrpo3bl YT€YKH BUAOBON HHPOpMAIUH;

~  yrpo3ssl yreuku nHpopmauuu no kavary [I9MHWH.

Bosnuknosenne YBII/IH B paccmaTpuBaembix UCII/IH o TeXHMUECKUM KaHAllaM XapaKTepU3yeTcs
TEMH e YCIOBHSIMH U (PaKTOpPaMH, YTO U JUIsl aBTOMAaTU3UPOBAHHOTO pab0overo MecTa, He UMEIOIIEro
TTOAKITIOUEHHUS K CETSIM OOIIETO MOJIb30BaHUS U (WIJIH) CETAM MEXKTyHApOIHOTO HH(OPMAITMIOHHOTO
oOMeHa.

Yrpo3et HCJI B UCII/IH cBsizaHbl ¢ AeiCTBUSIMU HapyuTenaen, uMeromux goctyn Kk UCIH,
BKJtouas noas3osatenei MCII/IH, peanusyromux yrpo3sl HenocpeactseHHo B MCII/IH, a Takxke
Hapywurenel, He nMerouux gocryna k MCIT/IH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEH CBSI3U
00I11ero MOIK30BaHUS U (WIIH) CeTEH MEXITyHapOIHOTO HHPOPMAITMOHHOTO 0OMEHa.

VYrpo3st HCJI B UCII/IH, cBsi3aHHbIE ¢ AeiCTBUSIMH HapyuTenel, umeromux goctyn k UCII/IH,
AQHAJIOTMYHBI TEM, KOTOPbIE UMEIOT MECTO JIJIsl OTAeNIbHOr0o APM, He MOJAKITIOYEHHOTO K CETSAM CBS3H
00111ero NoJIb30BaHUA. YTPO3bl U3 BHEIIHUX CETEH BKIIOYAIOT B CEO0sI:

— yrpo3ssl "AHaiun3a ceTeBoro Tpaduka’ ¢ nepexBaTom rnepegaBacMoi BO BHEIIHUE CETH U
MIPUHUMAEMOM W3 BHEIIHUX ceTel nH(popMaIuu;

~  yrpo3bl CKAaHMPOBAHUS, HAIIPABJICHHbIEC HA BBISIBICHUE TUIIA ONIEpAllMOHHON crucTeMbl APM,
OTKPBITBIX ITOPTOB U CITY’KO, OTKPBITHIX COSAMHEHUH U JIp.;

—  yrpo3bl BBISIBICHHS MTApOJICH;

— yrpo3ssl nonyuenuss HCJl myrem moaMeHbI JOBEPEHHOTO 00BEKTa;

— yrpo3sl Thna "OTka3 B 00CTy)KUBaHUH'";

~  yrpo3bl YIAJICHHOTO 3aIlyCKa MPUIIOKEHHI;

—  Yrpo3bl BHEAPEHUS MO CETH BPEJOHOCHBIX IPOTPAMM.

6.3. TunoBas Moaelb yrpo3 0e300aCHOCTH NEPCOHANIBHBIX JAHHBIX, 00DPadaTbIBAEMBIX B JOKAIBHBIX

I/IHd)ODMaHI/IOHHBIX CHUCTCMAX MCPCOHAJIBHBIX AAHHBIX, HC MMCIOMIMX IMOAKIIOYCHHUA K CCTAM CBA3HU

00111ero MOJIL30BaHMS U (WJIH) CETSIM MEXIVHAPOIHOTO MHGOPMAIIMOHHOTO0 00OMeHa

ITpu o6padotke I1/1H B mokansubix UCII/{H, HE nMeromuye MOAKIIOYEHUS K CETSIM CBSI3H O0IIETro
TIOJIb30BaHUS U (WJIH) CETSIM MEXIYHAPOIHOTO HH(POPMAIIMOHHOTO 00MEHa, BO3MOKHA peaTi3aIus
caenyrommx ¥YBII/IH:

— YI'pO3bl YTCUKHU I/IH(1)OpMaI_[I/II/I IO TCXHUYCCKHM KaHaJlaM,



- yrpo3sl HC/I x I1/IH, 06pabaTbiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM paboyeM MecTe.
—  Yrpo3sl yTedkd HHGOPMAIHH N0 TEXHUIECKUM KaHaJlaM BKIIIOYAIOT B CEOs:

~ yIpo3bl YTEUKH aKyCTHYeCKOH (peueBoii) uH(popMaIy;

—  yrpo3bl YTEUKH BUAOBOIW HHPOPMAIINH;

— yrpo3sl yreuku nHpopManuu 1o kanamy [IDMUH.

Bo3nuknosenne YBII/IH B paccmaTpuBaembix UCII/IH no TeXHMYECKUM KaHalIaM XapaKTepu3yeTcs
TEMHU K€ YCIOBUSMU U PakTopamu, uto u A JokanbHbix UCII/IH, He uMEIonmX MOIKII0OUeHUs K
CETSIM CBSI3U OOIIETO MOJIb30BAaHUS U (MIIN) CETAM MEXIyHApOTHOTO HHPOPMALMOHHOTO 0OMEHa.
VYrpo3st HCJ] B nokanbubix UCII/{H cBsi3aHbI ¢ 1€MCTBUSAMU HAPYIIUTENEH, UMEIOIIUX JOCTYI K
NCIIdn, Bxarouas nonb3oBateneit UCII/H, peanuzyromux yrpo3sl HenocpeactseHHo B UCIT/(H.
VYrpo3st HCJI B UCII/IH, cBsi3aHHbIE ¢ AeMCTBUSMU HapymuTene, umeromux goctyn k MCII/IH,
AQHAJIOTMYHBI TEM, KOTOPbIE UMEIOT MECTO JIJIsl OTAENIbHOT0 APM, He MOAKIIIOYEHHOTO K CETSAM CBS3U
oOuiero nosas3oBanus. Kpome toro, B Takoit UCII/In MoryT umeTs MecTo:

— yrpo3sl "AHanu3a cereBoro Tpaduka" ¢ mepexBaToM nepeaaBaeMoil mo cetu HHPOpMaIuy;
—  yrpo3bl BBISIBJICHUS NTAPOJICH;
—  YIpo3bl YJAICHHOTO 3aITyCKa MPUII0KCHHIH,

—  Yrpo3bl BHEAPEHUS MO CETH BPEJOHOCHBIX MMPOTPAMM.

6.4. Tunosast MOIENB YIPO3 OE€30IMACHOCTH MMEPCOHAIBHBIX JAHHBIX 00padaThIBAEMBIX B TOKAIBHBIX

I/IHd)ODMaI_II/IOHHbIX CHUCTCMAX MCPCOHAJIBHBIX AAHHBIX, MMCIOIMIMNX IMMOJKIIYCHHNEC K CCTAM CBA3HU

0011ero NOoAb30BaHUS U (WIIH) CETIM MEXIYHAPOJIHOTO HHPOpMaIoHHOro oomena [Ipu

obpabotke [1/1a B nokanbubix UCII/IH, UMEIOIMNX MOAKIIOYEHHUE K CETSIM CBS3H OOIIETO
MOJTB30BaHUS U (MJIH) CETSIM MEXITYHAPOIHOTO HH(OPMAITMOHHOTO OOMEHA, BO3MOYKHA Peah3alius
caenyrommx ¥YBII/IH:

—  Yrpo3bl YTeYKH HHPOPMAIUH 110 TEXHUIECKUM KaHAIaM;

— yrpo3sl HCJI k I1/1H, 06pabaTeiBacMbIM Ha aBTOMATH3UPOBAHHOM pabodyeM MecTe.

—  VYrpo3sl yTeuku nHGOPMAIIUY IO TEXHUYECKUM KaHajaM BKJIIOYAIOT B ce0sl:

— YrpO3bl YT€UKHU aKyCTHUUYECKOH (peueBoit) nHpOopMaLny;

— yIpO3bI YTEUKH BUI0BOW WH(MOpMAIIUK;

— yrpo3ssl yreuku uHpopmanuu no kasairy [IIDMHUH.
Bosuuknosenue YBII/In B paccmaTpuBaembix UCII/IH mo TeXHUYECKUM KaHaJIaM XapaKTepu3yeTcs

TEMH e YCIOBUSIMHU U (pakTOpaMu, 4yTo U JuIst npeaslayumx Tunos MCII/IH.

VYrpo3sr HC/I cBsi3aHbl ¢ AelicTBUAMM HapymurTenei, umeromux ngoctyn k MCI1/IH, Bxiroyas
nonp3oBateneit UCII/H, peanu3yronux yrpo3sl HenocpeacTsenHo B UCII/IH, a Takke HapyImuTeneu,
He umerormux goctymna Kk UCII/{H, peanu3yomux yrpo3sl U3 BHEITHUX CETEH CBS3HM 0OIIETO
MOJIb30BaHUA U (WIM) ceTell MeKAYHapOIHOI0 HHPOPMAIIMOHHOTO OOMEHa.

VYrpo3sr HC/I, cBA3aHHbIE C NeHCTBUAMU HapymmTenen, umeromux goctyn k MCIIJIH, BkiaovaroT B
ceOsl yrpo3bl, aHAJIOTHYHBIE TEM, KOTOPbIE Pean3yloTcs B 0TAeIbHOM APM, He nuMmeronem
MOJIKJIFOUEHUS K CETSIM CBSI3H OOLIETO MOJIb30BaHUS.

VYTrpo3bl U3 BHEITHHUX CETEH BKIIOYAIOT B CEOs:



— yrpo3ssl "AHanu3a ceTeBoro Tpaduka' ¢ nepexBaTom rnepeaaBacMoi BO BHEIIHUE CETH U
MIPUHUMAEMOM U3 BHEIIHUX ceTel nH(pOopMaIuy;

—  YIpO3bl CKAHUPOBAHUs, HAIIPABJICHHbBIE HA BBIABICHHUE TUIA onepaluoHHOM cucteMsl MCII/IH,
CEeTEBBIX a/IpECOB PadOYMX CTAHIMHA, OTKPBITHIX MOPTOB U CIY>KO, OTKPBITHIX COCIMHEHHUN U JIp.;

— YIpO3bl BBIBIICHUS NIAPOJIEH;

— yrpo3ssl nonyuenuss HCJl myrem moaMeHsl JOBEPEHHOTO 00BEKTa;

— yrpo3sl Thna "OTka3 B 00CTy)KUBaHUH'";

~  YIpO3bl YJAJIEHHOTO 3aIlycKa MPUIIOKEHH; — yIpO3bl BHEAPEHHUS 110 CETU BPEIOHOCHBIX
MIPOrPaMM.

6.5. TunoBas MOACIb YI'poO3 0€30IMacHOCTH OEpCOHAIBHBIX TaHHBIX, 06Da6aTBIBaCMLIX B

pacnpeacJICHHbBIX I/IHd)ODMaHI/IOHHI)IX CUCTEMAX IMEPCOHAJIBHBIX JAHHBIX, HC UMCIOIHNX ITOAKITIOYCHUA

K CCTAM CBA3H O6H_[€F0 TIOJIb30BaHUA U (I/IJII/I) CCTAM MCXKAYHApOAHOI'O I/IHd)ODMaI_[I/IOHHOFO oOMeHa

[Tpu o6padotke I1/1n B pacnpenenenubix UCIIJIH, nMerOmMX MOAKIIOYEHUE K CETSIM CBSI3H OOIIETO
TIOJIB30BaHUS U (FJTH) CETSIM MEXTYHAPOIHOTO HHPOPMAIIMOHHOTO 00MEHa, BO3MOYKHA peaTi3alIus
caenyrommx Y BIIH:

— yTpO3bl YTEUKH UHPOPMAILIUH 110 TEXHHUECKUM KaHaJlaM;

— yrpo3sl HCJI k I1/]H, 06pabaTeiBaeMbIM Ha aBTOMaTH3UPOBAHHOM paboyeM MecTe.

—  VYrpo3sl yreukn HHGHOPMAIIAN TI0 TEXHHYECKUM KaHajaM BKJIIOYAIOT B ceOsl:

— Yrpo3bl YTEUYKH aKyCTHUUYECKOH (peueBoit) nH(opMaLnu;

—  Yrpo3bl YTEUYKH BUIO0BOH HH(POpMAIIHH,

— yrpo3sbl yreuku uHpopManuu o kanamry [IDMUH.
Bosunuxnosenue YBIIIH B paccmaTpuBaembix UCII/IH Mo TeXHUUECKHMM KaHallaM XapaKTepU3yeTcs

TEMH e YCIOBHSIMU U (paKTOpaMu, uyTo U JuIst npeasiaynmx TunoB MCII/IH.
Yrpo3sr HC/I cBsi3anbl ¢ AelicTBUAMHU Hapymurenei, umeromux goctyn k MCIIH, Bkitouas
noas3oBateneid UCII/H, peanusytomux yrpo3sl HenocpeactseHHo B UCIT/IH.

ITpu 3TOM MOTYT OBITH YIPO3bl, aHAJIOTMUHBIE TEM, KOTOPbIE UMEIOT MECTO B O0TAEIbHOM APM, He
MTOJIKJTFOYEHHOM K CETSIM OOIIETO MOJIb30BaHUs, a TAK)KE YTPO3bI, pean3yeMble BHYTPH
pacripeieJICHHOM CETH C MCIIOJIb30BaHHEM IPOTOKOJIOB MEKCETEBOTO B3aUMOJICHCTBHS, B TOM YHUCIIE: —
yrpo3sl "AHanm3a ceTeBoro Tpadguka’ ¢ mepexBaToM reperaBaeMoi o ceTH HH(popMaIuu;

— Yrpo3bl CKaHUPOBAHUs, HAPaBJICHHbIE Ha BBISIBJICHUE OTKPBITHIX IOPTOB U CIIYkO, OTKPBITBIX
COCIMHEHUH U IP.;

~  yIrpo3bl BHEIPEHHUS JIO)KHOTO O0BEKTA CETH;

—  YIPO3bI HaBSA3BIBAHUSA JIOXKHOI'O MapLIpPyTa IIyTeM HECAaHKIMOHUPOBAHHOI'O N3MEHEHUS
MapIIPYTHO-aIPECHBIX JaHHbIX;

~  YIpO3bl BBIABIICHUS NIApOJIEH;

— yrpo3sl Tana "OTka3 B 00cmyKkuBaHuu",



—  yIpO3bI YJIAJICHHOTO 3aITyCKa MPUII0KEHHUI;

— YI'PO3bI BHCAPCHHA 110 CCTH BPCAOHOCHBIX IIPpOrpaMM.

6.6. TunoBast MOIENb YIPO3 OE30IMACHOCTH TIEPCOHAINBHBIX JTAHHBIX, 00pa0aTEIBAEMBIX B

pacinpCacacHHbIX I/IHd)ODMaLII/IOHHLIX CHUCTEMAX IICPCOHAJIbHBIX JAHHBIX, UMMCIOIIKUX IMOAKIOYCHUC K

CEeTSAM CBSI3U OOIIEro MOJAb30BaHUS U (WIJIH) CETSIM MEKIYHapOIHOro HHGopMalMoHHoro oomena Ilpu

obpabotke [1/1a B pacupenenennsix UCII/IH, nMeromux MoAKIIOYCHHE K CETSIM CBS3H 0OIIETro
MOJTB30BaHUA U (MJIH) CETSIM MEXTYHAPOIHOTO HH(OPMAITMOHHOTO OOMEHA, BO3MOYKHA Pean3aIius
caenyrommx ¥YBII/IH:

—  Yrpo3bl YTeUKH HHPOPMAIUH 110 TEXHUUECKUM KaHaJIaM;

— yrpo3sl HCJI k I1/]H, 06pabaTeiBacMbIM Ha aBTOMATH3UPOBAHHOM pabodyeM MecTe.

—  VYrpo3sl yTeuku nHGOpMAILIUY IO TEXHUYECKUM KaHajaM BKJIIOYAloT B ce0sl:

—  yrpo3bl YTEUKH aKyCTUYECKOH (peueBoii) nH(pOpMaIiy;

—  Yrpo3bl YT€UYKH BUA0BOI HHOpMAIINH;

~  yrpo3ssl yreuku uHpopmauuu no kavary [I9MHUH.
BosnuknoBenue YBII/IH B paccmaTpuBaembix UCII/IH o TeXHMUECKUM KaHallaM XapaKTepU3yeTcs

TEMH K€ YCIOBUAMH U (paKkTopamu, 4To U s npeapiaymux tunoB UCIT/IH.

Yrpo3sr HC/I cBsi3anbl ¢ AelicTBUAMHU Hapymurenei, nmeromux goctyn k MCIIH, Bkitouas
nonb3oBareneit UCII/IH, peanuzytonux yrpo3sl HenocpeactsenHo B UCII/IH, a Takke HapyIuTenei,
He umeronux gocryna k UCIIJIH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEH CBSA3H 00ILEro
MOJIH30BaHUS U (MJIM) CETeH MEXTyHapOIHOTO HH(POPMAIIMIOHHOT'O 0OMEHa.

VYrpo3st HC/I, cBa3aHHbIE C NeHCTBUSAMU HapymuTenei, umeroumx goctyn k MCII/IH, ananoruyssl
TEM, KOTOpble UMEIOT MecTO B pactpenesieHHbIX UCII/H, He nMeronieil NOJKIFOUEeHHS K CeTAM
o6miero noas3oBanus. Kpome toro, B Takoit UCII/IH uMeIOT MeCTO yrpo3bl, peau3yeMble ¢
HCII0JIb30BAaHUEM IIPOTOKOJIOB MEKCETEBOT0 B3aUMOJICUCTBUS U3 BHELIHUX CETEH, B TOM YHCIIE:

— yrpo3sl "AHanm3a ceTeBoro Tpadguka" ¢ nepexsarom nepenaBaemoit u3 UCIIJIn u npuHuMaemoii B
WCII/IH 3 BHEIIHUX ceTel HHPpOpMaLuy;

— YIpoO3bl CKAHUPOBAHUS, HAIIPABJIICHHBIC HAa BBIABJICHUE THUIIA WM TUIIOB MCII0JIb3YyCMbIX
OICPalMOHHBIX CUCTEM, CCTCBBIX aIPpCCOB pa6oq14x CTaHI_II/Iﬁ I/ICHI[H, TOIIOJIOTUH CETHU, OTKPBITBIX

MIOPTOB U CIY’kKO, OTKPBITHIX COSTUHEHUH U Ap.;

—  Yrpo3bl BHeApEeHUs J0kKHOT0 00bekTa Kak B ICII/IH, Tak 1 BO BHEIIHUX CETHX;

~  yIpO3bI MOJIMEHBI JJOBEPEHHOT'O OOBEKTA;

—  Yrpo3bl HaBSI3bIBAHUS JIOXKHOT'O MapIIpyTa IIyTEM HECAHKIIMOHUPOBAHHOTO U3MEHEHUS
MapUIpyTHO-3/IPECHBIX JAHHBIX KaK BHYTPH CETH, TaK U BO BHEILIHUX CETSX;

—  yIpO3bI BBISIBJICHUS MTAPOJICH;

— yrpo3sl Tuna "OTka3 B 00cmyKuBaHuu",

—  Yrpo3bl YJAJIEHHOTO 3aIycKa MPUIIOKEeHHIA;

— YIpo3bl BHCAPCHUA 110 CCTH BPCAOHOCHBIX IIPOrpaMM.



